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Preface

Over the last two or three decades, elliptic curves have been playing an in-
creasingly important role both in number theory and in related fields such as
cryptography. For example, in the 1980s, elliptic curves started being used
in cryptography and elliptic curve techniques were developed for factorization
and primality testing. In the 1980s and 1990s, elliptic curves played an impor-
tant role in the proof of Fermat’s Last Theorem. The goal of the present book
is to develop the theory of elliptic curves assuming only modest backgrounds
in elementary number theory and in groups and fields, approximately what
would be covered in a strong undergraduate or beginning graduate abstract
algebra course. In particular, we do not assume the reader has seen any al-
gebraic geometry. Except for a few isolated sections, which can be omitted
if desired, we do not assume the reader knows Galois theory. We implicitly
use Galois theory for finite fields, but in this case everything can be done
explicitly in terms of the Frobenius map so the general theory is not needed.
The relevant facts are explained in an appendix.

The book provides an introduction to both the cryptographic side and the
number theoretic side of elliptic curves. For this reason, we treat elliptic curves
over finite fields early in the book, namely in Chapter 4. This immediately
leads into the discrete logarithm problem and cryptography in Chapters 5, 6,
and 7. The reader only interested in cryptography can subsequently skip to
Chapters 11 and 13, where the Weil and Tate-Lichtenbaum pairings and hy-
perelliptic curves are discussed. But surely anyone who becomes an expert in
cryptographic applications will have a little curiosity as to how elliptic curves
are used in number theory. Similarly, a non-applications oriented reader could
skip Chapters 5, 6, and 7 and jump straight into the number theory in Chap-
ters 8 and beyond. But the cryptographic applications are interesting and
provide examples for how the theory can be used.

There are several fine books on elliptic curves already in the literature. This
book in no way is intended to replace Silverman’s excellent two volumes [109],
[111], which are the standard references for the number theoretic aspects of
elliptic curves. Instead, the present book covers some of the same material,
plus applications to cryptography, from a more elementary viewpoint. It is
hoped that readers of this book will subsequently find Silverman’s books more
accessible and will appreciate their slightly more advanced approach. The
books by Knapp [61] and Koblitz [64] should be consulted for an approach to
the arithmetic of elliptic curves that is more analytic than either this book or
[109]. For the cryptographic aspects of elliptic curves, there is the recent book
of Blake et al. [12], which gives more details on several algorithms than the

ix
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present book, but contains few proofs. It should be consulted by serious stu-
dents of elliptic curve cryptography. We hope that the present book provides
a good introduction to and explanation of the mathematics used in that book.
The books by Enge [38], Koblitz [66], [65], and Menezes [82] also treat elliptic
curves from a cryptographic viewpoint and can be profitably consulted.
Notation. The symbols Z, F,, Q, R, C denote the integers, the finite
field with ¢ elements, the rationals, the reals, and the complex numbers,
respectively. We have used Z, (rather than Z/nZ) to denote the integers
mod n. However, when p is a prime and we are working with Z, as a field,
rather than as a group or ring, we use F, in order to remain consistent with
the notation F,. Note that Z, does not denote the p-adic integers. This
choice was made for typographic reasons since the integers mod p are used
frequently, while a symbol for the p-adic integers is used only in a few examples
in Chapter 13 (where we use O,). The p-adic rationals are denoted by Q,.
If K is a field, then K denotes an algebraic closure of K. If R is a ring, then
R* denotes the invertible elements of R. When K is a field, K™ is therefore
the multiplicative group of nonzero elements of K. Throughout the book,
the letters K and E are generally used to denote a field and an elliptic curve
(except in Chapter 9, where K is used a few times for an elliptic integral).
Acknowledgments. The author thanks Bob Stern of CRC Press for
suggesting that this book be written and for his encouragement, and the
editorial staff at CRC Press for their help during the preparation of the book.
Ed Eikenberg, Jim Owings, Susan Schmoyer, Brian Conrad, and Sam Wagstaff
made many suggestions that greatly improved the manuscript. Of course,
there is always room for more improvement. Please send suggestions and
corrections to the author (lew@math.umd.edu). Corrections will be listed on
the web site for the book (www.math.umd.edu/~lew/ellipticcurves.html).
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Preface to the Second Edition

The main question asked by the reader of a preface to a second edition is
“What is new?” The main additions are the following:

1.
2.

8.

A chapter on isogenies.

A chapter on hyperelliptic curves, which are becoming prominent in
many situations, especially in cryptography.

A discussion of alternative coordinate systems (projective coordinates,
Jacobian coordinates, Edwards coordinates) and related computational
issues.

A more complete treatment of the Weil and Tate-Lichtenbaum pairings,
including an elementary definition of the Tate-Lichtenbaum pairing, a
proof of its nondegeneracy, and a proof of the equality of two common
definitions of the Weil pairing.

Doud’s analytic method for computing torsion on elliptic curves over Q.

Some additional techniques for determining the group of points for an
elliptic curve over a finite field.

A discussion of how to do computations with elliptic curves in some
popular computer algebra systems.

Several more exercises.

Thanks are due to many people, especially Susan Schmoyer, Juliana Belding,
Tsz Wo Nicholas Sze, Enver Ozdemir, Qiao Zhang,and Koichiro Harada for
helpful suggestions. Several people sent comments and corrections for the first
edition, and we are very thankful for their input. We have incorporated most
of these into the present edition. Of course, we welcome comments and correc-
tions for the present edition (lew@math.umd.edu). Corrections will be listed
on the web site for the book (www.math.umd.edu/~lcw/ellipticcurves.html).

X1
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Suggestions to the Reader

This book is intended for at least two audiences. One is computer scientists
and cryptographers who want to learn about elliptic curves. The other is for
mathematicians who want to learn about the number theory and geometry of
elliptic curves. Of course, there is some overlap between the two groups. The
author of course hopes the reader wants to read the whole book. However, for
those who want to start with only some of the chapters, we make the following
suggestions.

Everyone: A basic introduction to the subject is contained in Chapters 1,
2, 3, 4. Everyone should read these.

I. Cryptographic Track: Continue with Chapters 5, 6, 7. Then go to
Chapters 11 and 13.

II. Number Theory Track: Read Chapters 8, 9, 10, 11, 12, 14, 15. Then
go back and read the chapters you skipped since you should know how the
subject is being used in applications.

III. Complex Track: Read Chapters 9 and 10, plus Section 12.1.

xiii
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Chapter 1

Introduction

Suppose a collection of cannonballs is piled in a square pyramid with one ball
on the top layer, four on the second layer, nine on the third layer, etc. If the
pile collapses, is it possible to rearrange the balls into a square array?

Figure 1.1
A Pyramid of Cannonballs

If the pyramid has three layers, then this cannot be done since there are
14 4+ 9 = 14 balls, which is not a perfect square. Of course, if there is only
one ball, it forms a height one pyramid and also a one-by-one square. If there
are no cannonballs, we have a height zero pyramid and a zero-by-zero square.
Besides theses trivial cases, are there any others? We propose to find another
example, using a method that goes back to Diophantus (around 250 A.D.).

If the pyramid has height z, then there are

1)(2z + 1
12492132 4. g2 o EFDCRHL) )6($+ )

balls (see Exercise 1.1). We want this to be a perfect square, which means

that we want to find a solution to

2 z(x+1)(2x 4 1)
6
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2 CHAPTER 1 INTRODUCTION

{)

Figure 1.2
y?=x(z+1)2z+1)/6

in positive integers x,y. An equation of this type represents an elliptic curve.
The graph is given in Figure 1.2.

The method of Diophantus uses the points we already know to produce new
points. Let’s start with the points (0,0) and (1,1). The line through these two
points is y = x. Intersecting with the curve gives the equation

s zz+1)2z+1) 1 5 1, 1
= ————" ="+ -z + —x.
6 3 2 6
Rearranging yields
s 3 1
3 2
- = —x=0.
T QI + 22:
Fortunately, we already know two roots of this equation: x = 0 and x = 1.
This is because the roots are the z-coordinates of the intersections between
the line and the curve. We could factor the polynomial to find the third root,
but there is a better way. Note that for any numbers a, b, ¢, we have

(x —a)(x —b)(x —c) =2 — (a+ b+ c)x? + (ab+ ac + be)x — abe.

Therefore, when the coefficient of 23 is 1, the negative of the coefficient of 22
is the sum of the roots.
In our case, we have roots 0,1, and z, so

3
0+1 = .
+1l+x 5

Therefore, z = 1/2. Since the line was y = x, we have y = 1/2, too. It’s hard
to say what this means in terms of piles of cannonballs, but at least we have
found another point on the curve. In fact, we automatically have even one
more point, namely (1/2,—1/2), because of the symmetry of the curve.

© 2008 by Taylor & Francis Group, LLC



INTRODUCTION 3

Let’s repeat the above procedure using the points (1/2,—1/2) and (1,1).
Why do we use these points? We are looking for a point of intersection
somewhere in the first quadrant, and the line through these two points seems
to be the best choice. The line is easily seen to be y = 3x — 2. Intersecting
with the curve yields

x(x+1)(2x+1)
3p 2= AT L 7
This can be rearranged to obtain
1
xg—%x2+-~~20.

(By the above trick, we will not need the lower terms.) We already know the
roots 1/2 and 1, so we obtain
1 ol

_ 1 -
2+ +x 5

or x = 24. Since y = 3z — 2, we find that y = 70. This means that
12422 4 3% 4. 4247 = 70,

If we have 4900 cannonballs, we can arrange them in a pyramid of height 24,
or put them in a 70-by-70 square. If we keep repeating the above procedure,
for example, using the point just found as one of our points, we’ll obtain
infinitely many rational solutions to our equation. However, it can be shown
that (24, 70) is the only solution to our problem in positive integers other than
the trivial solution with x = 1. This requires more sophisticated techniques
and we omit the details. See [5].

Here is another example of Diophantus’s method. Is there a right triangle
with rational sides with area equal to 57 The smallest Pythagorean triple
(3,4,5) yields a triangle with area 6, so we see that we cannot restrict our
attention to integers. Now look at the triangle with sides (8, 15, 17). This
yields a triangle with area 60. If we divide the sides by 2, we end up with
a triangle with sides (4, 15/2, 17/2) and area 15. So it is possible to have
nonintegral sides but integral area.

Let the triangle we are looking for have sides a, b, ¢, as in Figure 1.3. Since
the area is ab/2 = 5, we are looking for rational numbers a, b, ¢ such that

a? + v =2, ab = 10.

A little manipulation yields

a+b 2_a2+2ab+b2_02+20 (C)2+5
2 B 4 T4 ’

a—b 2_a2—2ab+b2_cz—20_(2)2_5
2 B 4 4 '
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4 CHAPTER 1 INTRODUCTION

Figure 1.3

Let o = (¢/2)?. Then we have
r—5=((a—b)/2)> and 2z+5=((a+0b)/2)>
We are therefore looking for a rational number x such that
r—5, x, x+5

are simultaneously squares of rational numbers. Another way to say this
is that we want three squares of rational numbers to be in an arithmetical
progression with difference 5.

Suppose we have such a number z. Then the product (z — 5)(x)(z +5) =
23 — 252 must also be a square, so we need a rational solution to

y? = 2® — 25z,

As above, this is the equation of an elliptic curve. Of course, if we have such
a rational solution, we are not guaranteed that there will be a corresponding
rational triangle (see Exercise 1.2). However, once we have a rational solution
with y # 0, we can use it to obtain another solution that does correspond to
a rational triangle (see Exercise 1.2). This is what we’ll do below.
For future use, we record that
(a=0b)c)a+b) (a2 —b%)c

r=(5) v=(a-n)@e ey = LEOEED o

There are three “obvious” points on the curve: (—5,0),(0,0), (5,0). These
do not help us much. They do not yield triangles and the line through any
two of them intersects the curve in the remaining point. A small search yields
the point (—4,6). The line through this point and any one of the three other
points yields nothing useful. The only remaining possibility is to take the
line through (—4,6) and itself, namely, the tangent line to the curve at the
(—4,6). Implicit differentiation yields

, 322 —25 23

2y’ = 322 — 25 ==,
Yy T ; y 5 12
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INTRODUCTION 5

The tangent line is therefore

23 41

y—ﬁx—i— 3

Intersecting with the curve yields

23 41\?
(ﬁx—l—?) =z° — 25z,

23\°
3_ _ 2 v ee =—
T (12> z° + 0.

Since the line is tangent to the curve at (—4,6), the root z = —4 is a double
root. Therefore the sum of the roots is

23\ 2
/R =
+x (12>

We obtain z = 1681/144 = (41/12)2. The equation of the line yields y =
62279/1728.
Since x = (¢/2)?, we obtain ¢ = 41/6. Therefore,

which implies

62279  (a® —0b*)c  41(a® —Db?)
T T
This yields
22 1519
36

Since

a® + b =c* = (41/6),

we solve to obtain a? = 400/9 and b> = 9/4. We obtain a triangle (see
Figure 1.4) with

a= % b=—=, c= 4
- 3 b - 2, 6 )
which has area 5. This is, of course, the (40,9, 41) triangle rescaled by a factor

of 6.

There are infinitely many other solutions. These can be obtained by suc-
cessively repeating the above procedure, for example, starting with the point
just found (see Exercise 1.4).

The question of which integers n can occur as areas of right triangles with
rational sides is known as the congruent number problem. Another for-
mulation, as we saw above, is whether there are three rational squares in
arithmetic progression with difference n. It appears in Arab manuscripts
around 900 A.D. A conjectural answer to the problem was proved by Tunnell
in the 1980s [122]. Recall that an integer n is called squarefree if n is not
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N w

Figure 1.4

a multiple of any perfect square other than 1. For example, 5 and 15 are
squarefree, while 24 and 75 are not.

CONJECTURE 1.1
Let n be an odd, squarefree, positive integer. Then n can be expressed as the
area of a right triangle with rational sides if and only if the number of integer
solutions to

202+ +822=n

with z even equals the number of solutions with z odd.

Let n = 2m with m odd, squarefree, and positive. Then n can be expressed
as the area of a right triangle with rational sides if and only if the number of
integer solutions to

4 + 2+ 822 =m

with z even equals the number of integer solutions with z odd.

Tunnell [122] proved that if there is a triangle with area n, then the number
of odd solutions equals the number of even solutions. However, the proof of
the converse, namely that the condition on the number of solutions implies the
existence of a triangle of area n, uses the Conjecture of Birch and Swinnerton-
Dyer, which is not yet proved (see Chapter 14).

For example, consider n = 5. There are no solutions to 22 4+ 32 + 822 = 5.
Since 0 = 0, the condition is trivially satisfied and the existence of a triangle
of area 5 is predicted. Now consider n = 1. The solutions to 222 +y?+822 =1
are (z,y,z) = (0,1,0) and (0, —1,0), and both have z even. Since 2 # 0, there
is no rational right triangle of area 1. This was first proved by Fermat by his
method of descent (see Chapter 8).

For a nontrivial example, consider n = 41. The solutions to 222 +y%+82% =
41 are

(44, +£3,0), (£4, £1, +1), (£2, +5, £1), (£2, +1, +2), (0, +3, £2)
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(all possible combinations of plus and minus signs are allowed). There are
32 solutions in all. There are 16 solutions with z even and 16 with z odd.
Therefore, we expect a triangle with area 41. The same method as above,
using the tangent line at the point (—9,120) to the curve y? = 2® — 412z,
yields the triangle with sides (40/3, 123/20, 881/60) and area 41.

For much more on the congruent number problem, see [64].

Finally, let’s consider the quartic Fermat equation. We want to show that

at + bt =t (1.1)

has no solutions in nonzero integers a, b, c. This equation represents the easiest
case of Fermat’s Last Theorem, which asserts that the sum of two nonzero
nth powers of integers cannot be a nonzero nth power when n > 3. This
general result was proved by Wiles (using work of Frey, Ribet, Serre, Mazur,
Taylor, ...) in 1994 using properties of elliptic curves. We’ll discuss some of
these ideas in Chapter 15, but, for the moment, we restrict our attention to
the much easier case of n = 4. The first proof in this case was due to Fermat.
Suppose a* + b* = ¢* with a # 0. Let

b+ & b(V? + )

r=2 s y=4

a as

(see Example 2.2). A straightforward calculation shows that

y? =2 — 4z,

In Chapter 8 we’ll show that the only rational solutions to this equation are

(m,y) = (070)7 (270)’ (_270)'

These all correspond to b = 0, so there are no nontrivial integer solutions of
(1.1).

The cubic Fermat equation also can be changed to an elliptic curve. Suppose
that a® + b® = ¢ and abe # 0. Since a3 + b3 = (a + b)(a® — ab+ b?), we must
have a + b # 0. Let

Then
y? = — 432,

(Where did this change of variables come from? See Section 2.5.2.) It can be
shown (but this is not easy) that the only rational solutions to this equation
are (z,y) = (12,+36). The case y = 36 yields a—b = a+b, so b = 0. Similarly,
y = —36 yields @ = 0. Therefore, there are no solutions to a® + > = ¢ when
abe # 0.
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Exercises

1.1

1.2

1.3

1.4

1.5

Use induction to show that

z(z+1)(2x +1)

12422432 4. 4 a? = G

for all integers « > 0.

(a) Show that if 2,y are rational numbers satisfying y? = 2 — 25z and
x is a square of a rational number, then this does not imply that
x+5 and x — 5 are squares. (Hint: Let x = 25/4.)

(b) Let n be an integer. Show that if x,y are rational numbers sat-
isfying y?> = 23 — n?z, and = # 0, £n, then the tangent line to
this curve at (z,y) intersects the curve in a point (x1,y;) such that
x1, 1 — n, x1 + n are squares of rational numbers. (For a more
general statement, see Theorem 8.14.) This shows that the method
used in the text is guaranteed to produce a triangle of area n if we
can find a starting point with « # 0, +n.

Diophantus did not work with analytic geometry and certainly did not
know how to use implicit differentiation to find the slope of the tangent
line. Here is how he could find the tangent to y?> = x> — 25z at the
point (—4,6). It appears that Diophantus regarded this simply as an
algebraic trick. Newton seems to have been the first to recognize the
connection with finding tangent lines.

(a) Let x = —4 +t, y = 6 + mt. Substitute into y?> = x* — 25z. This
yields a cubic equation in ¢ that has t = 0 as a root.

(b) Show that choosing m = 23/12 makes t = 0 a double root.

(¢) Find the nonzero root t of the cubic and use this to produce = =

1681/144 and y = 62279/1728.

Use the tangent line at (x,y) = (1681/144, 62279/1728) to find another
right triangle with area 5.

Show that the change of variables x1 = 12z 4 6, y; = 72y changes the
curve y3 = 23 — 3671 to y® = x(x + 1)(2z + 1) /6.
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Chapter 2

The Basic Theory

2.1 Weierstrass Equations

For most situations in this book, an elliptic curve E is the graph of an

equation of the form
y? = 2%+ Az + B,

where A and B are constants. This will be referred to as the Weierstrass
equation for an elliptic curve. We will need to specify what set A, B, x, and
y belong to. Usually, they will be taken to be elements of a field, for example,
the real numbers R, the complex numbers C, the rational numbers Q, one of
the finite fields F), (= Z,) for a prime p, or one of the finite fields F,, where
g = p* with & > 1. In fact, for almost all of this book, the reader who is
not familiar with fields may assume that a field means one of the fields just
listed. If K is a field with A, B € K, then we say that E is defined over
K. Throughout this book, E and K will implicitly be assumed to denote an
elliptic curve and a field over which E is defined.

If we want to consider points with coordinates in some field L O K, we
write E(L). By definition, this set always contains the point oo defined later
in this section:

E(L) ={oo}U{(z,y) € Lx L|y* =2 + Az + B}.

It is not possible to draw meaningful pictures of elliptic curves over most
fields. However, for intuition, it is useful to think in terms of graphs over the
real numbers. These have two basic forms, depicted in Figure 2.1.

The cubic 2 = 23 — = in the first case has three distinct real roots. In the
second case, the cubic y? = 23 + = has only one real root.

What happens if there is a multiple root? We don’t allow this. Namely, we
assume that

4A3 +27B% #0.

If the roots of the cubic are rq, ro, r3, then it can be shown that the discrimi-
nant of the cubic is

((r1 — r3)(r1 — 73)(re — r3))* = —(4A% 4 27B?).
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10 CHAPTER 2 THE BASIC THEORY

(@) yY?*=a%—x b)) yY?*=a3+x

Figure 2.1

Therefore, the roots of the cubic must be distinct. However, the case where the
roots are not distinct is still interesting and will be discussed in Section 2.10.

In order to have a little more flexibility, we also allow somewhat more
general equations of the form

v + ar1zy + agy = 2° + asx® + aux + ag, (2.1)

where a1, ..., ag are constants. This more general form (we’ll call it the gen-
eralized Weierstrass equation) is useful when working with fields of char-
acteristic 2 and characteristic 3. If the characteristic of the field is not 2, then
we can divide by 2 and complete the square:

air  asz\? a? aia a?
(y+#+—3> :a:3+<a2+zl>x2+<a4+ : 3>.Z‘+(_3+a6>a

2 2 2 4
which can be written as
y? = % + aha? + ayx + af,

with y1 = y+ a12/2 4 a3/2 and with some constants a), a}, ag. If the charac-
teristic is also not 3, then we can let 21 = x + af/3 and obtain

y%:$§+A£B1+B,

for some constants A, B.
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SECTION 2.1 WEIERSTRASS EQUATIONS 11

In most of this book, we will develop the theory using the Weierstrass
equation, occasionally pointing out what modifications need to be made in
characteristics 2 and 3. In Section 2.8, we discuss the case of characteristic 2 in
more detail, since the formulas for the (nongeneralized) Weierstrass equation
do not apply. In contrast, these formulas are correct in characteristic 3 for
curves of the form y? = 23 + Az + B, but there are curves that are not of
this form. The general case for characteristic 3 can be obtained by using the
present methods to treat curves of the form y? = z3 + C2? 4+ Az + B.

Finally, suppose we start with an equation

cy? =da® +ax+0b
with ¢,d # 0. Multiply both sides of the equation by c>d? to obtain
(Pdy)? = (cdx)® + (ac?d)(cdz) + (bc*d?).
The change of variables
= cAdy, © = cdx

yields an equation in Weierstrass form.

Later in this chapter, we will meet other types of equations that can be
transformed into Weierstrass equations for elliptic curves. These will be useful
in certain contexts.

For technical reasons, it is useful to add a point at infinity to an elliptic
curve. In Section 2.3, this concept will be made rigorous. However, it is
easiest to regard it as a point (0o, 00), usually denoted simply by oo, sitting
at the top of the y-axis. For computational purposes, it will be a formal
symbol satisfying certain computational rules. For example, a line is said to
pass through oo exactly when this line is vertical (i.e., + =constant). The
point co might seem a little unnatural, but we will see that including it has
very useful consequences.

We now make one more convention regarding co. It not only is at the top of
the y-axis, it is also at the bottom of the y-axis. Namely, we think of the ends
of the y-axis as wrapping around and meeting (perhaps somewhere in the back
behind the page) in the point co. This might seem a little strange. However,
if we are working with a field other than the real numbers, for example, a
finite field, then there might not be any meaningful ordering of the elements
and therefore distinguishing a top and a bottom of the y-axis might not make
sense. In fact, in this situation, the ends of the y-axis do not have meaning
until we introduce projective coordinates in Section 2.3. This is why it is best
to regard oo as a formal symbol satisfying certain properties. Also, we have
arranged that two vertical lines meet at co. By symmetry, if they meet at the
top of the y-axis, they should also meet at the bottom. But two lines should
intersect in only one point, so the “top oo” and the “bottom co” need to be
the same. In any case, this will be a useful property of cc.
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12 CHAPTER 2 THE BASIC THEORY

2.2 The Group Law

As we saw in Chapter 1, we could start with two points, or even one point,
on an elliptic curve, and produce another point. We now examine this process
in more detail.

]
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Figure 2.2
Adding Points on an Elliptic Curve

Start with two points

P1:($17y1)7 P2:($2»y2)

on an elliptic curve E given by the equation y? = 2% + Az + B. Define a new
point Ps as follows. Draw the line L through P; and P,. We'll see below that
L intersects F in a third point P;. Reflect P§ across the z-axis (i.e., change
the sign of the y-coordinate) to obtain P;. We define

P+ P, = Ps.

Examples below will show that this is not the same as adding coordinates of
the points. It might be better to denote this operation by P; +g Ps, but we
opt for the simpler notation since we will never be adding points by adding
coordinates.

Assume first that P; # P, and that neither point is co. Draw the line L
through P, and P». Its slope is
Y2

m .
T2 —T1
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SECTION 2.2 THE GROUP LAW 13

If 1 = s, then L is vertical. We'll treat this case later, so let’s assume that
1 # x3. The equation of L is then

y=m(z —z1)+ 1.
To find the intersection with F, substitute to get
(m(z —21) +31)* = 2° + Az + B.
This can be rearranged to the form
0=a3—m2a?+....

The three roots of this cubic correspond to the three points of intersection of
L with E. Generally, solving a cubic is not easy, but in the present case we
already know two of the roots, namely x; and zo, since P; and P, are points
on both L and E. Therefore, we could factor the cubic to obtain the third
value of x. But there is an easier way. As in Chapter 1, if we have a cubic
polynomial 23 + ax? + bz 4 ¢ with roots 7, s, ¢, then

P rar +brt+c=(x—r)(z—s)(z—t)=2>—(r+s+t)ai+---.

Therefore,
r+s+t=—a.

If we know two roots r, s, then we can recover the third as t = —a — r — s.
In our case, we obtain
Tr = m2 — X1 — T2
and
y=m(x —x1) +y1-

Now, reflect across the z-axis to obtain the point Ps = (z3,y3):

3 =m? — x, — T, ys = m(x; — z3) — Y1.

In the case that 1 = x5 but y; # yo, the line through P; and P; is a vertical
line, which therefore intersects E in co. Reflecting co across the z-axis yields
the same point co (this is why we put oo at both the top and the bottom of
the y-axis). Therefore, in this case P; + P, = co.

Now consider the case where P, = P» = (x1,y1). When two points on
a curve are very close to each other, the line through them approximates a
tangent line. Therefore, when the two points coincide, we take the line L
through them to be the tangent line. Implicit differentiation allows us to find
the slope m of L:

_@_Sx%—i—A

dy 2
2y— =3 A = =
Ydu A soom dx 21
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14 CHAPTER 2 THE BASIC THEORY

If y; = 0 then the line is vertical and we set P+ Py = 0o, as before. (Technical
point: if y; = 0, then the numerator 33 +A4 # 0. See Exercise 2.5.) Therefore,
assume that y; # 0. The equation of L is

y=m(z — 1)+,
as before. We obtain the cubic equation
0=2a%—m?z? +--.

This time, we know only one root, namely x1, but it is a double root since L
is tangent to E at P;. Therefore, proceeding as before, we obtain

g =m? — 2x4, ys = m(x1 — x3) — y1.

Finally, suppose P, = oco. The line through P; and oo is a vertical line
that intersects F in the point Pj that is the reflection of Py across the z-axis.
When we reflect P{ across the z-axis to get Ps = P; + P», we are back at P.
Therefore

P+o00="P

for all points P, on E. Of course, we extend this to include co + co = co.
Let’s summarize the above discussion:

GROUP LAW

Let E be an elliptic curve defined by y? = 23+ Az + B. Let P, = (z1,3;) and
Py = ($2,y2) be pOintS on E with Pl,PQ # oo. Define P+ P, = P; = (xg,yg)
as follows:

1. If 1 75 X9, then

x5 =m? — 1z, — To, ys =m(x1 —x3) —y1, Where m = Y2701
Xro — I
2. |f$1=],‘2 butylyéyQ,then P+ P, = .
3. If P, =P, and y; # 0, then
32+ A
x5 =m? — 214, ys = m(x1 — x3) — Y1, Wherem:%.
Y1

4, |fP1:P2 andyle, thenP1+P2:OO.

Moreover, define
P+oo=P

for all points P on E.
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SECTION 2.2 THE GROUP LAW 15

Note that when P; and P, have coordinates in a field L that contains A and
B, then Py + P also has coordinates in L. Therefore E(L) is closed under
the above addition of points.

This addition of points might seem a little unnatural. Later (in Chapters 9
and 11), we’ll interpret it as corresponding to some very natural operations,
but, for the present, let’s show that it has some nice properties.

THEOREM 2.1
The addition of points on an elliptic curve E satisfies the following properties:

1. (commutativity) P, + P, = P, + P, for all P, P, on E.
2. (existence of identity) P 4 oo = P for all points P on E.

3. (existence of inverses) Given P on E, there exists P’ on E with P+P' =
oo. This point P’ will usually be denoted —P.

N

. (associativity) (Py + P») + Ps = Py + (P, + P;) for all P, P,, P; on E.

In other words, the points on FE form an additive abelian group with co as the
identity element.

PROOF The commutativity is obvious, either from the formulas or from
the fact that the line through P; and P, is the same as the line through P
and P;. The identity property of co holds by definition. For inverses, let P’
be the reflection of P across the xz-axis. Then P + P’ = occ.

Finally, we need to prove associativity. This is by far the most subtle and
nonobvious property of the addition of points on E. It is possible to define
many laws of composition satisfying (1), (2), (3) for points on F, either simpler
or more complicated than the one being considered. But it is very unlikely
that such a law will be associative. In fact, it is rather surprising that the
law of composition that we have defined is associative. After all, we start
with two points P; and P> and perform a certain procedure to obtain a third
point P; + P». Then we repeat the procedure with P; + P> and Ps to obtain
(Py + P2) + P3. If we instead start by adding P, and P3, then computing
Py + (P, + P3), there seems to be no obvious reason that this should give the
same point as the other computation.

The associative law can be verified by calculation with the formulas. There
are several cases, depending on whether or not P; = P,, and whether or not
P; = (P) + P2), etc., and this makes the proof rather messy. However, we

prefer a different approach, which we give in Section 2.4. |

Warning: For the Weierstrass equation, if P = (z,y), then —P = (z, —y).
For the generalized Weierstrass equation (2.1), this is no longer the case. If
P = (z,y) is on the curve described by (2.1), then (see Exercise 2.9)

—P = (x, —a1x — az — y).
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Example 2.1
The calculations of Chapter 1 can now be interpreted as adding points on
elliptic curves. On the curve

5 z(x+1)(2z+1)

Yy = 6 ;

we have
1 1 1 1
1,1))=(=,—= -, —= 1,1) = (24, — .
0.0+ 1L1) = (5,-5), (5:-3)+(1,1) = (24,-70)
On the curve
y? = x> — 25z,

we have

1681 62279
2(-4,6) = (-4.6) + (4.6 = (151 -2}

We also have
(0,0) + (=5,0) = (5,0), 2(0,0) =2(—5,0) =2(5,0) = 0.
I

The fact that the points on an elliptic curve form an abelian group is be-
hind most of the interesting properties and applications. The question arises:
what can we say about the groups of points that we obtain? Here are some
examples.

1. An elliptic curve over a finite field has only finitely many points with
coordinates in that finite field. Therefore, we obtain a finite abelian
group in this case. Properties of such groups, and applications to cryp-
tography, will be discussed in later chapters.

2. If E is an elliptic curve defined over Q, then E(Q) is a finitely generated
abelian group. This is the Mordell-Weil theorem, which we prove in
Chapter 8. Such a group is isomorphic to Z" ® F for some r > 0
and some finite group F. The integer r is called the rank of F(Q).
Determining r is fairly difficult in general. It is not known whether r
can be arbitrarily large. At present, there are elliptic curves known with
rank at least 28. The finite group F' is easy to compute using the Lutz-
Nagell theorem of Chapter 8. Moreover, a deep theorem of Mazur says
that there are only finitely many possibilities for F', as E ranges over all
elliptic curves defined over Q.

3. An elliptic curve over the complex numbers C is isomorphic to a torus.
This will be proved in Chapter 9. The usual way to obtain a torus is as
C/L, where L is a lattice in C. The usual addition of complex numbers
induces a group law on C/L that corresponds to the group law on the
elliptic curve under the isomorphism between the torus and the elliptic
curve.
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Figure 2.3
An Elliptic Curve over C

4. If E is defined over R, then F(R) is isomorphic to the unit circle S*
or to S! @ Z,. The first case corresponds to the case where the cubic
polynomial 2% + Az + B has only one real root (think of the ends of the
graph in Figure 2.1(b) as being hitched together at the point co to get a
loop). The second case corresponds to the case where the cubic has three
real roots. The closed loop in Figure 2.1(a) is the set S'@ {1}, while the
open-ended loop can be closed up using co to obtain the set St @ {0}.
If we have an elliptic curve E defined over R, then we can consider its
complex points E(C). These form a torus, as in (3) above. The real
points E(R) are obtained by intersecting the torus with a plane. If the
plane passes through the hole in the middle, we obtain a curve as in
Figure 2.1(a). If it does not pass through the hole, we obtain a curve as
in Figure 2.1(b) (see Section 9.3).

If P is a point on an elliptic curve and k is a positive integer, then kP
denotes P+ P + -+ + P (with k summands). If & < 0, then kP = (—P) +
(=P)+---(—P), with |k| summands. To compute kP for a large integer k, it
is inefficient to add P to itself repeatedly. It is much faster to use successive
doubling. For example, to compute 19P, we compute

2P, 4P =2P+2P, 8P =4P+4P, 16P =8P+8P, 19P = 16P+2P+P.

This method allows us to compute kP for very large k, say of several hundred
digits, very quickly. The only difficulty is that the size of the coordinates of
the points increases very rapidly if we are working over the rational numbers
(see Theorem 8.18). However, when we are working over a finite field, for
example F,, this is not a problem because we can continually reduce mod p
and thus keep the numbers involved relatively small. Note that the associative
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18 CHAPTER 2 THE BASIC THEORY

law allows us to make these computations without worrying about what order
we use to combine the summands.
The method of successive doubling can be stated in general as follows:

INTEGER TIMES A POINT
Let £ be a positive integer and let P be a point on an elliptic curve. The
following procedure computes kP.

1. Start with a =k, B =00, C = P.

If a iseven, let a =a/2, and let B =B, C = 2C.
Ifaisodd, leta=a—1,andlet B=B+C,C=C.
If a # 0, go to step 2.

o & w N

Output B.
The output B is kP (see Exercise 2.8).

On the other hand, if we are working over a large finite field and are given
points P and kP, it is very difficult to determine the value of k. This is called
the discrete logarithm problem for elliptic curves and is the basis for the
cryptographic applications that will be discussed in Chapter 6.

2.3 Projective Space and the Point at Infinity

We all know that parallel lines meet at infinity. Projective space allows us
to make sense out of this statement and also to interpret the point at infinity
on an elliptic curve.

Let K be a field. Two-dimensional projective space P2 over K is given by
equivalence classes of triples (z,y, z) with z,y, z € K and at least one of z,y, z
nonzero. Two triples (z1,y1,21) and (z2,y2,22) are said to be equivalent if
there exists a nonzero element A € K such that

(w1,y1,21) = (Ax2, \Y2, A22).

We write (z1,y1,21) ~ (%2,y2,22). The equivalence class of a triple only
depends on the ratios of x to y to z. Therefore, the equivalence class of
(z,y, z) is denoted (z :y : 2).

If (x:y:z)is apoint with z # 0, then (x :y : 2) = (x/z : y/z : 1). These
are the “finite” points in P%.. However, if 2 = 0 then dividing by 2 should
be thought of as giving oo in either the x or y coordinate, and therefore the
points (z : y : 0) are called the “points at infinity” in P%. The point at

© 2008 by Taylor & Francis Group, LLC



SECTION 2.3 PROJECTIVE SPACE AND THE POINT AT INFINITY 19

infinity on an elliptic curve will soon be identified with one of these points at
infinity in P%.
The two-dimensional affine plane over K is often denoted

A% ={(z,y) e K x K}.

We have an inclusion
Aj — Pk
given by
(z,y) — (z:y:1).

In this way, the affine plane is identified with the finite points in P%. Adding
the points at infinity to obtain P% can be viewed as a way of “compactifying”
the plane (see Exercise 2.10).

A polynomial is homogeneous of degree n if it is a sum of terms of the
form az'y’z* with a € K and i + j + k = n. For example, F(z,y,z) =
223 — baryz + Tyz? is homogeneous of degree 3. If a polynomial F is homoge-
neous of degree n then F(Az, Ay, Az) = A\"F(z,y,z) for all A € K. It follows
that if F' is homogeneous of some degree, and (z1,y1,21) ~ (Z2, Y2, 22), then
F(z1,y1,21) = 0 if and only if F(z2,y2, 22) = 0. Therefore, a zero of F in P%
does not depend on the choice of representative for the equivalence class, so
the set of zeros of F' in PZ% is well defined.

If F(x,y, z) is an arbitrary polynomial in z,y, z, then we cannot talk about
a point in P% where F(z,y, 2) = 0 since this depends on the representative
(7,9, z) of the equivalence class. For example, let F(z,y,2) = 2% + 2y — 3z.
Then F(1,1,1) = 0, so we might be tempted to say that F vanishes at (1:1:
1). But F(2,2,2) =2and (1:1:1) = (2:2:2). To avoid this problem, we
need to work with homogeneous polynomials.

If f(z,y) is a polynomial in 2 and y, then we can make it homogeneous by
inserting appropriate powers of z. For example, if f(x,y) = y* — 23 — Az — B,
then we obtain the homogeneous polynomial F(x,vy,2) = y*z — 23 — Azz? —
Bz3. If F is homogeneous of degree n then

F(aﬁ,y,z) = an(§7 %)

and
f(z,y) = F(z,y,1).
We can now see what it means for two parallel lines to meet at infinity. Let

y =mzx + by, y:mz+b2

be two nonvertical parallel lines with b; # bs. They have the homogeneous
forms

y=mz+ bz, y=mz + baz.
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(The preceding discussion considered only equations of the form f(z,y) =0
and F(z,y,z) = 0; however, there is nothing wrong with rearranging these
equations to the form “homogeneous of degree n = homogeneous of degree
n.”) When we solve the simultaneous equations to find their intersection, we
obtain

z=0 and y=mux.

Since we cannot have all of z, y, z being 0, we must have z # 0. Therefore, we
can rescale by dividing by x and find that the intersection of the two lines is

(x:mz:0)=(1:m:0).

Similarly, if x = ¢; and © = co are two vertical lines, they intersect in the
point (0:1:0). This is one of the points at infinity in P2..

Now let’s look at the elliptic curve E given by 3y = 2% + Az + B. Its
homogeneous form is y?2z = 2® + Azz? + Bz®. The points (z,y) on the
original curve correspond to the points (z : y : 1) in the projective version. To
see what points on E lie at infinity, set z = 0 and obtain 0 = 2%. Therefore
x = 0, and y can be any nonzero number (recall that (0 : 0 : 0) is not allowed).
Rescale by y to find that (0:y:0) = (0:1:0) is the only point at infinity on
E. As we saw above, (0 : 1:0) lies on every vertical line, so every vertical line
intersects E at this point at infinity. Moreover, since (0:1:0) = (0: —1:0),
the “top” and the “bottom” of the y-axis are the same.

There are situations where using projective coordinates speeds up compu-
tations on elliptic curves (see Section 2.6). However, in this book we almost
always work in affine (nonprojective) coordinates and treat the point at infin-
ity as a special case when needed. An exception is the proof of associativity
of the group law given in Section 2.4, where it will be convenient to have the
point at infinity treated like any other point (z : y : z).

2.4 Proof of Associativity

In this section, we prove the associativity of addition of points on an elliptic
curve. The reader who is willing to believe this result may skip this section
without missing anything that is needed in the rest of the book. However,
as corollaries of the proof, we will obtain two results, namely the theorems of
Pappus and Pascal, that are not about elliptic curves but which are interesting
in their own right.

The basic idea is the following. Start with an elliptic curve £ and points
P,Q,R on E. To compute — ((P + Q) + R) we need to form the lines ¢; =
PQ, mo = 00, P+ @, and 3 = R, P+ @, and see where they intersect E.
To compute — ((P + (Q + R)) we need to form the lines m; = QR, {» =
00,Q + R, and mg = P,Q + R. It is easy to see that the points P;; = {; Nm;
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lie on E, except possibly for P33. We show in Theorem 2.6 that having the
eight points P;; # P33 on E forces P33 to be on E. Since ¢3 intersects E at
the points R, P+ Q, — ((P + Q) + R), we must have — ((P + Q) + R) = Ps3.
Similarly, — (P + (Q + R)) = Ps3, so

—-(P+Q)+R)=—-(P+(Q+R)),

which implies the desired associativity.

There are three main technicalities that must be treated. First, some of
the points P;j; could be at infinity, so we need to use projective coordinates.
Second, a line could be tangent to F, which means that two P;; could be
equal. Therefore, we need a careful definition of the order to which a line
intersects a curve. Third, two of the lines could be equal. Dealing with these
technicalities takes up most of our attention during the proof.

First, we need to discuss lines in P%.. The standard way to describe a line
is by a linear equation: ax 4 by + ¢z = 0. Sometimes it is useful to give a
parametric description:

T = aiu+ bv
Y = asu + bav (2.2)
z

asu + bsv

where u, v run through K, and at least one of u, v is nonzero. For example, if
a # 0, the line
ar+by+cz=0

can be described by
x=—(b/a)u— (c/a)v,y =u,z =.

Suppose all the vectors (a;,b;) are multiples of each other, say (a;,b;) =
Ai(a1,b1). Then (z,y, z) = x(1, A2, A3) for all u,v such that = # 0. So we get
a point, rather than a line, in projective space. Therefore, we need a condition
on the coefficients aq, ..., b3 that ensure that we actually get a line. It is not
hard to see that we must require the matrix

ay by
az by
as bz

to have rank 2 (cf. Exercise 2.12).

If (u1,v1) = A(ug,ve) for some A € K>, then (u1,v1) and (ug,ve) yield
equivalent triples (z,y, z). Therefore, we can regard (u,v) as running through
points (u : v) in 1-dimensional projective space PL.. Consequently, a line
corresponds to a copy of the projective line P}, embedded in the projective
plane.
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We need to quantify the order to which a line intersects a curve at a point.
The following gets us started.

LEMMA 2.2
Let G(u,v) be a nonzero homogeneous polynomial and let (ug : vo) € PL..
Then there exists an integer £ > 0 and a polynomial H (u,v) with H (ug,vo) #
0 such that
G(u,v) = (vou — upv)* H(u,v).

PROOF  Suppose vg # 0. Let m be the degree of G. Let g(u) = G(u,vg).
By factoring out as large a power of u — ug as possible, we can write g(u) =
(u — ug)*h(u) for some k and for some polynomial h of degree m — k with
h(ug) # 0. Let H(u,v) = (v™ % /vi)h(uvg/v), so H(u,v) is homogeneous of
degree m — k. Then

m m—k
Guo) = (L) (M) = o (oo o) (22
Vo v vy v
=(vou — ugv)*H (u,v),
as desired.
If vgp = 0, then ug # 0. Reversing the roles of u and v yields the proof in
this case.

Let f(z,y) = 0 (where f is a polynomial) describe a curve C' in the affine
plane and let
xr = a1t+b1,y: a2t+bg

be a line L written in terms of the parameter ¢t. Let
f(t) = f(alt + bl, agfi + bg)

Then L intersects C' when t = to if f(tg) = 0. If (t — to)? divides f(t),
then L is tangent to C' (if the point corresponding to to is nonsingular. See
Lemma 2.5). More generally, we say that L intersects C' to order n at the
point (z,y) corresponding to ¢t =t if (t —to)™ is the highest power of (¢ —to)
that divides f(¢).

The homogeneous version of the above is the following. Let F'(z,y, 2) be a
homogeneous polynomial, so F' = 0 describes a curve C' in P%. Let L be a
line given parametrically by (2.2) and let

F(u,v) = F(aju + byv, agu + bav, agu + bzv).

We say that L intersects C to order n at the point P = (2o : yo : 20)
corresponding to (u : v) = (ug : vo) if (vou — uev)™ is the highest power of
(vou — ugv) dividing F'(u,v). We denote this by

OI“dL,p(F) =n.
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If F' is identically 0, then we let ordy, p(F) = oo. It is not hard to show that
ordy, p(F') is independent of the choice of parameterization of the line L. Note
that v = vy = 1 corresponds to the nonhomogeneous situation above, and the
definitions coincide (at least when z # 0). The advantage of the homogeneous
formulation is that it allows us to treat the points at infinity along with the
finite points in a uniform manner.

LEMMA 2.3

Let L, and L, be lines intersecting in a point P, and, for i = 1,2, let
L;(x,y,z) be a linear polynomial defining L;. Then ordy, p(L2) = 1 unless
Li(x,y,2) = aLs(x,y, z) for some constant «, in which case ord, p(Ls) =
Q.

PROOF When we substitute the parameterization for L; into Lo(z,y, 2),
we obtain Lo, which is a linear expression in u,v. Let P correspond to (ug :
vg). Since ig(Uo,Uo) = 0, it follows that ig(u,v) = B(vou — ugv) for some
constant 4. If 8 # 0, then ordy, p(L2) = 1. If 8 = 0, then all points on
Ly lie on Ly. Since two points in Pf;( determine a line, and L; has at least
three points (P always contains the points (1 : 0),(0: 1), (1 : 1)), it follows
that Ly and Ly are the same line. Therefore L;(x,y, z) is proportional to
Lo(z,y, 2). |

Usually, a line that intersects a curve to order at least 2 is tangent to the
curve. However, consider the curve C defined by

F(x,y,2) =y*z — 23 = 0.

Let
r=au, y=bu, z=v

be a line through the point P = (0 : 0 : 1). Note that P corresponds to
(u:v) = (0:1). We have F(u,v) = u?(b*>v — a®u), so every line through P
intersects C' to order at least 2. The line with b = 0, which is the best choice
for the tangent at P, intersects C to order 3. The affine part of C is the curve
y? = 3, which is pictured in Figure 2.7. The point (0,0) is a singularity of
the curve, which is why the intersections at P have higher orders than might
be expected. This is a situation we usually want to avoid.

DEFINITION 2.4 A curve C in P% defined by F(z,y, 2) = 0 is said to be
nonsingular at a point P if at least one of the partial derivatives F,, F,, F,
is nonzero at P.

For example, consider an elliptic curve defined by F(z,y,2) = y?z — 2 —
Azz? — Bz® = 0, and assume the characteristic of our field K is not 2 or 3.
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We have
F, =32 - A2®, F,=2yz, F,=y*—-2Arz—3B2%

Suppose P = (x : y : 2) is a singular point. If z = 0, then F, = 0 implies
x =0 and F, = 0 implies y = 0, so P = (0 : 0 : 0), which is impossible.
Therefore z # 0, so we may take z = 1 (and therefore ignore it). If F, =0,
then y = 0. Since (2 : y : 1) lies on the curve, z must satisfy 2 + Az + B = 0.
If F, = —(322 + A) = 0, then z is a root of a polynomial and a root of its
derivative, hence a double root. Since we assumed that the cubic polynomial
has no multiple roots, we have a contradiction. Therefore an elliptic curve has
no singular points. Note that this is true even if we are considering points with
coordinates in K (= algebraic closure of K). In general, by a nonsingular
curve we mean a curve with no singular points in K.

If we allow the cubic polynomial to have a multiple root x, then it is easy to
see that the curve has a singularity at (z : 0 : 1). This case will be discussed
in Section 2.10.

If P is a nonsingular point of a curve F(z,y,2) = 0, then the tangent line
at P is

F,(P)x + F,(P)y+ F.(P)z = 0.

For example, if F(z,y,2) = y?z — 2% — Azz?> — Bz3 = 0, then the tangent
line at (xo : yo : 20) is
(=323 — Azd)z + 2yozoy + (v — 2Ax020 — 3B2z3)z = 0.
If we set zg = z = 1, then we obtain
(=328 — A)x + 2yoy + (y2 — 24z — 3B) = 0.
Using the fact that y3 = 23 + Azg + B, we can rewrite this as
(=325 — A)(z — z0) + 2y0(y — o) = 0.

This is the tangent line in affine coordinates that we used in obtaining the
formulas for adding a point to itself on an elliptic curve. Now let’s look at
the point at infinity on this curve. We have (z¢ : yo : 20) = (0: 1 :0). The
tangent line is given by 0z + 0y + z = 0, which is the “line at infinity” in P%.
It intersects the elliptic curve only in the point (0 : 1 : 0). This corresponds
to the fact that co + oo = oo on an elliptic curve.

LEMMA 2.5

Let F(z,y,2) = 0 define a curve C. If P is a nonsingular point of C, then
there is exactly one line in P% that intersects C' to order at least 2, and it is
the tangent to C' at P.

PROOF  Let L be a line intersecting C' to order k > 1. Parameterize L
by (2.2) and substitute into F'. This yields F'(u,v). Let (ug : vp) correspond
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to P. Then F = (vou — uov)*H (u,v) for some H(u,v) with H(ug,vo) # 0.
Therefore,

Fo(u,v) = kvg(vou — uov)* "V H (u, v) + (vou — uov)* Hy (u, v)
and
Fy(u,v) = —kug(vou — uov) " H (u,v) + (vou — ugv)* Hy (u, v).

It follows that k > 2 if and only if F,(ug,vo) = F(ug, vo) = 0.
Suppose k > 2. The chain rule yields

F,=aF, +asFy+azF, =0, FE,=bF, +bF,+b3F, =0 (2.3)

at P. Recall that since the parameterization (2.2) yields a line, the vectors
(a1, a2,as3) and (b1, by, b3) must be linearly independent.

Suppose L’ is another line that intersects C to order at least 2. Then we
obtain another set of equations

a1 Fy +ayF, +asF, =0, b F,+bF, +VWF, =0

at P.
If the vectors a’ = (a}, ah, a%) and b’ = (b}, b}, bs) span the same plane in
K3 as a = (aj,az,a3) and b = (by, by, b3), then

a’=aa+pb, b =~a+db

for some invertible matrix ( 3 ?) . Therefore,

ua’ +vb’ = (ua + vy)a+ (uf + vé)b = uja + v1b

for a new choice of parameters uy,v;. This means that L and L’ are the same
line.

If L and L' are different lines, then a, b and a’, b’ span different planes, so
the vectors a, b,a’, b’ must span all of K3. Since (Fj, F,, F,) has dot product
0 with these vectors, it must be the 0 vector. This means that P is a singular
point, contrary to our assumption.

Finally, we need to show that the tangent line intersects the curve to order
at least 2. Suppose, for example, that F,, # 0 at P. The cases where F,, # 0
and F, # 0 are similar. The tangent line can be given the parameterization

x:_(Fy/FZE)u_(FZ/Fx)U7 Yy =1u, 2=,

SO
a1 = —F‘y/f‘jw7 bl = —f‘jz/F‘gg7 ag = 1, bg = 0, az = O7 b3 =1

in the notation of (2.2). Substitute into (2.3) to obtain

Fu:(_Fy/Fa;)Fw+Fy:O> F1J:(_Fz/Fw)Fx+Fz:O~
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By the discussion at the beginning of the proof, this means that the tangent
line intersects the curve to order k > 2.

The associativity of elliptic curve addition will follow easily from the next
result. The proof can be simplified if the points F;; are assumed to be distinct.
The cases where points are equal correspond to situations where tangent lines
are used in the definition of the group law. Correspondingly, this is where
it is more difficult to verify the associativity by direct calculation with the
formulas for the group law.

THEOREM 2.6

Let C(x,y, z) be a homogeneous cubic polynomial, and let C' be the curve in
P2 described by C(z,y,z) = 0. Let ¢4, 05,05 and my,ma, ms3 be lines in P%
such that ¢; # m; for all 4,5. Let P;; be the point of intersection of ¢; and
m;. Suppose P;; is a nonsingular point on the curve C for all (¢, j) # (3, 3).
In addition, we require that if, for some 4, there are k > 2 of the points
P;1, P, P;3 equal to the same point, then /; intersects C to order at least &
at this point. Also, if, for some j, there are k > 2 of the points Py;, P»j, Ps;
equal to the same point, then m; intersects C to order at least & at this point.
Then P33 also lies on the curve C.

PROOF  Express 1 in the parametric form (2.2). Then C(z,y, z) becomes
C’(u,v). The line ¢; passes through Py, Pio, P13. Let (uy : v1), (ug : ve), (ug :
v3) be the parameters on ¢; for these points. Since these points lie on C, we
have C(u;,v;) = 0 for i = 1,2, 3.

Let m; have equation m;(x,y,2) = a;x + bjy + ¢;jz = 0. Substituting
the parameterization for ¢; yields m,(u,v). Since P;; lies on m;, we have
mj(u;,v;) = 0for j =1,2,3. Since ¢ # m; and since the zeros of m; yield the
intersections of ¢; and m;, the function m;(u, v) vanishes only at P;;, so the
linear form m; is nonzero. Therefore, the product M1 (u, v)me(u, v)ms(u, v)
is a nonzero cubic homogeneous polynomial. We need to relate this product
to C.

LEMMA 2.7

Let R(u,v) and S(u,v) be homogeneous polynomials of degree 3, with S(u,v)
not identically 0, and suppose there are three points (u; : v;), i = 1,2,3, at
which R and S vanish. Moreover, if k of these points are equal to the same
point, we require that R and S vanish to order at least k£ at this point (that
is, (viu —u;v)* divides R and S). Then there is a constant a € K such that
R=alS.

PROOF  First, observe that a nonzero cubic homogeneous polynomial
S(u,v) can have at most 3 zeros (u : v) in Pl (counting multiplicities).
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This can be proved as follows. Factor off the highest possible power of v, say
v¥. Then S(u,v) vanishes to order k at (1:0), and S(u,v) = v*Sy(u,v) with
So(1,0) # 0. Since Sp(u,1) is a polynomial of degree 3 — k, the polynomial
So(u, 1) can have at most 3 — k zeros, counting multiplicities (it has exactly
3 — k if K is algebraically closed). All points (u : v) # (1 : 0) can be written
in the form (u : 1), so Sop(u,v) has at most 3 — k zeros. Therefore, S(u,v) has
at most k + (3 — k) = 3 zeros in Pl.

Tt follows easily that the condition that S(u,v) vanish to order at least k
could be replaced by the condition that S(u,v) vanish to order exactly k.
However, it is easier to check “at least” than “exactly.” Since we are allowing
the possibility that R(u,v) is identically 0, this remark does not apply to R.

Let (uo, : v) be any point in P} not equal to any of the (u; : v;). (Technical
point: If K has only two elements, then P} has only three elements. In this
case, enlarge K to GF'(4). The a we obtain is forced to be in K since it is the
ratio of a coefficient of R and a coefficient of S, both of which are in K.) Since
S can have at most three zeros, S(ug,vo) # 0. Let a = R(ug, vo)/S(uo,vo).
Then R(u,v) — aS(u,v) is a cubic homogeneous polynomial that vanishes at
the four points (u; : v;), i = 0,1,2,3. Therefore R — «S must be identically
zero.

Returning to the proof of the theorem, we note that C and i mors vanish
at the points (u; : v;), ¢ = 1,2,3. Moreover, if k of the points P;; are the
same point, then k of the linear functions vanish at this point, so the product
11 (w, v)ig (u, v)is(u, v) vanishes to order at least k. By assumption, C
vanishes to order at least k£ in this situation. By the lemma, there exists a
constant a such that

C = Oéﬁllﬁlg’ﬁlg.
Let
Cl(xa Y, Z) = C((E, Y, Z) - aml(xv Y, Z)mQ(x7 Y, Z)m3($7 Y, Z)

The line ¢; can be described by a linear equation ¢1(x,y, z) = ax+by+cz =
0. At least one coefficient is nonzero, so let’s assume a # 0. The other cases
are similar. The parameterization of the line ¢; can be taken to be

x=—(b/a)u— (c/a)v, y=u, z=wo. (2.4)

Then C (u,v) = Cy(—(b/a)u— (¢/a)v,u,v). Write C(z,y, z) as a polynomial
in & with polynomials in y, z as coefficients. Writing

2" = (1/a") ((ax + by + c2z) — (by + ¢2))" = (1/a™) ((ax + by + c2)" +---),

we can rearrange C1(x,y,z) to be a polynomial in az + by 4+ ¢z whose coeffi-
cients are polynomials in y, z:

Cl(xaya Z) = &3(y, Z)(CL.I‘ + by + CZ)S +o a’O(y7 Z) (25)
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Substituting (2.4) into (2.5) yields
0=C1(u,v) = ag(u,v),

since ax + by 4 cz vanishes identically when x, y, z are written in terms of u, v.
Therefore ag(y, 2) = ag(u,v) is the zero polynomial. It follows from (2.5) that
Cy(z,y,2) is a multiple of ¢1(x,y, z) = ax + by + cz.

Similarly, there exists a constant § such that C(z,y, z) — 8¢102{5 is a mul-
tiple of m;.

Let

D(z,y,z) = C — amymams — [Bl14205.

Then D(z,y, z) is a multiple of ¢; and a multiple of m;.

LEMMA 2.8
D(z,y,z) is a multiple of ¢1(z,y, z)m1(z,y, 2).

PROOF Write D = m1D;. We need to show that ¢; divides D;. We
could quote some result about unique factorization, but instead we proceed
as follows. Parameterize the line ¢; via (2.4) (again, we are considering the
case a # 0). Substituting this into the relation D = mjD; yields D =, D;.
Since ¢; divides D, we have D = 0. Since m, # {1, we have m; # 0. Therefore
Dy (u,v) is the zero polynomial. As above, this implies that D;(z,v, z) is a
multiple of £, as desired. |

By the lemma,
D((E, Y, Z) = glmlga

where {(x,y, z) is linear. By assumption, C' = 0 at Pso, Pa3, P32. Also, £14203
and mjmems vanish at these points. Therefore, D(x,y, z) vanishes at these
points. Our goal is to show that D is identically 0.

LEMMA 2.9
U(Py3) = U(Ps3) = £(P32) = 0.

PROOF  First suppose that Pi3 # Pas. If £1(P23) = 0, then Pog is on
the line ¢; and also on /5 and mg3 by definition. Therefore, Ps3 equals the
intersection P;3 of /1 and mg. Since P»3 and P;3 are for the moment assumed
to be distinct, this is a contradiction. Therefore ¢1(Pag) # 0. Since D(Pa3) =
O7 it follows that my (PQB)[(PQS) =0.

Suppose now that Pi3 = Pas. Then, by the assumption in the theo-
rem, mg is tangent to C at Pag, s0 ordp, p,(C) > 2. Since Pig = Pag
and Pz lies on mg, we have ord,,, p,,(¢1) = ordp, p,,(f2) = 1. There-
fore, ord,,, p,, (@l1€203) > 2. Also, ordy,,, p,,(8mimaems) = oco. Therefore,
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ordy,, py, (D) > 2, since D is a sum of terms, each of which vanishes to order
at least 2. But ord,,,, p,, (¢1) = 1, so we have

ordy,, Pys (M1l) = 0rdy, pyy (D) — 0rdp,, pys (€1) > 1.

Therefore mq (Pag)l(Pa3) = 0.

In both cases, we have my (Pa3)¢(P23) = 0.

If mq(Pag) # 0, then £(Py3) = 0, as desired.

If mq(Pe3) = 0, then Py3 lies on my, and also on ¢ and mg3, by definition.
Therefore, Po3 = P51, since 5 and my intersect in a unique point. By as-
sumption, ¢ is therefore tangent to C' at Pp3. Therefore, ordy, p,,(C) > 2.
As above, ordy, p,, (D) > 2, so

OI‘dngD23 (416) Z 1.

If in this case we have £1(Ps3) = 0, then Py3 lies on £1, 5, m3. Therefore
P13 = Po3. By assumption, the line mg is tangent to C' at Pa3. Since Pa3 is a
nonsingular point of C', Lemma 2.5 says that ¢, = mg, contrary to hypothesis.
Therefore, ¢1(Pa3) # 0, so £(Pa3) = 0.

Similarly, E(PQQ) = K(ng) =0.

If 4(x,y, z) is identically 0, then D is identically 0. Therefore, assume that
£(z,y, z) is not zero and hence it defines a line £.

First suppose that Pz, Pog, Pss are distinct. Then £ and 5 are lines through
P53 and Poy. Therefore £ = f¢5. Similarly, £ = ms. Therefore £o = mo,
contradiction.

Now suppose that P32 = Pss. Then mo is tangent to C at Pss. As before,

ordym,, Py ((1ma l) > 2.

We want to show that this forces ¢ to be the same line as mo.

If mi(Pa2) = 0, then Pay lies on my, ma, 5. Therefore, Py; = Pas. This
means that /5 is tangent to C at Pys. By Lemma 2.5, £5 = mo, contradiction.
Therefore, mi(Pas) # 0.

If 41 (Pa2) # 0, then ord,,, p,,(¢) > 2. This means that ¢ is the same line as
mao.

If gl(PQQ) = 0, then P22 = P32 lies on 61,62,63,777,2, SO Plg = P22 =
Ps5. Therefore ordy,, p,,(C) > 3. By the reasoning above, we now have
ord,, Py, (f1mi1€) > 3. Since we have proved that mi(Pa2) # 0, we have
ordy,,, Py, (€) > 2. This means that ¢ is the same line as ma.

So now we have proved, under the assumption that P3s = Pss, that £ is the
same line as mo. By Lemma 2.9, P»3 lies on ¢, and therefore on msy. It also
lies on £ and mg. Therefore, Poy = P»3. This means that /5 is tangent to C
at Py. Since P3s = Pys means that mo is also tangent to C at Pso, we have
{3 = mgy, contradiction. Therefore, P33 # P (under the assumption that

4 0).
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Simﬂarly, P23 7& P22.

Finally, suppose P35 = P33. Then Poj3 lies on fo,f3,my, m3. This forces
P55 = Ps35, which we have just shown is impossible.

Therefore, all possibilities lead to contradictions. It follows that ¢(x,y, z)
must be identically 0. Therefore D = 0, so

C= 01616253 + Bmlmgmg.

Since 3 and mg vanish at P33, we have C'(Ps3) = 0, as desired. This completes
the proof of Theorem 2.6. |

REMARK 2.10 Note that we proved the stronger result that
C = allals + Bmimoms

for some constants a, (3. Since there are 10 coefficients in an arbitrary ho-
mogeneous cubic polynomial in three variables and we have required that C
vanish at eight points (when the P;; are distinct), it is not surprising that the
set of possible polynomials is a two-parameter family. When the P;; are not
distinct, the tangency conditions add enough restrictions that we still obtain
a two-parameter family.

We can now prove the associativity of addition for an elliptic curve. Let
P,Q, R be points on E. Define the lines

51:w, £2:OOaQ+R7 E?)ZR)P—’_Q

mi=QR, mo=o00,P+Q, ms=DPQ+R.

We have the following intersections:

0y Uy {3
m Q -(Q+R) R
mo —(P + Q) o0 P+ Q

Assume for the moment that the hypotheses of the theorem are satisfied.
Then all the points in the table, including X, lie on E. The line /3 has three
points of intersection with E, namely R, P + @, and X. By the definition of
addition, X = —((P + @) + R). Similarly, mg intersects C' in 3 points, which
means that X = —(P+(Q+ R)). Therefore, after reflecting across the z-axis,
we obtain (P + Q)+ R =P+ (Q + R), as desired.

It remains to verify the hypotheses of the theorem, namely that the orders
of intersection are correct and that the lines ¢; are distinct from the lines m;.

First we want to dispense with cases where oo occurs. The problem is that
we treated oo as a special case in the definition of the group law. However,
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as pointed out earlier, the tangent line at co intersects the curve only at oo
(and intersects to order 3 at co). It follows that if two of the entries in a row
or column of the above table of intersections are equal to oo, then so is the
third, and the line intersects the curve to order 3. Therefore, this hypothesis
is satisfied.

It is also possible to treat directly the cases where some of the intersection
points P, @, R, £(P 4+ Q), £(Q + R) are co. In the cases where at least one of
P,Q, R is 0o, associativity is trivial.

If P+@Q = oo, then (P+ Q)+ R = oo+ R = R. On the other hand,
the sum @ + R is computed by first drawing the line L through @ and R,
which intersects E in —(Q + R). Since P + Q) = 0o, the reflection of @) across
the z-axis is P. Therefore, the reflection L’ of L passes through P, —R, and
Q@ 4+ R. The sum P + (Q + R) is found by drawing the line through P and
Q + R, which is L’. We have just observed that the third point of intersection
of L' with E is —R. Reflecting yields P+ (Q + R) = R, so associativity holds
in this case.

Similarly, associativity holds when @ + R = oc.

Finally, we need to consider what happens if some line ¢; equals some line
m;, since then Theorem 2.6 does not apply.

First, observe that if P, @, R are collinear, then associativity is easily verified
directly.

Second, suppose that P,Q, @ + R are collinear. Then P+ (Q + R) = —Q.
Also, P+Q = —(Q+ R),so (P+ Q)+ R = —(Q + R) + R. The second
equation of the following shows that associativity holds in this case.

LEMMA 2.11
Let Py, P, be points on an elliptic curve. Then (P, + P») — P, = P, and
—(P1+ Py) + P, =—P.

PROOF The two relations are reflections of each other, so it suffices to
prove the second one. The line L through P; and P, intersects the elliptic
curve in —(P; + P»). Regarding L as the line through —(P; + P») and Ps
yields —(Py + P2) + P, = — Py, as claimed. |

Suppose that ¢; = m; for some ¢, j. We consider the various cases. By the
above discussion, we may assume that all points in the table of intersections
are finite, except for co and possibly X. Note that each ¢; and each m; meets
E in three points (counting multiplicity), one of which is P;;. If the two lines
coincide, then the other two points must coincide in some order.

1. ¢4 =my: Then P,Q, R are collinear, and associativity follows.

2. £1 = mo: In this case, P, @, co are collinear, so P+ @ = oo; associativity
follows by the direct calculation made above.
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f5 = mq: Similar to the previous case.
{1 = mgs: Then P, Q, Q+ R are collinear; associativity was proved above.

l3 = mq: Similar to the previous case.

A A

ly = mg: Then P+ Q must be £(Q + R). If P+ Q = Q + R, then
commutativity plus the above lemma yields

P=(P+Q)-Q=(Q+R)-Q=R.
Therefore,
(P+Q)+R=R+(P+Q)=P+(P+Q)=P+(R+Q) =P+ (Q+R).
If P+Q = —(Q+ R), then
(P+Q)+R=—-(Q+R)+R=-Q

and
P+(Q+R)=P—(P+Q)=-0Q,

so associativity holds.

7. £5 = mg: In this case, the line mg through P and (Q + R) intersects E
in 0o, so P = —(Q + R). Since —(Q + R), @, R are collinear, we have
that P, @, R are collinear and associativity holds.

8. f3 = mo: Similar to the previous case.

9. 3 = mg: Since {3 cannot intersect E in 4 points (counting multiplici-
ties), it is easy to see that P=Ror P=P+Qor Q4+ R=P+Q or
@ + R = R. The case P = R was treated in the case 5 = ms. Assume
P =P+ Q. Adding —P and applying Lemma 2.11 yields co = @, in
which case associativity immediately follows. The case Q + R = R is
similar. If Q@ + R = P + @, then adding —@) and applying Lemma 2.11
yields P = R, which we have already treated.

If ¢; # my; for all 4, j, then the hypotheses of the theorem are satisfied, so
the addition is associative, as proved above. This completes the proof of the
associativity of elliptic curve addition.

REMARK 2.12 Note that for most of the proof, we did not use the
Weierstrass equation for the elliptic curve. In fact, any nonsingular cubic
curve would suffice. The identity O for the group law needs to be a point
whose tangent line intersects to order 3. Three points sum to 0 if they lie
on a straight line. Negation of a point P is accomplished by taking the line
through O and P. The third point of intersection is then —P. Associativity
of this group law follows just as in the Weierstrass case.
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2.4.1 The Theorems of Pappus and Pascal

Theorem 2.6 has two other nice applications outside the realm of elliptic
curves.

THEOREM 2.13 (Pascal’s Theorem)

Let ABCDEF be a hexagon inscribed in a conic section (ellipse, parabola,
or hyperbola), where A, B,C, D, E, F are distinct points in the a ne plane.
Let X be the intersection of AB and DE, let Y be the intersection of BC' and
EF, and let Z be the intersection of CD and FA. Then X,Y, Z are collinear
(see Figure 2.4).

Figure 2.4
Pascal’s Theorem

REMARK 2.14 (1) A conic is given by an equation q(z,y) = ax? +bxy +
cy? +dx+ey+ f = 0 with at least one of a, b, c nonzero. Usually, it is assumed
that b? —4ac # 0; otherwise, the conic degenerates into a product of two linear
factors, and the graph is the union of two lines. The present theorem holds
even in this case, as long as the points A, C, E lie on one of the lines, B, D, F’
lie on the other, and none is the intersection of the two lines.

(2) Possibly AB and DE are parallel, for example. Then X is an infinite
point in Pi.

(3) Note that X,Y, Z will always be distinct. This is easily seen as follows:
First observe that X,Y, Z cannot lie on the conic since a line can intersect
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the conic in at most two points; the points A, B,C, D, E, F are assumed to
be distinct and therefore exhaust all possible intersections. If X = Y, then

AB and BC meet in both B and Y, and therefore the lines are equal. But
this means that A = C, contradiction. Similarly, X # Z and Y # Z. |

PROOF Define the following lines:
51 :W, EQZE, 63:@, mq :W, mgzﬁ, mgzm.

We have the following table of intersections:

b by U3
mi Y B C
me | E X D
ms F A A4

Let g(x,y) = 0 be the affine equation of the conic. In order to apply The-
orem 2.6, we change ¢(z,y) to its homogeneous form Q(z,y, z). Let ¢(x,y, z)
be a linear form giving the line through X and Y. Then

Clz,y,2) = Q(z,y, 2)l(z,y, 2)

is a homogeneous cubic polynomial. The curve C' = 0 contains all of the
points in the table, with the possible exception of Z. It is easily checked that
the only singular points of C' are the points of intersection of @ = 0 and
¢ = 0, and the intersection of the two lines comprising @@ = 0 in the case
of a degenerate conic. Since none of these points occur among the points
we are considering, the hypotheses of Theorem 2.6 are satisfied. Therefore,
C(Z) = 0. Since Q(Z) # 0, we must have ¢(Z) = 0, so Z lies on the line
through X and Y. Therefore, X, Y, Z are collinear. This completes the proof
of Pascal’s theorem.

COROLLARY 2.15 (Pappus’s Theorem)

Let ¢ and m be two distinct lines in the plane. Let A, B, C be distinct points
of ¢ and let A’, B’,C" be distinct points of m. Assume that none of these
points is the intersection of £ and m. Let X be the intersection of AB’ and
A'B, let Y be the intersection of B’C and BC’, and let Z be the intersection
of CA’ and C’A. Then X,Y, Z are collinear (see Figure 2.5).

PROOF  This is the case of a degenerate conic in Theorem 2.13. The
“hexagon” is AB'CA’'BC".
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Figure 2.5
Pappus’s Theorem

2.5 Other Equations for Elliptic Curves

In this book, we are mainly using the Weierstrass equation for an elliptic
curve. However, elliptic curves arise in various other guises, and it is worth-
while to discuss these briefly.

2.5.1 Legendre Equation

This is a variant on the Weierstrass equation. Its advantage is that it
allows us to express all elliptic curves over an algebraically closed field (of
characteristic not 2) in terms of one parameter.

PROPOSITION 2.16
Let K be a field of characteristic not 2 and let

V=23 tar? +br+c=(r—e)(x —e)(x —e3)
be an elliptic curve E over K with ey, es,e3 € K. Let

_ _ es—e
1 = (e2 —eq) 1(95—@1)7 y1 = (e2 —e1) 3/231, A:%-
2 — €]

Then A #£ 0,1 and
y% =z1(z1 — 1)(z1 — V).

PROOF This is a straightforward calculation. |
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The parameter A for E is not unique. In fact, each of

1 1 Ao =1
{A7X71_)‘71_)\7)\_17 A }

yields a Legendre equation for E. They correspond to the six permutations
of the roots ej,es,e3. It can be shown that these are the only values of
A corresponding to E, so the map A — FE is six-to-one, except where A\ =
—1,1/2,2,0r A2 = A+ 1 =0 (in these situations, the above set collapses; see
Exercise 2.13).

2.5.2 Cubic Equations

Tt is possible to start with a cubic equation C'(z,y) = 0, over a field K of
characteristic not 2 or 3, that has a point with =,y € K and find an invertible
change of variables that transforms the equation to Weierstrass form (although
possibly 442 4 27B2 = 0). The procedure is fairly complicated (see [25], [28],
or [84]), so we restrict our attention to a specific example.

Consider the cubic Fermat equation

Pyt =0.

The fact that this equation has no rational solutions with xyz # 0 was conjec-
tured by the Arabs in the 900s and represents a special case of Fermat’s Last
Theorem, which asserts that the sum of two nonzero nth powers of integers
cannot be a nonzero nth power when n > 3. The first proof in the case n = 3
was probably due to Fermat. We’ll discuss some of the ideas for the proof in
the general case in Chapter 15.

Suppose that 3 + y3 + 22 = 0 and xyz # 0. Since 22 + y3 = (v + y)(2? —
xy + y?), we must have x +y # 0. Write

T Y
—:’(}L—‘—U7 — =UuU—".
z z

Then (u+v)3 + (u—v)? +1 =0, so 2u? + 6uv? + 1 = 0. Divide by u? (since
x 4y # 0, we have u # 0) and rearrange to obtain

6(v/u)? = —(1/u)® — 2.

Let 6 36
$1:7:712 i , y1:7v:36x y
U r+y U r+y
Then
y% = a:‘;’ —432.

It can be shown (this is somewhat nontrivial) that the only rational solutions
to this equation are (x1,y1) = (12,£36), and oco. The case y; = 36 yields

© 2008 by Taylor & Francis Group, LLC



SECTION 2.5 OTHER EQUATIONS FOR ELLIPTIC CURVES 37

r—y=x+y,soy = 0. Similarly, y; = —36 yields z = 0. The point with
(z1,y1) = oo corresponds to x = —y, which means that z = 0. Therefore,
there are no solutions to z3 + y3 + 23 = 0 when xyz # 0.

2.5.3 Quartic Equations

Occasionally, we will meet curves defined by equations of the form
v? = au® + bu® + cu® + du + e, (2.6)

with a # 0. If we have a point (p, q) lying on the curve with p,¢q € K, then
the equation (when it is nonsingular) can be transformed into a Weierstrass
equation by an invertible change of variables that uses rational functions with
coefficients in the field K. Note that an elliptic curve E defined over a field K
always has a point in E(K), namely co (whose projective coordinates (0 : 1 : 0)
certainly lie in K'). Therefore, if we are going to transform a curve C into
Weierstrass form in such a way that all coeflicients of the rational functions
describing the transformation lie in K, then we need to start with a point on
C that has coordinates in K.

There are curves of the form (2.6) that do not have points with coordinates
in K. This phenomenon will be discussed in more detail in Chapter 8.

Suppose we have a curve defined by an equation (2.6) and suppose we have
a point (p,q) lying on the curve. By changing u to uw 4+ p, we may assume
p = 0, so the point has the form (0, q).

First, suppose ¢ = 0. If d = 0, then the curve has a singularity at (u,v) =
(0,0). Therefore, assume d # 0. Then

v

(5P = () + () () o

u?
This can be easily transformed into a Weierstrass equation in d/u and dv/u?.
The harder case is when ¢ # 0. We have the following result.

THEOREM 2.17
Let K be a field of characteristic not 2. Consider the equation

v? = aut + bud + cu® + du + ¢?
with a,b,¢,d,q € K. Let
o= 20t tdu 4g*(v + q) + 2q(du + cu?) — (d*u?/2q)

s =

u2 u3

Define

ay=d/q, ay=c— (d2/4q2), as = 2qb, a4 = —4q¢%a, ag = asas.
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Then
y2 + a1y +asy = z3 + a2x2 + asx + ag.-

The inverse transformation is
2 +¢)—(d?/2 —d
Q(x C) ( / Q) q U(Wf )

u = s v =
Y 2q

The point (u,v) = (0,q) corresponds to the point (z,y) = oo and (u,v) =
(0, —q) corresponds to (z,y) = (—ag, ajaz — as).

PROOF Most of the proof is a “straightforward” calculation that we omit.
For the image of the point (0, —¢), see [28].

Example 2.2
Consider the equation

v =ut + 1. (2.7)
Thena=1,b=c=d=0,and g =1. If

20+1 4(v+1
N CE2) R ()

then we obtain the elliptic curve E given by

y? =23 — 4a.

The inverse transformation is
u="2z/y, v=—1+(22%/y?).

The point (u,v) = (0,1) corresponds to co on E, and (u,v) = (0,—1) corre-
sponds to (0,0). We will show in Chapter 8 that

E(Q) = {007 (O’ 0)7 (2’ 0)? (_2> 0)}

These correspond to (u,v) = (0,1),(0,—1), and points at infinity. Therefore,
the only finite rational points on the quartic curve are (u,v) = (0,£1). It is
easy to deduce from this that the only integer solutions to

at+ vt =2

satisfy ab = 0. This yields Fermat’s Last Theorem for exponent 4. We will
discuss this in more detail in Chapter 8.

It is worth considering briefly the situation at infinity in u,v. If we make
the equation (2.7) homogeneous, we obtain

2

F(u,v,w) = v*w? —u* —w* = 0.
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The points at infinity have w = 0. To find them, we set w = 0 and get 0 = u,
which means u = 0. We thus find only the point (u:v:w) = (0:1:0). But
we have two points, namely (2,0) and (—2,0) in the corresponding Weierstrass
model. The problem is that (u: v :w) = (0:1:0) is a singular point in the
quartic model. At this point we have

F,=F,=F,=0.

What is happening is that the curve intersects itself at the point (u : v :
w) = (0 : 1:0). One branch of the curve is v = +u?\/1 + (1/u)* and the
other is v = —u?\/1 + (1/u)*. For simplicity, let’s work with real or complex
numbers. If we substitute the second of these expressions into x = 2(v+1) /u?
and take the limit as u — oo, we obtain

20+1) 21 —u?/1+ (1/u)?) L

u? u?

If we use the other branch, we find x — +2. So the transformation that
changes the quartic equation into the Weierstrass equation has pulled apart
the two branches (the technical term is “resolved the singularities”) at the
singular point.

2.5.4 Intersection of Two Quadratic Surfaces

The intersection of two quadratic surfaces in three-dimensional space, along
with a point on this intersection, is usually an elliptic curve. Rather than work
in full generality, we’ll consider pairs of equations of the form

av? + b =e, cu?+dw?=f,

where a,b,c,d, e, f are nonzero elements of a field K of characteristic not 2.
Each separate equation may be regarded as a surface in uvw-space, and they
intersect in a curve. We’ll show that if we have a point P in the intersection,
then we can transform this curve into an elliptic curve in Weierstrass form.

Before analyzing the intersection of these two surfaces, let’s consider the
first equation by itself. It can be regarded as giving a curve C in the wv-
plane. Let P = (ug,vp) be a point on C. Let L be the line through P with
slope m:

u=ug+t, v=uvg+mt.

We want to find the other point where L intersects C'. See Figure 2.6.
Substitute into the equation for C' and use the fact that au? + b = e to
obtain

a(2ugt + t?) + b(2uomt + m*t?) = 0.
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(u, v)

Figure 2.6

Since t = 0 corresponds to (ug,vg), we factor out ¢ and obtain

_ 2aug + 2bvgm
B a+ bm?

Therefore,

2aug + 2bvgm 2amug + 2bvgm?
-_———— V= Vg —
a+bm? 0 a + bm?

U = Ug

We make the convention that m = oo yields (ug, —vg), which is what we get
if we are working with real numbers and let m — oo. Also, possibly the
denominator a+bm? vanishes, in which case we get points “at infinity” in the
uv-projective plane (see Exercise 2.14).

Note that if (u,v) is any point on C' with coordinates in K, then the slope
m of the line through (u,v) and P is in K (or is infinite). We have there-
fore obtained a bijection, modulo a few technicalities, between values of m
(including 00) and points on C' (including points at infinity). The main point
is that we have obtained a parameterization of the points on C. A similar
procedure works for any conic section containing a point with coordinates in
K.

Which value of m corresponds to the original point (ug,vg)? Let m be the
slope of the tangent line at (ug,vg). The second point of intersection of the
tangent line with the curve is again the point (ug,vg), so this slope is the
desired value of m. The value m = 0 yields the point (—ug, vg). This can be
seen from the formulas, or from the fact that the line through (—ug,vg) and
(up,vo) has slope 0.

We now want to intersect C, regarded as a “cylinder” in uvw-space, with
the surface cu? + dw? = f. Substitute the expression just obtained for u to
obtain

2aug + 2bvgm 2
a -+ bm? '

dw2:f—c(u0—
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This may be rewritten as

d(w(a 4+ bm?*))? = (a + bm*)?f — c(bugm? — 2bvom — aug)?
= (b*f — cb*ud)m* +--- .

This may now be changed to Weierstrass form by the procedure given ear-
lier. Note that the leading coefficient b?f — cb*ud equals b*dwd. If wg = 0,
then fourth degree polynomial becomes a cubic polynomial, so the equation
just obtained is easily put into Weierstrass form. The leading term of this
cubic polynomial vanishes if and only if vg = 0. But in this case, the point
(uo, vo, wo) = (ug,0,0) is a singular point of the uvw curve — a situation that
we should avoid (see Exercise 2.15).

The procedure for changing “square = degree four polynomial” into Weier-
strass form requires a point satisfying this equation. We could let m be the
slope of the tangent line at (ug,vg), which corresponds to the point (ug,vo).
The formula of Theorem 2.17 then requires that we shift the value of m to
obtain m = 0. Instead, it’s easier to use m = 0 directly, since this value
corresponds to (—ug,vg), as pointed out above.

Example 2.3
Consider the intersection

wWHv? =2, u?+4w?=5.

Let (ug,vo,wo) = (1,1,1). First, we parameterize the solutions to u?+v? = 2.
Let u=1+4t,v =1+ mt. This yields

1+t + (1 +mt)? =2,

which yields ¢(2 + 2m) + t2(1 + m?) = 0. Discarding the solution ¢ = 0, we
obtain t = —(2 + 2m)/(1 + m?), hence
2+2m  m?—-2m—1 2+2m  1—2m—m?

u 1+m?2 T+mz

TR T T 1am2

Note that m = —1 corresponds to (u,v) = (1,1) (this is because the tangent
at this point has slope m = —1). Substituting into u? + 4w? = 5 yields

4(w(1+m?))? =5(1+m?)? — (m? —2m —1)? = dm* +4m> +8m? — dm + 4.
Letting 7 = w(1 + m?) yields
2

rP=m*+mP+om?-—m+1.

In Theorem 2.17, we use ¢ = 1. The formulas then change this curve to the
generalized Weierstrass equation

7
yQ—my+2y:$3+Zaﬁ2—4x—7.
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Completing the square yields
v =% + 22% — 52 — 6,

where ylzy—i-l—%x. I

2.6 Other Coordinate Systems

The formulas for adding two points on an elliptic curve in Weierstrass form
require 2 multiplications, 1 squaring, and 1 inversion in the field. Although
finding inverses is fast, it is much slower than multiplication. In [27, p. 282],
it is estimated that inversion takes between 9 and 40 times as long as multi-
plication. Moreover, squaring takes about 0.8 the time of multiplication. In
many situations, this distinction makes no difference. However, if a central
computer needs to verify many signatures in a second, such distinctions can
become relevant. Therefore, it is sometimes advantageous to avoid inversion
in the formulas for point addition. In this section, we discuss a few alternative
formulas where this can be done.

2.6.1 Projective Coordinates

A natural method is to write all the points as points (x : y : z) in projective
space. By clearing denominators in the standard formulas for addition, we
obtain the following:

Let P, = (z; : yi : 2), i = 1,2, be points on the elliptic curve y?z =
23 + Azz? 4+ B23. Then

(x1:y1:21)+ (2:y2: 22) = (w3 : Y3 : 23),
where x3,y3, 23 are computed as follows: When P # + Py,
U = Y221 — Y122, V= T221 — X122, w = u221z2 — ’U3 — 27}2,%122,
I3 =vw, Y3 = U(U293122 —w) — U3y122, 23 = U32122~

‘When P1 = PQ,

tzAzf—FSx%, u=1121, v=ury;, w=1t>—8v,
x3 =2uw, y3=t(4v—w)— 8y%u2, 25 = 8u>.
When P, = —P,, we have P, + P, = oo.

Point addition takes 12 multiplications and 2 squarings, while point dou-
bling takes 7 multiplications and 5 squarings. No inversions are needed. Since
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addition and subtraction are much faster than multiplication, we do not con-
sider them in our analysis. Similarly, multiplication by a constant is not
included.

2.6.2 Jacobian Coordinates

A modification of projective coordinates leads to a faster doubling proce-
dure. Let (z : y : z) represent the affine point (x/22,y/2%). This is somewhat
natural since, as we’ll see in Chapter 11, the function = has a double pole at co
and the function y has a triple pole at co. The elliptic curve y? = 2+ Az + B
becomes

y? = a3 + Axz* + B25.

The point at infinity now has the coordinates oo = (1:1:0).
Let P, = (x; : y; : z), i = 1,2, be points on the elliptic curve y? =
23 + Axz* + Bz5. Then

(x1:y1:21) + (@21 Y2 : 20) = (w3 : y3 : 23),
where x3,vys, z3 are computed as follows: When P; # £+ Py,

r:xlzg, s:mng, t:ylzg’, u:yng, v=8—1r, w=u-—1t,

r3 = —v® = 2rv? +w?  y3 = —tod + (r? —x3)w, 23 = vz 2.
When P1 = PQ,

v=4dzy?, w=3z>+ Az},

x3=—20+w’, y3=-8yi+ (v—a3z)w, 23=2y2.

When P, = —P,, we have P, + P, = oo.

Addition of points takes 12 multiplications and 4 squarings. Doubling takes
3 multiplications and 6 squarings. There are no inversions.

When A = -3, a further speed-up is possible in doubling: we have w =
3(x% — 21) = 3(z1 + 27) (21 — 2?), which can be computed in one squaring and
one multiplication, rather than in 3 squarings. Therefore, doubling takes only
4 multiplications and 4 squarings in this case. The elliptic curves in NIST’s
list of curves over fields F,, ([86], [48, p. 262]) have A = —3 for this reason.

There are also situations where a point in one coordinate system can be
efficiently added to a point in another coordinate system. For example, it takes
only 8 multiplications and 3 squarings to add a point in Jacobian coordinates
to one in affine coordinates. For much more on other choices for coordinates
and on efficient point addition, see [48, Sections 3.2, 3.3] and [27, Sections
13.2, 13.3].
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2.6.3 Edwards Coordinates

In [36], Harold Edwards describes a form for elliptic curves that has certain
computational advantages. The case with ¢ = 1,d = —1 occurs in work of
Euler and Gauss. Edwards restricts to the case d = 1. The more general form
has subsequently been discussed by Bernstein and Lange [11].

PROPOSITION 2.18
Let K be a field of characteristic not 2. Let ¢,d € K with ¢,d # 0 and d not
a square in K. The curve

C: v’ 4% =21+ du*v?)
is isomorphic to the elliptic curve
E: 9?=(x—c'd—1)(z? - 4c'd)
via the change of variables

—2c(w — ¢) 4c?(w — ¢) + 2¢(ctd + 1)u?
I

ud ’
where w = (c2du?® — 1)v.

The point (0, ¢) is the identity for the group law on C, and the addition law
is

U1V + UV V1V2 — U1U2
1+ dujugviva) ” (1 — dujuzvivs)

e = (3

for all points (u;,v;) € C(K). The negative of a point is —(u,v) = (—u,v).

PROOF  Write the equation of the curve as

w?

U27C2 = (Czdu2 71) U2 = W
craus —

This yields the curve
w? = Adu* — (ctd + 1)u? + 2.

The formulas in Section 2.5.3 then change this curve to Weierstrass form. The
formula for the addition law can be obtained by a straightforward computa-
tion.

It remains to show that the addition law is defined for all points in C(K).
In other words, we need to show that the denominators are nonzero. Suppose
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dujviugve = —1. Then wu;,v; # 0 and ujv; = —1/dugve. Substituting into
the formula for C' yields

1 2 2
ot = (14 gy ) =200

2,2 2,2 °
duzvs duzvs

Therefore,

(ug + U1)2 =ul+ U% + 2uqvq

1 (u% +v2 — 2u2v2> 1 (up — vy)?
d U%U% d (UQU2)2 '

Since d is not a square, this must reduce to 0 = 0, so u; +v; = 0.

Similarly,
1 (ug 4 v2)*
(ur — )% = 3%7
(ugv2)
which implies that u; — vy = 0. Therefore, u; = v; = 0, which is a contradic-
tion.

The case where dujviusve = 1 similarly produces a contradiction. There-
fore, the addition formula is always defined for points in C(K).

An interesting feature is that there are not separate formulas for 2P and
P1+P2 Whenpl#Pg.

The formula for adding points can be written in projective coordinates. The
resulting computation takes 10 multiplications and 1 squaring for both point
addition and point doubling.

Although any elliptic curve can be put into the form of the proposition over
an algebraically closed field, this often cannot be done over the base field. An
easy way to see this is that there is a point of order 2. In fact, the point (¢, 0)
on C has order 4 (Exercise 2.7), so a curve that can be put into Edwards form
over a field must have a point of order 4 defined over that field.

2.7 The j-invariant

Let E be the elliptic curve given by y? = 23 + Az + B, where A, B are
elements of a field K of characteristic not 2 or 3. If we let

v = ple, oy =ply, (2.8)
with p € FX, then we obtain

y? = a3 + Ayzy + By,

© 2008 by Taylor & Francis Group, LLC



46 CHAPTER 2 THE BASIC THEORY

with

Al = /,L4A,Bl = ,uGB
(In the generalized Weierstrass equation y? + ayzy + azy = 3 + asx? + aqx +
ag, this change of variables yields new coefficients p'a;. This explains the

numbering of the coefficients.)
Define the j-invariant of F to be

443

1 = 1(F)=1728— .
J=3(B) = 1728 e o

Note that the denominator is the negative of the discriminant of the cubic,
hence is nonzero by assumption. The change of variables (2.8) leaves j un-
changed. The converse is true, too.

THEOREM 2.19

Let y? = 23 + Az + By and y3 = o3 + Aswo + By be two elliptic curves with
j-invariants j; and jo, respectively. If j; = jo, then there exists x # 0 in K
(= algebraic closure of K) such that

Ay = M4A17 By = MGBL
The transformation
Ty = pPwy, Yo = pty

takes one equation to the other.

PROOF First, assume that A; # 0. Since this is equivalent to j; # 0, we
also have A, # 0. Choose u such that Ay = pu*A;. Then

4A3 443 412 43 443

4A3+27TB2 ~ 4A3+27B?  du12A3 +27B2  4A3 + 2712 BY

which implies that
B} = (1°By)2.

Therefore By = +u5B;. If By = u%B;, we're done. If By = —uSB;, then
change yu to iu (where i? = —1). This preserves the relation Ay = p*A; and
also yields By = u%B,;.

If A} =0, then Ay = 0. Since 443 +27B? # 0, we have By, By # 0. Choose
p such that By = p®B;. |

There are two special values of j that arise quite often:
1. j = 0: In this case, the elliptic curve E has the form y? = 2 + B.

2. j = 1728: In this case, the elliptic curve has the form 3% = 2% + Ax.
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The first one, with B = —432, was obtained in Section 2.5.2 from the Fermat
equation 3 4+ 3% 4+ 22 = 0. The second curve, once with A = —25 and once
with A = —4, appeared in Chapter 1.

The curves with 5 = 0 and with j = 1728 have automorphisms (bijective
group homomorphisms from the curve to itself) other than the one defined by
(z,y) — (x,—y), which is an automorphism for any elliptic curve in Weier-
strass form.

1. y> = 2® + B has the automorphism (z,y) — (Cz,—y), where ( is a
nontrivial cube root of 1.

2. y?* = 23 + Az has the automorphism (z,y) — (—z,iy), where i = —1.

(See Exercise 2.17.)

Note that the j-invariant tells us when two curves are isomorphic over an
algebraically closed field. However, if we are working with a nonalgebraically
closed field K, then it is possible to have two curves with the same j-invariant
that cannot be transformed into each other using rational functions with co-
efficients in K. For example, both y? = 23 — 25z and y? = 2% — 42 have
j = 1728. The first curve has infinitely points with coordinates in Q, for
example, all integer multiples of (—4,6) (see Section 8.4). The only rational
points on the second curve are oo, (2,0), (—2,0), and (0,0) (see Section 8.4).
Therefore, we cannot change one curve into the other using only rational func-
tions defined over Q. Of course, we can use the field Q(\/E) to change one
curve to the other via (z,y) — (pu%x, i®y), where p = v/10/2.

If two different elliptic curves defined over a field K have the same j-
invariant, then we say that the two curves are twists of each other.

Finally, we note that j is the j-invariant of

3 - X+ 2] -

1728 — 3 1728 — 3

when j # 0,1728. Since y? = 2% + 1 and y? = 2> + 2 have j-invariants 0
and 1728, we find the j-invariant gives a bijection between elements of K and
K-isomorphism classes of elliptic curves defined over K (that is, each j € K
corresponds to an elliptic curve defined over K, and any two elliptic curves
defined over K and with the same j-invariant can be transformed into each
other by a change of variables (2.8) defined over K).

If the characteristic of K is 2 or 3, the j-invariant can also be defined, and
results similar to the above one hold. See Section 2.8 and Exercise 2.18.

y? =23+

(2.9)

2.8 Elliptic Curves in Characteristic 2

Since we have been using the Weierstrass equation rather than the gener-
alized Weierstrass equation in most of the preceding sections, the formulas
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given do not apply when the field K has characteristic 2. In this section, we
sketch what happens in this case.

Note that the Weierstrass equation is singular. Let f(z,y) = y? — 2% —
Az — B. Then f, = 2y = 0, since 2 = 0 in characteristic 2. Let xy be a
root (possibly in some extension of K) of f, = =322 — A = 0 and let y
be the square root of 3 + Axg + B. Then (g,%0) lies on the curve and
fz(w0,90) = fy(z0,90) = 0.

Therefore, we work with the generalized Weierstrass equation for an elliptic
curve E:

y2 + a1y +aszy = 2> + a2x2 + asx + ag.

If a; # 0, then the change of variables
r=alr + (a3/a1), y=aly +a;>(alay + ad)
changes the equation to the form
Y + Ty = @7 + ayri + ag.

This curve is nonsingular if and only if af # 0. The j-invariant in this case
is defined to be 1/aj; (more precisely, there are formulas for the j-invariant of
the generalized Weierstrass form, and these yield 1/ag in this case).

If a1 =0, we let x = z1 + a2, y = y1 to obtain an equation of the form

2 / 3 ! !
Y1 +asyr = x| + ayx + ag.

This curve is nonsingular if and only if a # 0. The j-invariant is defined to
be 0.

Let’s return to the generalized Weierstrass equation and look for points at
infinity. Make the equation homogeneous:

yzz + a1xyz + a3yz2 =23+ a2x22 + a4x22 + aﬁz?’.

Now set z = 0 to obtain 0 = 2. Therefore, co = (0 : 1 : 0) is the only point
at infinity on FE, just as with the standard Weierstrass equation. A line L
through (xg,yo) and co is a vertical line = xg. If (zg, yo) lies on E then the
other point of intersection of L and E is (zg, —a1x0 — as — yp). See Exercise
2.9.

We can now describe addition of points. Of course, P + co = P, for all
points P. Three points P, @, R add to oo if and only if they are collinear. The
negation of a point is given by

—<.’1?,y) = (3’), —a1r — a3 — y)

To add two points P, and P», we therefore proceed as follows. Draw the line
L through P; and P, (take the tangent if P, = P»). It will intersect E in a
third point P;. Now compute P; = —Pj by the formula just given (do not
simply reflect across the z-axis). Then Py + P, = Ps.
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The proof that this addition law is associative is the same as that given in
Section 2.4. The points on E, including oo, therefore form an abelian group.

Since we will need it later, let’s look at the formula for doubling a point in
characteristic 2. To keep the formulas from becoming too lengthy, we’ll treat
separately the two cases obtained above.

1. y% + zy = 22 + agx?® + ag. Rewrite this as y? 4+ zy + 22 + az2? + ag = 0
(remember, we are in characteristic 2). Implicit differentiation yields

zy +(y+2%) =0

(since 2 = 0 and 3 = 1). Therefore the slope of the line L through
P = (z9,y0) is m = (yo + x3)/z0. The line is

y=m(z —x0) +yo =mz+b
for some b. Substitute to find the intersection (z1,y;) of L and E:
0 = (mx+b)?+a(mz+b)+2° +asx’ +as = 2+ (m* +m+az)x®+--- .
The sum g + 2o + o1 of the roots is (m? + m + as), so we obtain

2 4 3 2 4

Yy + Ty + ToYo + Ty + a2 Ty + ag
rp=m?>4+m+ay="2-"2 5 0 0 _ 20 .
g 5

(since Y& = zoyo + 3 + azz? + ag). The y-coordinate of the intersection
is y7 = m(x1 — x0) + yo. The point (x1,y1) equals —2P. Therefore
2P = (x27y2), with

T2 = (mé +a6)/96(2)7 Y2 = —21 — Y1 =21+ Y.

2. y? + asy = 23 + agx + ag. Rewrite this as y? + azy + 2> + asx +ag = 0.
Implicit differentiation yields

asy’ + (% +a4) = 0.
Therefore the tangent line L is

m%+a4

y=m(z —x0)+yo, with m=
as

Substituting and solving, as before, finds the point of intersection (21, y1)
of L and E, where

and y; = m(x1 — z9) + yo. Therefore, 2P = (2, y2) with

T2 = (xé +ai)/a§, Y2 = a3z + y1-
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2.9 Endomorphisms

The main purpose of this section is to prove Proposition 2.21, which will
be used in the proof of Hasse’s theorem in Chapter 4. We’ll also prove a few
technical results on separable endomorphisms. The reader willing to believe
that every endomorphism used in this book is separable, except for powers
of the Frobenius map and multiplication by multiples of p in characteristic p,
can safely omit the technical parts of this section.

By an endomorphism of E, we mean a homomorphism « : E(K) — E(K)
that is given by rational functions. In other words, a(Py+Ps) = a(P1)+a(Ps),
and there are rational functions (quotients of polynomials) Ry (x,y), Ra(z,y)
with coefficients in K such that

a(z,y) = (Ri(z,y), Ra(z,y))

for all (z,y) € E(K). There are a few technicalities when the rational func-
tions are not defined at a point. These will be dealt with below. Of course,
since « is a homomorphism, we have a(oo) = co. We will also assume that
« is nontrivial; that is, there exists some (z,y) such that a(z,y) # co. The
trivial endomorphism that maps every point to co will be denoted by O.

Example 2.4
Let E be given by y?> = 2% + Az + B and let a(P) = 2P. Then « is a
homomorphism and

OL(I,y) = (Rl(‘ray)7 RZ(gjay))a

where

322 + A\°

men = (2554 - (452)) -

Since « is a homomorphism given by rational functions it is an endomorphism

of E. 1

It will be useful to have a standard form for the rational functions describing
an endomorphism. For simplicity, we assume that our elliptic curve is given in
Weierstrass form. Let R(z,y) be any rational function. Since y? = 23+ Ax+B

for all (x,y) € E(K), we can replace any even power of y by a polynomial in
z and replace any odd power of y by y times a polynomial in x and obtain a
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rational function that gives the same function as R(x,y) on points in E(K).
Therefore, we may assume that

pi(z) +pa(z)y

Ry = o) T p@y

Moreover, we can rationalize the denominator by multiplying the numerator
and denominator by ps — psy and then replacing y? by 2% + Az + B. This
yields

a(z) + a(x)y

Rlzy) = q3()

(2.10)

Consider an endomorphism given by

a(z,y) = (Ra(z,y), Ra(x,y)),

as above. Since « is a homomorphism,
a(z, —y) = a(=(z,y)) = —a(z,y).
This means that
Ri(z,—y) = Ra(z,y) and  Ro(z,—y) = —Ra(z,y).

Therefore, if Ry is written in the form (2.10), then gz(z) = 0, and if Ry is
written in the form (2.10), then the corresponding ¢;(z) = 0. Therefore, we
may assume that

a(z,y) = (r(z), ra(z)y)

with rational functions 1 (z), ro(z).
We can now say what happens when one of the rational functions is not
defined at a point. Write

ri(z) = p(x)/q(x)

with polynomials p(z) and ¢(«) that do not have a common factor. If g(x) = 0
for some point (z,y), then we assume that a(x,y) = oo. If g(x) # 0, then
Exercise 2.19 shows that r3(z) is defined; hence the rational functions defining
« are defined.

We define the degree of a to be

deg(a) = Max{degp(z), degq(z)}

if @ is nontrivial. When a = 0, let deg(0) = 0. Define a # 0 to be a
separable endomorphism if the derivative ] (z) is not identically zero. This
is equivalent to saying that at least one of p’(x) and ¢'(z) is not identically
zero. See Exercise 2.22. (In characteristic 0, a nonconstant polynomial will
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have nonzero derivative. In characteristic p > 0, the polynomials with zero
derivative are exactly those of the form g(z?).)

Example 2.5
We continue with the previous example, where a(P) = 2P. We have
322+ A 2
R =(——| —2x.

The fact that 32 = 2% + Az + B, plus a little algebraic manipulation, yields

z* — 2Ax% — 8Bz + A?
4(x3 + Az + B)

ri(x) =

(This is the same as the expression in terms of division polynomials that will
be given in Section 3.2.) Therefore, deg(ar) = 4. The polynomial ¢'(z) =
4(3z% + A) is not zero (including in characteristic 3, since if A = 0 then
23 + B has multiple roots, contrary to assumption). Therefore « is separable.

Example 2.6

Let’s repeat the previous example, but in characteristic 2. We’ll use the
formulas from Section 2.8 for doubling a point. First, let’s look at y? + 2y =
23 + asx? + ag. We have

a(z,y) = (ri(z), Ra(z,y))

with rq(2) = (z* + ag) /22, Therefore deg(a) = 4. Since p'(z) = 423 = 0 and
¢ (z) = 22 = 0, the endomorphism « is not separable.

Similarly, in the case y? +asy = x> +asx+ag, we have r1(z) = (z*+aj)/a3.
Therefore, deg(a) = 4, but « is not separable. I

In general, in characteristic p, the map a(Q) = pQ has degree p? and is not
separable. The statement about the degree is Corollary 3.7. The fact that «
is not separable is proved in Proposition 2.28.

An important example of an endomorphism is the Frobenius map. Sup-
pose E is defined over the finite field Fy. Let

bq(z,y) = (29, y7).
The Frobenius map ¢, plays a crucial role in the theory of elliptic curves over

F,.

LEMMA 2.20
Let £ be defined over F,. Then ¢, is an endomorphism of E of degree g,
and ¢, is not separable.
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PROOF  Since ¢4(z,y) = (29,y?), the map is given by rational functions
(in fact, by polynomials) and the degree is ¢. The main point is that ¢ :

E(F,) — E(F,) is a homomorphism. Let (z1,y1), (z2,y2) € E(F,) with
x1 # x9. The sum is (x3,ys3), with

Y2 — Y1
T2 —T1

x5 =m’ —x1 — T2, ys = m(zr1 —x3) —y1, where m =

(we are working with the Weierstrass form here; the proof for the generalized
Weierstrass form is essentially the same). Raise everything to the gth power
to obtain

a_ .
q_ 12 _ 4a_ 4 q_ 10 4 a r_ Y270
xg=m'" — ] — g, ys =m'(z] —23) — 7, wherem—xq_xq.

2711

This says that
bq(23,Y3) = dq(T1,y1) + dg(T2, y2).

The cases where 1 = x5 or where one of the points is oo are checked similarly.
However, there is one subtlety that arises when adding a point to itself. The
formula says that 2(x1,y1) = (x3,y3), with
322+ A
z3 =m? — 21, ys =m(x; —x3) —y1, wherem = ;4—'_
Y1

When this is raised to the qth power, we obtain

39(z9)? + A4
20y{

zd= m'? — 221, yi =m/(z¥ —2%) —y!, where m’' =
Since 2,3,A4 € F,, we have 29 = 2,37 = 3,49 = A. This means that we
obtain the formula for doubling the point (z{,y]) on E (if A? didn’t equal A,
we would be working on a new elliptic curve with A? in place of A).

Since ¢4 is a homomorphism given by rational functions, it is an endo-
morphism of . Since ¢ = 0 in F,, the derivative of z? is identically zero.
Therefore, ¢, is not separable. |

The following result will be crucial in the proof of Hasse’s theorem in Chap-
ter 4 and in the proof of Theorem 3.2.

PROPOSITION 2.21
Let o #~ 0 be a separable endomorphism of an elliptic curve E. Then

dega = #Ker(a),

where Ker(«) is the kernel of the homomorphism o : E(K) — E(K).
If « #£ 0 is not separable, then

dega > #Ker(a).
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PROOF  Write a(z,y) = (r1(z),yr2(z)) with r(z) = p(z)/q(z), as above.
Then 7] # 0, so p'q — pq’ is not the zero polynomial.

Let S be the set of # € K such that (pg’—p'q)(x) g(z) = 0. Let (a,b) € E(K)
be such that

1. a#0, b#£0, (a,b) # oo,
2. deg (p(x) — aq(x)) = Max{deg(p), deg(g)} = deg(a),
3. a¢ri(S), and

4. (a,b) € o(B(K)).

Since pq’ —p’q is not the zero polynomial, S is a finite set, hence its image under
« is finite. The function ry(z) is easily seen to take on infinitely many distinct
values as z runs through K. Since, for each z, there is a point (z,y) € E(K),
we see that a(E(K)) is an infinite set. Therefore, such an (a,b) exists.

We claim that there are exactly deg(a) points (z1,%1) € E(K) such that
a(z1,y1) = (a,b). For such a point, we have

p(z1)
q(z1)

=a, yire(xy) ="

Since (a, b) # 0o, we must have ¢(x1) # 0. By Exercise 2.19, r5(z1) is defined.
Since b # 0 and yyro(z) = b, we must have y; = b/ro(x1). Therefore, x4
determines y; in this case, so we only need to count values of x;.

By assumption (2), p(z) — ag(z) = 0 has deg(«) roots, counting multiplici-
ties. We therefore must show that p — ag has no multiple roots. Suppose that
Tg is a multiple root. Then

p(zo) —aq(xo) =0 and  p'(xo) — aq'(x9) = 0.

Multiplying the equations p = aq and aq’ = p’ yields

ap(xo)q' (xo) = ap’(z0)q(xo)-

Since a # 0, this implies that xg is a root of pg’ — p'q, so g € S. Therefore,
a = r1(zo) € r1(S), contrary to assumption. It follows that p — ag has no
multiple roots, and therefore has deg(«) distinct roots.

Since there are exactly deg(a) points (z1,y1) with a(z1,y1) = (a,b), the
kernel of « has deg(a) elements.

Of course, since « is a homomorphism, for each (a,b) € a(E(K)), there are
exactly deg(a) points (z1,y1) with a(z1,y1) = (a,b). The assumptions on
(a,b) were made during the proof to obtain this result for at least one point,
which suffices.

If o is not separable, then the steps of the above proof hold, except that
p' —aq’ is always the zero polynomial, so p(x) —ag(x) = 0 always has multiple
roots and therefore has fewer than deg(a) solutions. i
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THEOREM 2.22
Let E be an elliptic curve defined over a field K. Let o # 0 be an endomor-

phism of E. Then o : E(K) — E(K) is surjective.

REMARK 2.23 We definitely need to be working with K instead of K in
the theorem. For example, the Mordell-Weil theorem (Theorem 8.17) implies
that multiplication by 2 cannot be surjective on E(Q) if there is a point in
E(Q) of infinite order. Intuitively, working with an algebraically closed field
allows us to solve the equations defining « in order to find the inverse image
of a point.

PROOF Let (a,b) € E(K). Since a(co) = oo, we may assume that
(a,b) # oco. Let ri(z) = p(x)/q(x) be as above. If p(z) — ag(x) is not a
constant polynomial, then it has a root zy. Since p and ¢ have no common
roots, q(z¢) # 0. Choose yp € K to be either square root of z3 + Azg + B.
Then a(zg,yo) is defined (Exercise 2.19) and equals (a,b’) for some b'. Since
V2 = a3+ Aa + B = b2, we have b = £/, If i/ = b, we're done. If b’ = —b,
then a(zo, —yo) = (a, =b") = (a,b).

We now need to consider the case when p — aq is constant. Since E(K) is
infinite and the kernel of « is finite, only finitely many points of E(K) can
map to a point with a given z-coordinate. Therefore, either p(x) or ¢(z) is not
constant. If p and ¢ are two nonconstant polynomials, then there is at most
one constant a such that p —aq is constant (if @’ is another such number, then
(' —a)g = (p—aq)—(p—a'q) is constant and (¢’ —a)p = a'(p—aq) —a(p—a'q)
is constant, which implies that p and ¢ are constant). Therefore, there are at
most two points, (a,b) and (a,—b) for some b, that are not in the image of
a. Let (a1,b1) be any other point. Then a(P;) = (a1,b1) for some P;. We
can choose (a1, b1) such that (a1,b1)+ (a,b) # (a,£b), so there exists P, with
a(Ps) = (a1,b1) + (a,b). Then a(P2 — P1) = (a,b), and a(Py — P2) = (a, —b).
Therefore, « is surjective.

For later applications, we need a convenient criterion for separability. If

(x,y) is a variable point on y? = x3 + Az + B, then we can differentiate y
with respect to x:

2uy’ = 322 + A.

Similarly, we can differentiate a rational function f(z,y) with respect to x:

%f(;v,y) = fr(xvy) + fy(xvy)yla

where f, and f, denote the partial derivatives.
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LEMMA 2.24
Let E be the elliptic curve y? = 2® + Az + B. Fix a point (u,v) on E. Write

where f(z,y) and g(z,y) are rational functions of z,y (the coe cients depend

on (u,v)) and y is regarded as a function of x satisfying dy/dx = (322 +
A)/(2y). Then

PROOF The addition formulas give

flay) = (y_v)Q—w—u

r—Uu

o) = 2= oty e 4 Bty — o = o !

d 2y —v)(z—u) -2y —v)?— (z—u)?
ey = i .

A straightforward but lengthy calculation, using the fact that 2yy’ = 322+ A,
yields

d
(2 =)y f(2.y) = 9(z,y))
= v(Au+u® —v® — Az — 2% + ) + y(—Au — v’ +v* + Az + 2° — ¢?).

Since (u,v) and (z,y) are on E, we have v? = v+ Au+B and y* = 2*+ Az+B.
Therefore, the above expression becomes

v(~B+ B) +y(B - B) =0.

Therefore, yd%f(x, y) = g(x,y). |

REMARK 2.25 Lemma 2.24 is perhaps better stated in terms of differ-
entials. It says that the differential dz/y is translation invariant. In fact, it
is the unique translation invariant differential, up to scalar multiples, for E.
See [109].

LEMMA 2.26
Let oy, g, a3 be nonzero endomorphisms of an elliptic curve F with a;+as =
as. Write

ozj(x,y) = (Ra] (Z‘), ySaj (Z‘))
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Suppose there are constants c,,, ca, Such that

R, (x) R, (x)
Sen(@) 0 Sy (@)
Then
R, (x)
S, (@) = Cqy T Cay

PROOF  Let (z1,y1) and (22,y2) be variable points on E. Write

(z3,93) = (w1,1) + (22, Y2),

where
(x1,91) = a1(z,y), (22,y2) = az(z,y).

57

Then z3 and ys are rational functions of x1,y1,x2,y2, which in turn are

rational functions of z,y. By Lemma 2.24, with (u,v) = (22, y2),

Ovs | Oxsdyr _ ys
dxy Oy dzy Y1

Similarly,
Ors  Ozsdys _ys
Oxy  Oyadra Y2

By assumption,
dvj _ . Yi

de  C Yy
for j = 1,2. By the chain rule,

% _ Owzdm %%% Oxz dry  Oxz dys dzo
dx

Ozy dr | Oyydey dv | Omy dz | Oys duy da
Ys 1, Y3 Y2

By gy

= (Cal +CO&2)_'

Dividing by y3/y yields the result. |

REMARK 2.27 In terms of differentials (see the previous Remark), we
have (dz/y)oa is a translation-invariant differential on E. Therefore it must be
a scalar multiple c,dz/y of dz/y. Tt follows that every nonzero endomorphism

« satisfies the hypotheses of Lemma 2.26. |
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PROPOSITION 2.28
Let E be an elliptic curve defined over a field K, and let n be a nonzero
integer. Suppose that multiplication by n on E is given by

n(@,y) = (Rn(x),ySn(2))
for all (z,y) € E(K), where R,, and S,, are rational functions. Then

Ry (z)
Sn(z)

Therefore, multiplication by n is separable if and only if n is not a multiple
of the characteristic p of the field.

PROOF Since R_,, = R, and S_,, = —S,,, we have R" /S_, = —R! /Sp.
Therefore, the result for positive n implies the result for negative n.

Note that the first part of the proposition is trivially true for n = 1. If it
is true for n, then Lemma 2.26 implies that it is true for n + 1, which is the

sum of n and 1. Therefore, Ig"(g) =n for all n.

We have R) (x) # 0 if and only if n = R}, (x)/S,(x) # 0, which is equivalent
to p not dividing n. Since the definition of separability is that R}, # 0, this

proves the second part of the proposition. |

Finally, we use Lemma 2.26 to prove a result that will be needed in Sec-
tions 3.2 and 4.2. Let E be an elliptic curve defined over a finite field F,.
The Frobenius endomorphism ¢, is defined by ¢,(z,y) = (z?,y9). It is an
endomorphism of E by Lemma 2.20.

PROPOSITION 2.29

Let £ be an elliptic curve defined over F,, where ¢ is a power of the prime p.
Let » and s be integers, not both 0. The endomorphism r¢, + s is separable if
and only if p 1 s.

PROOF  Write the multiplication by r endomorphism as
r(z,y) = (Re(z), ySr(z)).
Then

(Rro, (%), 45r0, (%)) = (07)(2,y) = (Ri(z), y?57(2))
— (Ri@), y(@® + Av + B)=V/251(x))

Therefore,
C’I'¢q = R;Qﬁq /ST'¢q = ngilR;/S”qﬁq = O
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Also, ¢ = R./Ss = s by Proposition 2.28. By Lemma 2.26,
R'T%H/Smﬁs = Crg s = Crg, T Cs =0+ s5=s5.

Therefore, R;,¢q+s # 0 if and only if pt s. |

2.10 Singular Curves

We have been working with 3% = 23 + Az + B under the assumption that
234+ Az + B has distinct roots. However, it is interesting to see what happens
when there are multiple roots. It will turn out that elliptic curve addition
becomes either addition of elements in K or multiplication of elements in K*
or in a quadratic extension of K. This means that an algorithm for a group
E(K) arising from elliptic curves, such as one to solve a discrete logarithm
problem (see Chapter 5), will probably also apply to these more familiar
situations. See also Chapter 7. Moreover, as we’ll discuss briefly at the end of
this section, singular curves arise naturally when elliptic curves defined over
the integers are reduced modulo various primes.

We first consider the case where 22 + Az + B has a triple root at x = 0, so

the curve has the equation

y? = 2%,

The point (0, 0) is the only singular point on the curve (see Figure 2.7). Since

Figure 2.7

y? = P

any line through this point intersects the curve in at most one other point,
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(0,0) causes problems if we try to include it in our group. So we leave it out.
The remaining points, which we denote E,,;(K), form a group, with the group
law defined in the same manner as when the cubic has distinct roots. The
only thing that needs to be checked is that the sum of two points cannot be
(0,0). But since a line through (0, 0) has at most one other intersection point
with the curve, a line through two nonsingular points cannot pass through
(0,0) (this will also follow from the proof of the theorem below).

THEOREM 2.30
Let E be the curve y? = 2* and let E,(K) be the nonsingular points on this
curve with coordinates in K, including the point co = (0:1:0). The map

Bni(K) > K, (2,9) > =, 000
Y

is a group isomorphism between E,s(K) and K, regarded as an additive group.

PROOF Lett = x/y. Then z = (y/z)?> = 1/t> and y = 2/t = 1/t3.
Therefore we can express all of the points in F,,;(K) in terms of the parameter
t. Let t = 0 correspond to (z,y) = oo. It follows that the map of the theorem
is a bijection. (Note that 1/t is the slope of the line through (0,0) and (z,y),
so this parameterization is obtained similarly to the one obtained for quadratic
curves in Section 2.5.4.)

Suppose (z1,y1) + (22,y2) = (x3,y3). We must show that t; + t2 = ¢3,
where t; = x;/y;. If (z1,y1) # (z2,y2), the addition formulas say that

2
Y2 — 1

r3 = —— — X1 — To.
T2 — T1

Substituting z; = 1/t? and y; = 1/t3 yields
= (ti - tiif 72—t
ty” =t
A straightforward calculation simplifies this to
t3? = (t1 +t2) 7>
Similarly,

T2 —T1

—y3 = (u) (x3 —x1) + 11

may be rewritten in terms of the ¢; to yield

t5° = (t1 +1)7°
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Taking the ratio of the expressions for t3 2 and ty 3 gives
tg =11 + 12,

as desired.
If (z1,y1) = (22,y2), the proof is similar. Finally, the cases where one or
more of the points (x;,y;) = oo are easily checked. |

RN
NI

Figure 2.8
y2 = 23 + 22

We now consider the case where 23 + Az + B has a double root. By trans-
lating x, we may assume that this root is 0 and the curve E has the equation
y* =a2*(z +a)
for some a # 0. The point (0,0) is the only singularity (see Figure 2.8). Let
E,s(K) be the nonsingular points on E with coordinates in K, including the

point co. Let a? = a (so o might lie in an extension of K). The equation for
FE may be rewritten as
Y\ 2
( —) =a+tx.
z

When z is near 0, the right side of this equation is approximately a. Therefore,
E is approximated by (y/x)? = a, or y/x = +« near x = 0. This means that
the two “tangents” to E at (0,0) are

y=axr and y=—ax

(for a different way to obtain these tangents, see Exercise 2.20).
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THEOREM 2.31

Let E be the curve y* = x?(x + a) with 0 # a € K. Let E,s(K) be the
nonsingular points on E with coordinates in K. Let o® = a. Consider the
map

Y+ ax

, oo 1.
y—ax

¥ (,y) —

1. If a € K, then ¢ gives an isomorphism from E,s(K) to K*, considered
as a multiplicative group.

2. If o & K, then ¢ gives an isomorphism
Ens(K) =~ {U+OLU|U,’U S I{7 u2 — 0/02 = 1},

where the right hand side is a group under multiplication.

PROOF Let
_ytox

Yy — oz

t

This may be solved for y/z to obtain

y t+1

=« .
T t—1
Since = + a = (y/x)?, we obtain

4ot 4ot +1)

TG MM Y=y

(the second is obtained from the first using y = x(y/x)). Therefore, (z,y)
determines ¢ and t determines (x,y), so the map ¢ is injective, and is a
bijection in case (1).

In case (2), rationalize the denominator by multiplying the numerator and
denominator of (y + ax)/(y — ax) by y + ax to obtain an expression of the
form u + awv:

(y + ax)

(y — ax)
We can change the sign of o throughout this equation and preserve the equal-
ity. Now multiply the resulting expression by the original to obtain

=u+ av.

u? — av® = (u+ av)(u — aw) = (y +az) (y — ax) -1

(y —az) (y + ax)

Conversely, suppose u? — av? = 1. Let

(u+1)2 (u+1)
T = —a, Y= T
v v
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Then (z,y) is on the curve E and

_(W/r)+a utltav
Yz, y) = (y/x)—aiu—i—l—av =u+av

(the last equality uses the fact that u? — av? = 1). Therefore, 9 is surjective,
hence is a bijection in case (2), too.
It remains to show that 1 is a homomorphism. Suppose (z1,y1)+ (22, y2) =

(z3,ys3). Let

Yi + ax;
t,=2— .
Yi —ax;

We must show that t1t9 = t3.
When (z1,y1) # (z2,y2), we have

2

Y2 — Y1

r3 = | ———— —a— T — T2.
T2 —T1

4at; 4ot (t; + 1
Substituting z; = @0141)2 and y; = % and simplifying yields
44 At to
= . 2.11

(ts —1)2  (t1ta — 1)2 ( )

Similarly,
g = (M) (25 — 1) + ¥1
To — X1

yields

4a3t3(t3 + 1) . 4Oé3t1t2(t1t2 + 1)
(ts —1)3  (tita — 1)3
The ratio of this equation and (2.11) yields
ts—1  titg—1
ts+1  tita+1°

This simplifies to yield
litg = t3,

as desired.
The case where (21,y1) = (z2,y2) is similar, and the cases where one or
more of the points is co are trivial. This completes the proof. |

One situation where the above singular curves arise naturally is when we
are working with curves with integral coefficients and reduce modulo various
primes. For example, let E be y? = x(x + 35)(z — 55). Then we have

E mod 5: y* = a3,
F mod 7: y*=22(z +1),
E mod 11: 3? = 2*(x + 2).

S

8]
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The first case is treated in Theorem 2.30 and is called additive reduction.
The second case is split multiplicative reduction and is covered by The-
orem 2.31(1). In the third case, & & Fi1, so we are in the situation of The-
orem 2.31(2). This is called nonsplit multiplicative reduction. For all
primes p > 13, the cubic polynomial has distinct roots mod p, so £ mod p is
nonsingular. This situation is called good reduction.

2.11 Elliptic Curves mod n

In a few situations, we’ll need to work with elliptic curves mod n, where n
is composite. We’ll also need to take elliptic curves over Q and reduce them
mod n, where n is an integer. Both situations are somewhat subtle, as the
following three examples show.

Example 2.7
Let E be given by
v =23 —2+1 (mod 5?).

Suppose we want to compute (1,1) + (21,4). The slope of the line through
the two points is 3/20. The denominator is not zero mod 25, but it is also
not invertible. Therefore the slope is neither infinite nor finite mod 25. If we
compute the sum using the formulas for the group law, the z-coordinate of
the sum is

3\ 2
(2—0> —1-21=00 (mod 25).

But (1,1) 4 (1,24) = oo, so we cannot also have (1,1) + (21,4) = occ. [

Example 2.8
Let FE be given by
y* =2 —2+1 (mod 35).

Suppose we want to compute (1,1) + (26,24). The slope is 23/25, which is
infinite mod 5 but finite mod 7. Therefore, the formulas for the sum yield a
point that is co mod 5 but is finite mod 7. In a sense, the point is partially
at co. We cannot express it in affine coordinates mod 35. One remedy is to
use the Chinese Remainder Theorem to write

E(Z3s) = E(Zs) ® E(Zy)

and then work mod 5 and mod 7 separately. This strategy works well in the
present case, but it doesn’t help in the previous example. (]
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Example 2.9
Let E be given by
v =23 +32x-3

over Q. Suppose we want to compute

571 16379
(1,1) + (ﬁv 6850 )-

Since the points are distinct, we compute the slope of the line through them
in the usual way. This allows us to find the sum. Now consider £ mod 7.
The two points are seen to be congruent mod 7, so the line through them
mod 7 is the tangent line. Therefore, the formula we use to add the points
mod 7 is different from the one used in Q. Suppose we want to show that the
reduction map from E(Q) to F(F7) is a homomorphism. At first, it would
seem that this is obvious, since we just take the formulas for the group law
over Q and reduce them mod 7. But the present example says that sometimes
we are using different formulas over Q and mod 7. A careful analysis shows
that this does not cause problems, but it should be clear that the reduction
map is more subtle than one might guess.

The remedy for the above problems is to develop a theory of elliptic curves
over rings. We follow [74]. The reader willing to believe Corollaries 2.32, 2.33,
and 2.34 can safely skip the details in this section.

Let R be a ring (always assumed to be commutative with 1). A tuple of
elements (x1,22,...) from R is said to be primitive if there exist elements
r1,72, -+ € R such that

T11'1+7“2"E2+'°':1.

When R = Z, this means that ged(z1, z2,...) = 1. When R = Z,,, primitivity
means that ged(n, x1,x2,...) = 1. When R is a field, primitivity means that
at least one of the z; is nonzero. In general, primitivity means that the ideal
generated by x1,xa,... is R. We say that two primitive triples (z,y, z) and
(2,1, 2') are equivalent if there exists a unit u € R* such that

(.9, 2) = (ux, uy, uz)

(in fact, it follows easily from the existence of r, s, ¢ with ra’ + sy’ +tz' =1
that any w satisfying this equation must be a unit). Define 2-dimensional
projective space over R to be

P%(R) = {(x,y,2) € R*| (2,9, 2) is primitive} mod equivalence.

The equivalence class of (z,y, z) is denoted by (x : y : 2).
If R is a field, P?(R) is the same as that defined in Section 2.3. If (x :
y : z) € P?(Q), we can multiply by a suitable rational number to clear
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denominators and remove common factors from the numerators and therefore
obtain a triple of integers with gecd=1. Therefore, P?(Q) and P?(Z) will be
regarded as equal. Similarly, if R is a ring with

ZCRCQ,

then P?(R) = P%(Z).
In order to work with elliptic curves over R, we need to impose two condi-
tions on R.

1. 2¢€ R*

2. If (a;5) is an m x n matrix such that (a11, @12, ..., @my) is primitive and
such that all 2 x 2 subdeterminants vanish (that is, a;jars—a;ear; = 0 for
all 4,4, k,£), then some R-linear combination of the rows is a primitive
n-tuple.

The first condition is needed since we’ll be working with the Weierstrass equa-
tion. In fact, we should add the condition that 3 € R* if we want to change
an arbitrary elliptic curve into Weierstrass form. Note that Z does not satisfy
the first condition. This can be remedied by working with

x

This is a ring. As pointed out above, P?(Z,)) equals P?(Z), so the introduc-
tion of Z) is a minor technicality.

The second condition is perhaps best understood when R is a field. In this
case, the primitivity of the matrix simply means that at least one entry is
nonzero. The vanishing of the 2 x 2 subdeterminants says that the rows are
proportional to each other. The conclusion is that some linear combination
of the rows (in this case, some row itself) is a nonzero vector.

When R = 7Z, the primitivity of the matrix means that the gcd of the
elements in the matrix is 1. Since the rows are assumed to be proportional,
there is a vector v and integers a1, ..., a,, such that the ¢th row is a;v. The
m-tuple (aj,...,am,) must be primitive since the ged of its entries divides the
ged of the entries of the matrix. Therefore, there is a linear combination of
the a;’s that equals 1. This means that some linear combination of the rows
of the matrix is v. The vector v is primitive since the gecd of its entries divides
the ged of the entries of the matrix. Therefore, we have obtained a primitive
vector as a linear combination of the rows of the matrix. This shows that
Z satisfies the second condition. The same argument, slightly modified to
handle powers of 2, shows that Z ) also satisfies the second condition.

In general, condition 2 says that projective modules over R of rank 1 are
free (see [74]). In particular, this holds for local rings, for finite rings, and for
Z5). These suffice for our purposes.

© 2008 by Taylor & Francis Group, LLC



SECTION 2.11 ELLIPTIC CURVES MOD N 67

For the rest of this section, assume R is a ring satisfying 1 and 2. An
elliptic curve FE over R is given by a homogeneous equation
yiz =23 4+ Axz® + B2
with A, B € R such that 443 4+ 2782 € R*. Define
E(R)={(z:y:2) € P(R)|y*2 = 2 + Axz® + B2}

The addition law is defined in essentially the same manner as in Section 2.2,
but the formulas needed are significantly more complicated. To make a long
story short (maybe not so short), the answer is the following.

GROUP LAW
Let (x; : y; @ z;) € E(R) for i = 1,2. Consider the following three sets of
equations:
I
vy = (21y2 — 22y1) (Y122 + y221) + (2122 — T221)Y1Y2
—A(z129 + x221) (X120 — T221) — 3B(x122 — T221)2122
Y3 = —3x122(T1y2 — T2y1) — Y1y2(y122 — y221) — A(1y2 — Tay1) 2122
+A(z122 + 2221) (Y122 — Y221) + 3B(y122 — Y221)2122
2y = 3x122(2122 — 2221) — (Y122 + Y221) (Y122 — Y221)

—I—A(.CIL‘lZQ — .’13221)2’122

II.

x5 = y1y2(r1y2 + Tay1) — Ar122(y122 + Y221)
—A(z1y2 + z2y1) (2122 + 1221) — 3B(21Y2 + T2y1) 2122
—3B(z122 + ®221) (Y122 + y221) + A% (y122 + y221) 2122

vy = ylys 4+ 3Axizl + 9Bxxo (w120 + T221)
— A%z 20(x1 20 + 2w021) — A%x021 (22120 + T221)
—3ABz 120 (2120 + 1221) — (A® +9B?) 2222

25 = 3z1xa(z1y2 + oy1) + Y1y (Y122 + y221) + A(1y2 + T2y1) 2122
+A(z122 + 2221) (Y122 + Y221) + 3B(y122 + Y221)2122

II1.
2y = (x1y2 + 22y1) (T1y2 — T2y1) + Az122(T122 — T221)
+3B(w122 + m221) (2122 — T221) — A% (2122 — T221) 2122
ys = (T1y2 — 22y1)y1y2 — 3AT122(Y122 — Y221)
+A(z1y2 + T2p1) (2122 — X221) + 3B (212 — T2y1) 2122

—3B(z122 + T221) (Y122 — Y221) + A% (Y122 — y221)2122
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2y = —(21y2 + T2y1) (Y122 — Y221) — (T122 — T221)Y1Y2

—A(xlzg =+ $221)(.’E12’2 — .’EQZl) — 3B($1ZQ — $221)2122

Then the matrixz

T3 Y3 23
awiiasviii
T3 Y3 23
is primitive and all 2 X 2 subdeterminants vanish. Take a primitive R-linear

combination (x3,ys, z3) of the rows. Define
(x1:y1:21) + (w2 1 Y2 : 20) = (x3: Y3 : 23).

Also, define

—(x1:y1:21) = (21 —y1 : 21).
Then E(R) is an abelian group under this definition of point addition. The
identity element is (0: 1:0).

For some of the details concerning this definition, see [74]. The equations
are deduced (with a slight correction) from those in [18]. A similar set of
equations is given in [72].

When R is a field, each of these equations can be shown to give the usual
group law when the output is a point in P?(R) (that is, not all three coor-
dinates vanish). If two or three of the equations yield points in P2(R), then
these points are equal (since the 2 x 2 subdeterminants vanish). If R is a ring,
then it is possible that each of the equations yields a nonprimitive output
(for example, perhaps 5 divides the output of I, 7 divides the output of II,
and 11 divides the output of III). If we are working with Z or Z, this is
no problem. Simply divide by the ged of the entries in an output. But in an
arbitrary ring, ged’s might not exist, so we must take a linear combination to
obtain a primitive vector, and hence an element in P?(R).

Example 2.10
Let R = Zs5 and let E be given by

y* =2 —2+1 (mod5?).

Suppose we want to compute (1,1) 4 (21,4), as in Example 2.7 above. Write
the points in homogeneous coordinates as

(r1:y1:21)=(1:1:1), (x2:y2:22)=(21:4:1).
Formulas I, I, I1I yield

(wgvyév Zé) = (57 2370)
(:L"g/,yg’,zg') = (57870)
(x5, 95", 25") = (20,12,0),
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respectively. Note that these are all the same point in P?(Zy5) since
(5,23,0) = 6(5,8,0) = 4(20,12,0).

If we reduce the point (5 : 8 : 0) mod 5, we obtain (0:3:0) = (0:1:0),
which is the point co. The fact that the point is at infinity mod 5 but not
mod 25 is what caused the difficulties in our calculations in Example 2.7.

Example 2.11
Let E be an elliptic curve. Suppose we use the formulas to calculate
(0:1:0)4+(0:1:0).
Formulas I, II, IIT yield
(0,0,0), (0,1,0), (0,0,0),

respectively. The first and third outputs do not yield points in projective
space. The second says that

(0:1:0)+(0:1:0)=(0:1:0).

This is of course the rule co + co = oo from the usual group law on elliptic
curves.

The present version of the group law allows us to work with elliptic curves
over rings in theoretical settings. We give three examples.

COROLLARY 2.32
Let ny and ns be odd integers with ged(ny,ne) = 1. Let E be an elliptic curve
defined over Zy,n,. Then there is a group isomorphism

E(Zp,n,) ~ E(Zy,) © E(Zy,).

PROOF Suppose that E is given by 3%z = 23 4+ Azxz? + Bz with A,B €
Zpin, and 443 +27B? € ZY . Then we can regard A and B as elements of
Z,, and we have 44® +27B?% € Z . Therefore, we can regard E as an elliptic
curve over Z,,, so the statement of the corollary makes sense.

The Chinese remainder theorem says that there is an isomorphism of rings

Zyin, 22y, DLy,

given by
x mod niny «— (x mod ny, x mod ngy).
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This yields a bijection between triples in Z,,,, and pairs of triples, one in
Z,, and one in Z,,. It is not hard to see that primitive triples for Z,,, ,
correspond to pairs of primitive triples in Z,,, and Z,,. Moreover,

v’z =2® + Azz? + B2®  (mod nino)
y?z = 2% + Az2? + B2 (mod ny)
y?z =23 + Az2? + B2 (mod ny)
Therefore, there is a bijection
1/] : E(annz) - E(ZTL1) & E(Zﬂz)

It remains to show that 4 is a homomorphism. Let P, Py € E(Zy,n,) and let
P3; = P, + P,. This means that there is a linear combination of the outputs
of formulas I, II, III that is primitive and yields Ps;. Reducing all of these
calculations mod n; (for ¢ = 1,2) yields exactly the same result, namely the
primitive point P3 (mod n;) is the sum of P; (mod n;) and P (mod n;).
This means that ¢¥(P3) = ¥(Py) + ¥(P;), so ¢ is a homomorphism.

COROLLARY 2.33
Let E be an elliptic curve over Q given by
> =234+ Az + B

with A, B € Z. Letn be a positive odd integer such that ged(n, 4A3+27B?) =
1. Represent the elements of E(Q) as primitive triples (x :y : z) € P?(Z).
The map

red, : E(Q) — E(Z,)
(x:y:2) — (z:y:2) (modn)

is a group homomorphism.
PROOF If P, P, € E(Q) and P; + P> = P5, then Pj5 is a primitive point

that can be expressed as a linear combination of the outputs of formulas I, II,
ITI. Reducing all of the calculations mod n yields the result.

Corollary 2.33 can be generalized as follows.

COROLLARY 2.34
Let R be a ring and let I be an ideal of R. Assume that both R and R/I
satisfy conditions (1) and (2) on page 66. Let E be given by

yiz = 2% + Azz? + B2?
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with A, B € R and assume there exists 1 € R such that
(4A% +27B*)r —1 € I.
Then the map

red; : E(R) — E(R/I)
(x:y:2) — (x:y:2z) modl

is a group homomorphism.

PROOF The proof is the same as for Corollary 2.33, with R in place of
Z and mod I in place of mod n. The condition that (443 +27B%)r —1 € I
for some 7 is the requirement that 443 + 27B? is a unit in R/I, which was

required in the definition of an elliptic curve over the ring R/I. |

Exercises

2.1 (a) Show that the constant term of a monic cubic polynomial is the
negative of the product of the roots.

(b) Use (a) to derive the formula for the sum of two distinct points
P1, P, in the case that the z-coordinates x; and x5 are nonzero, as
in Section 2.2. Note that when one of these coordinates is 0, you
need to divide by zero to obtain the usual formula.

2.2 The point (3,5) lies on the elliptic curve E : y? = 23 — 2, defined over
Q. Find a point (not oo) with rational, nonintegral coordinates in (Q).

2.3 The points P = (2,9), Q = (3,10), and R = (—4, —3) lie on the elliptic
curve B : 3?2 = 23 4 73.
(a) Compute P+ Q and (P + Q) + R.

(b) Compute Q + R and P + (@ + R). Your answer for P + (Q + R)
should agree with the result of part (a). However, note that one
computation used the doubling formula while the other did not use
it.

2.4 Let E be the elliptic curve y?> = 23 — 34z + 37 defined over Q. Let
P =(1,2) and Q = (6,7).

(a) Compute P + Q.
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(b) Note that P = @Q (mod 5). Compute 2P on E mod 5. Show that
the answer is the same as (P+@Q) mod 5. Observe that since P = @,
the formula for adding the points mod 5 is not the reduction of the
formula for adding P+(). However, the answers are the same. This
shows that the fact that reduction mod a prime is a homomorphism
is subtle, and this is the reason for the complicated formulas in
Section 2.11.

2.5 Let (z,y) be a point on the elliptic curve E given by y? = 23 + Az + B.
Show that if y = 0 then 32% + A # 0. (Hint: What is the condition for
a polynomial to have x as a multiple root?)

2.6 Show that three points on an elliptic curve add to oo if and only if they
are collinear.

2.7 Let C be the curve u? 4+ v? = ¢? (1 + duzvz), as in Section 2.6.3. Show
that the point (¢, 0) has order 4.

2.8 Show that the method at the end of Section 2.2 actually computes kP.
(Hint: Use induction on the length of the binary expansion of k. If
k = ko + 2ky + 4ks + - - - + 2%ay, assume the result holds for k' = ko +
2k1 + dkg + -+ 27 Ya,q)

29 If P = (x,y) # oo is on the curve described by (2.1), then —P is the
other finite point of intersection of the curve and the vertical line through
P. Show that —P = (x, —a1x — az — y). (Hint: This involves solving
a quadratic in y. Note that the sum of the roots of a monic quadratic
polynomial equals the negative of the coefficient of the linear term.)

2.10 Let R be the real numbers. Show that the map (z,y,2) — (z : y : 2)
gives a two-to-one map from the sphere z2 + 3% + 22 =1 in R? to P%.
Since the sphere is compact, this shows that P% is compact under the
topology inherited from the sphere (a set is open in P% if and only if
its inverse image is open in the sphere).

2.11 (a) Show that two lines a1z + b1y + c1z2 = 0 and agx + boy + c2z = 0

in two-dimensional projective space have a point of intersection.
(b) Show that there is exactly one line through two distinct given points
in P%(.
2.12 Suppose that the matrix
ay by
M = a9 bg
as b3
has rank 2. Let (a, b, c) be a nonzero vector in the left nullspace of M,
so (a,b,c)M = 0. Show that the parametric equations

T =a1u+bv, y=asu+bw, 2z=asu-+ bsv,
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describe the line az + by + cz = 0 in P%. (It is easy to see that the
points (x : y : 2) lie on the line. The main point is that each point on
the line corresponds to a pair (u,v).)

2.13 (a) Put the Legendre equation y?> = z(z — 1)(z — \) into Weierstrass
form and use this to show that the j-invariant is

‘_QS(AQ—A+1)3
ITE T 1)

(b) Show that if j # 0,1728 then there are six distinct values of A
giving this j, and that if A is one such value then the full set is
1 1 AA—1

A l— A :
O St par s a

(¢) Show that if j = 1728 then A = —1,2,1/2, and if j = 0 then
A —=A+1=0.

2.14 Consider the equation u? — v? = 1, and the point (ug,vg) = (1,0).
(a) Use the method of Section 2.5.4 to obtain the parameterization

m2 +1 2m
U= ————) V= ——.
m2—1’ m?2 —1

2

(b) Show that the projective curve u? — v? = w? has two points at

infinity, (1:1:0) and (1: —1:0).

(¢) The parameterization obtained in (a) can be written in projective
coordinates as (u: v :w) = (m?+1:2m:m?—1) (or (m? +n?:
2mn : m? — n?) in a homogeneous form). Show that the values
m = +1 correspond to the two points at infinity. Explain why this
is to be expected from the graph (using real numbers) of u?—v? = 1.
(Hint: Where does an asymptote intersect a hyperbola?)

2.15 Suppose (ug,vo, wo) = (ug, 0, 0) lies in the intersection
av? + b’ =e, cu?+dw? = 7.

(a) Show that the procedure of Section 2.5.4 leads to an equation of
the form “square = degree 2 polynomial in m.”

(b) Let F = au®? + bv? = e and G = cu? + dw? = f. Show that the

F, F, Fy,

Gy Gy Gy

rank is less than 2, this means that the point is a singular point.

Jacobian matrix at (ug,0,0) has rank 1. Since the

2.16 Show that the cubic equation x> 4+ > = d can be transformed to the
elliptic curve y7 = x% — 432d°.
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2.17 (a) Show that (z,y) — (z,—y) is a group homomorphism from E to
itself, for any elliptic curve in Weierstrass form.

(b) Show that (x,y) — (Cx,—y), where ¢ is a nontrivial cube root of
1, is an automorphism of the elliptic curve y? = 23 + B.

(c) Show that (x,y) — (—x,4y), where i> = —1, is an automorphism
of the elliptic curve y? = 23 + Axz.

2.18 Let K have characteristic 3 and let E be defined by y? = 23 4 asz? +

a4z + ag. The j-invariant in this case is defined to be
ag

j =
a3a? — adag — a3

(this formula is false if the characteristic is not 3).

(a) Show that either as # 0 or ayq # 0 (otherwise, the cubic has a triple
root, which is not allowed).

(b) Show that if ay # 0, then the change of variables 1 = x — (a4/a2)
yields an equation of the form y? = x3 + abz? + aj. This means
that we may always assume that exactly one of as and ay4 is 0.

(c) Show that if two elliptic curves y? = 23 + as2? + ag and y? =
23 + ajx® + ajy have the same j-invariant, then there exists p € K -
such that a}, = p?as and ay = plag.

(d) Show that if y?> = 2% + asx + ag and y? = 23 + a)j2? + af are
two elliptic curves (in characteristic 3), then there is a change of
variables y — ay, x — bx + ¢, with a,b € K and ¢ € K, that
changes one equation into the other.

(e) Observe that if az = 0 then j = 0 and if a4 = 0 then j = —a3/as.
Show that every element of K appears as the j-invariant of a curve
defined over K.

(f) Show that if two curves have the same j-invariant then there is a
change of variables over K that changes one into the other.

2.19 Let a(x,y) = (p(x)/q(z), y-s(z)/t(z)) be an endomorphism of the ellip-
tic curve E given by y? = 23 + Az + B, where p, ¢, s,t are polynomials
such that p and ¢ have no common root and s and ¢ have no common
root.

(a) Using the fact that (z,y) and «(z,y) lie on E, show that
(2 + Az + B) s(x)?  u(x)
t(x)? ql@)?

for some polynomial u(x) such that ¢ and « have no common root.
(Hint: Show that a common root of u and ¢ must also be a root of

-)
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(b) Suppose t(xg) = 0. Use the facts that 23 + Az + B has no multiple
roots and all roots of 2 are multiple roots to show that g(zo) = 0.
This shows that if g(z¢) # 0 then oz, yo) is defined.

2.20 Consider the singular curve y?> = 23 + az? with a # 0. Let y = ma
be a line through (0,0). Show that the line always intersects the curve
to order at least 2, and show that the order is 3 exactly when m? = a.
This may be interpreted as saying that the lines y = ++/ax are the two

tangents to the curve at (0,0).

2.21 (a) Apply the method of Section 2.5.4 to the circle u? + v? = 1 and
the point (—1,0) to obtain the parameterization

1 —¢2 2t

YTire YT i

(b) Suppose x,y, z are integers such that x> +y? = 22, ged(x,y,2) = 1,
and x is even. Use (a) to show that there are integers m,n such

that

T =2mn, y:mz—n2, z=m?+n?

Also, show that ged(z,y,z) = 1 implies that ged(m,n) = 1 and
that m Z n (mod 2).

2.22 Let p(x) and ¢(x) be polynomials with no common roots. Show that

A (p@) _
dr \ q(z)
(that is, the identically O rational function) if and only if both p/(z) = 0

and ¢'(z) = 0. (If p or ¢ is nonconstant, then this can happen only in
positive characteristic.)

2.23 Let E be given by 32 = 23+ Az + B over a field K and let d € K*. The
twist of E by d is the elliptic curve E(®) given by y? = z° + Ad%z + Bd®.
(a) Show that j(E@) = j(E).
(b) Show that E@ can be transformed into E over K (v/d).
(c) Show that E(? can be transformed over K to the form dy} =
3+ Axy + B.

2.24 Let «, 8 € Z be such that ged(a, 8) = 1. Assume that « = —1 (mod 4)
and 3 =0 (mod 32). Let E be given by y* = z(z — o)(z — j3).

(a) Let p be prime. Show that the cubic polynomial z(z — «)(z — )
cannot have a triple root mod p.
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(b) Show that the substitution
x =4dx1, y=238y1 +4n

changes F into Ej, given by

—f-a af
y?—kxlyl:x?—%f +—x1

(¢) Show that the reduction mod 2 of the equation for Ej is
yi + iy = 25 + ea

for some e € Fy. This curve is singular at (0, 0).

(d) Let « be a constant and consider the line y; = yx;. Show that if
7?2 + v = e, then the line intersects the curve in part (c) to order
3, and if 42 + v # e then this line intersects the curve to order 2.

(e) Show that there are two distinct values of v € Fy such that v2++ =
e. This implies that there are two distinct tangent lines to the curve
E; mod 2 at (0,0), as in Exercise 2.20.

We take the property of part (e) to be the definition of multiplicative
reduction in characteristic 2. Therefore, parts (a) and (e) show that
the curve F; has good or multiplicative reduction at all primes. A
semistable elliptic curve over Q is one that has good or multiplicative
reduction at all primes, possibly after a change of variables (over Q)
such as the one in part (b). Therefore, E is semistable. See Section 15.1
for a situation where this fact is used.
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Chapter 3

Torsion Points

The torsion points, namely those whose orders are finite, play an important
role in the study of elliptic curves. We’ll see this in Chapter 4 for elliptic
curves over finite fields, where all points are torsion points, and in Chapter
8, where we use 2-torsion points in a procedure known as descent. In the
present chapter, we first consider the elementary cases of 2- and 3-torsion,
then determine the general situation. Finally, we discuss the important Weil
and Tate-Lichtenbaum pairings.

3.1 Torsion Points

Let E be an elliptic curve defined over a field K. Let n be a positive integer.
We are interested in

E[n)={P € E(K) |nP = x}

(recall that K = algebraic closure of K). We emphasize that E[n] contains
points with coordinates in K, not just in K.

When the characteristic of K is not 2, E can be put in the form y? = cubic,
and it is easy to determine F[2]. Let

y? = (z —e1)(x — ex)(x — e3),

with e, ez, e3 € K. A point P satisfies 2P = oo if and only if the tangent line
at P is vertical. It is easy to see that this means that y = 0, so

E[2} = {OO, (6170)7 (6270)7 (6350)}'
As an abstract group, this is isomorphic to Zs & Zs.
The situation in characteristic 2 is more subtle. In Section 2.8 we showed

that F can be assumed to have one of the following two forms:

(I) P +ay+a®+ar®+as=0 or (II) y*+asy+2®+asx+ag=0.

7
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In the first case, ag # 0 and in the second case, az # 0 (otherwise the curves
would be singular). If P = (x,y) is a point of order 2, then the tangent at
P must be vertical, which means that the partial derivative with respect to
y must vanish. In case I, this means that x = 0. Substitute z = 0 into (I)
to obtain 0 = y? + ag = (y + \/as)?. Therefore (0, /ag) is the only point of
order 2 (square roots are unique in characteristic 2), so

E[2) = {o0, (0, v/a5)}.

As an abstract group, this is isomorphic to Zs.
In case II, the partial derivative with respect to y is ag # 0. Therefore,
there is no point of order 2, so

E[2] = {co}.

We summarize the preceding discussion as follows.

PROPOSITION 3.1
Let E be an elliptic curve over a field K. If the characteristic of K is not 2,
then

If the characteristic of K is 2, then
E[2] ~0 or Zs.

Now let’s look at E[3]. Assume first that the characteristic of K is not 2
or 3, so that E can be given by the equation y?> = x> + Az + B. A point P
satisfies 3P = oo if and only if 2P = —P. This means that the z-coordinate
of 2P equals the z-coordinate of P (the y-coordinates therefore differ in sign;
of course, if they were equal, then 2P = P, hence P = c0). In equations, this
becomes
322+ A

2y
Using the fact that y? = 2% + Az + B, we find that

m? —2x =2z, where m =

(322 + A)? = 122(2® + Az + B).
This simplifies to
32* + 642> + 12Bx — A* = 0.
The discriminant of this polynomial is —6912(4 A3 +27B2%)%, which is nonzero.
Therefore the polynomial has no multiple roots. There are 4 distinct values
of z (in K), and each z yields two values of y, so we have eight points of order

3. Since oo is also in E[3], we see that E[3] is a group of order 9 in which
every element is 3-torsion. It follows that
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The case where K has characteristic 2 is Exercise 3.2.

Now let’s look at characteristic 3. We may assume that E has the form
y? = 23 + ag2? 4 a4 + ag. Again, we want the x-coordinate of 2P to equal
the x-coordinate of P. We calculate the z-coordinate of 2P by the usual
procedure and set it equal to the z-coordinate x of P. Some terms disappear

because 3 = 0. We obtain

(2@233 +ay

2
% ) —as = 3x =0.

This simplifies to (recall that 4 = 1)
a2x3 + asag — aZ =0.

Note that we cannot have as = a4 = 0 since then 2 + ag = (v + aé/3)3 has
multiple roots, so at least one of as, a4 is nonzero.

If a; = 0, then we have —a? = 0, which cannot happen, so there are no
values of z. Therefore E[3] = {oo} in this case.

If ap # 0, then we obtain an equation of the form az (23 +a) = 0, which has
a single triple root in characteristic 3. Therefore, there is one value of z, and
two corresponding values of y. This yields 2 points of order 3. Since there
is also the point co, we see that E[3] has order 3, so F[3] ~ Z3 as abstract
groups.

The general situation is given by the following.

THEOREM 3.2
Let E be an elliptic curve over a field K and let n be a positive integer. If
the characteristic of K does not divide n, or is 0, then

Eln| ~Z, & Z,.
If the characteristic of K is p > 0 and p|n, write n = p"n’ with ptn’. Then

En]~Z, ®Z, or Z,®Zy,.

The theorem will be proved in Section 3.2.

An elliptic curve E in characteristic p is called ordinary if E[p] ~ Z,. It
is called supersingular if E[p] ~ 0. Note that the terms “supersingular”
and “singular” (as applied to bad points on elliptic curves) are unrelated.
In the theory of complex multiplication (see Chapter 10), the “singular” j-
invariants are those corresponding to elliptic curves with endomorphism rings
larger than Z, and the “supersingular” j-invariants are those corresponding to
elliptic curves with the largest possible endomorphism rings, namely, orders
in quaternion algebras.

Let n be a positive integer not divisible by the characteristic of K. Choose
a basis {31, 82} for E[n| ~ Z,,®Z,,. This means that every element of E[n] is
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expressible in the form mq 3, + mo with integers my, mo. Note that my,mo

are uniquely determined mod n. Let a: E(K) — E(K) be a homomorphism.
Then « maps E[n] into E[n]. Therefore, there are a, b, ¢, d € Z,, such that

a(f1) =af + cf2, a(B2) =b01 + dbs.

Therefore each homomorphism « : E(K) — E(K) is represented by a 2 x 2

matrix
_(ab
an=\_4]

Composition of homomorphisms corresponds to multiplication of the corre-
sponding matrices.

In many cases, the homomorphism « will be taken to be an endomorphism,
which means that it is given by rational functions (see Section 2.9). But «
can also come from an automorphism of K that fixes K. This leads to the im-
portant subject of representations of Galois groups (that is, homomorphisms
from Galois groups to groups of matrices).

Example 3.1
Let E be the elliptic curve defined over R by 3% = 23 — 2, and let n = 2.
Then

Bl2) = {oo, (2'/%,0), (2'/%,0), (¢22/%, )},

where ( is a nontrivial cube root of unity. Let
B =(212,0), B2 = (¢2"%,0).

Then {31, B2} is a basis for E[2], and 3 = ((?2'/3,0) = £1 + fo.

Let o : E(C) — E(C) be complex conjugation: «(z,y) = (T,y), where
the bar denotes complex conjugation. It is easy to verify that « is a homo-
morphism. In fact, since all the coefficients of the formulas for the group
law have real coefficients, we have P, + P, = P; + P,. This is the same as
a(Py) + a(Py) = a(Py + P;). We have

a(f)=1-p1+0-F2, aB2)=03=1-p1+1-fa.
Therefore we obtain the matrix as = <(1) i) Note that a o « is the identity,

which corresponds to the fact that a3 is the identity matrix mod 2. 0

3.2 Division Polynomials

The goal of this section is to prove Theorem 3.2. We’ll also obtain a few
other results that will be needed in proofs in Section 4.2.
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In order to study the torsion subgroups, we need to describe the map on
an elliptic curve given by multiplication by an integer. As in Section 2.9, this
is an endomorphism of the elliptic curve and can be described by rational
functions. We shall give formulas for these functions.

We start with variables A, B. Define the division polynomials v, €

Z[z,y, A, B] by
o =0
P =1
Po = 2y

3 = 3zt 4+ 6Ax% + 12Bx — A?
Yy = 4y(a® + 5Az* +20Ba® — 5A%2? — 4ABx — 8B? — A3)
Voms1 = Ymi2Vh, — Ymo193, 4 for m > 2
Vom = (29) " (m) (U202, 1 — U202 4q) for m > 3.

LEMMA 3.3
ty is a polynomial in Z[x,y?, A, B] when n is odd, and 1, is a polynomial
in 2yZz,y?, A, B] when n is even.

PROOF The lemma is true for n < 4. Assume, by induction, that it holds
for all n < 2m. We may assume that 2m > 4, so m > 2. Then 2m > m + 2,
so all polynomials appearing in the definition of 1, satisfy the induction
assumptions. If m is even, then 1,,, ¥m 12, m—_2 are in 2yZ[z, y?, A, B], from
which it follows that s, is in 2yZ[z, y?, A, B]. If m is odd, then ,,_; and
PYmy1 are in 2yZ[x,y?, A, B], so again we find that g, is in 2yZ[z, 32, A, B].
Therefore, the lemma holds for n = 2m. Similarly, it holds for n = 2m + 1.

Define polynomials

Pm = 1”/’7217 - ¢m+11/1m—1
Wm = (4y)_1(wm+2"/}3@—1 - wm—Qwan-i-l)'

LEMMA 3.4
bn € Z[z,y?, A, B] for all n. If n is odd, then w, € yZlx,y* A, B]. If n is
even, then w, € Z[z,y* A, B].

PROOF If n is odd, then v, and v, _; are in yZ[z,y?, A, B], so their
product is in Z[x,y?, A, B]. Therefore, ¢,, € Z[x,y?, A, B]. If n is even, the
proof is similar.

The facts that y~lw, € Zlx,y?% A, B] for odd n and w, € %Z[x,y2,A, B
for even n follow from Lemma 3.3, and these are all that we need for future
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applications. However, to get rid of the extra 2 in the denominator, we proceed
as follows. Induction (treating separately the various possibilities for n mod
4) shows that

¥, = (22 + A)("Z_l)/4 (mod 2)  when n is odd

and

(2y) "

(g) (2® + A)(7L2_4)/4 (mod 2)  when n is even.

A straightforward calculation now yields the lemma. |

We now consider an elliptic curve
E: y>’=a2>+Ax+ B, 4A34+27B%?+#£0.

We don’t specify what ring or field the coefficients A, B are in, so we continue
to treat them as variables. We regard the polynomials in Z[z,y?, A, B] as
polynomials in Z[z, A, B] by replacing y? with 2® + Az + B. Therefore, we
write ¢, (z) and 92 (z). Note that v, is not necessarily a polynomial in z
alone, while 92 is always a polynomial in .

LEMMA 3.5

on(z) = 2™ + lower degree terms

P2 (x) = n2z™ =1+ lower degree terms

PROOF In fact, we claim that

o = y(nz(”2*4)/2 +---) ifniseven
T na®™ /2 4 if s odd.

This is proved by induction. For example, if n = 2m + 1 with m even, then
the leading term of vy, 1293, is

(m+2)2-4 | 3m2_12
f‘kf

(m + 2)m3ytz
Changing y* to (23 + Az + B)? yields

(2m+1)2-1
2 .

(m + 2)m3z
Similarly, the leading term of ¢m71¢§n+1 is

@2m+1)2-1
2

(m —1)(m+1)%z
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Subtracting and using the recursion relation shows that the leading term of
Yam+1 1 as claimed in the lemma. The other cases are treated similarly.

We can now state the main theorem.

THEOREM 3.6
Let P = (x,y) be a point on the elliptic curve y*> = x® + Ax + B (over some
field of characteristic not 2), and let n be a positive integer. Then

- (G ey

Vn (@) n(z,y)?

The proof will be given in Section 9.5.

COROLLARY 3.7

Let E be an elliptic curve. The endomorphism of E given by multiplication

by n has degree n?.

PROOF From Lemma 3.5, we have that the maximum of the degrees of

the numerator and denominator of ¢, (x)/12(z) is n?. Therefore, the degree

of the endomorphism is n? if this rational function is reduced, that is, if ¢, ()

and 12 (x) have no common roots. We’ll show that this is the case. Suppose

not. Let n be the smallest index for which they have a common root.
Suppose n = 2m is even. A quick calculation shows that

¢o(z) = 2* — 2A2% — 8Bx + A%

Computing the z-coordinate of 2m(x,y) in two steps by multiplying by m
and then by 2, and using the fact that

Y3 = 4y? = 4(2® + Az + B),

we obtain

¢2m _ ¢2(¢m/w3n)

V3 V3(dm/VE)
_ O — 2490 ¥y, — 8Bomiy, + A%y,
(4285, + Admp, + BYUS,)

U

= 5
where U and V are the numerator and denominator of the preceding expres-
sion. To show U and V have no common roots, we need the following.
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LEMMA 3.8
Let A = 443 + 27B? and let

) =2t — 242%2% — 8Baz® + A%2*
) = 4z(x + Azz® + B2%)
r,2) = 12022 + 16423
)
)
)

—3A%(A% +8B%)2°,
Ffi —Gg1 = 4A2" and Ffo + Ggo = 4A2".

PROOF This is verified by a straightforward calculation. Where do these
identities come from? The polynomials F(z,1) and G(x,1) have no common
roots, so the extended Euclidean algorithm, applied to polynomials, finds
polynomials fi(x), g1(x) such that F(z, 1) f1(z)+ G(z,1)g1(z) = 1. Changing
x to x/z, multiplying by 27 (to make everything homogeneous), then multi-
plying by 4A to clear denominators yields the first identity. The second is
obtained by reversing the roles of x and z.

The lemma implies that

U f1(ém,¥2) =V - g1(dm,¥2,) = 4L1A
U fo(@m, ¥2) + V- ga(dm,12,) = 467 A.

If U,V have a common root, then so do ¢, and 12,. Since n = 2m is the first
index for which there is a common root, this is impossible.

It remains to show that U = ¢g,, and V = 93,,. Since U/V = ¢o,, /13,
and since U,V have no common root, it follows that ¢o,, is a multiple of U
and 13, is a multiple of V. A quick calculation using Lemma 3.5 shows that

U = 2% + lower degree terms.

Lemma 3.5 and the fact that ¢, is a multiple of U imply that ¢o,, = U.
Therefore, V = 43,,. It follows that ¢, and 13, have no common roots.

Now suppose that the smallest index n such that there is a common root is
odd: n =2m + 1. Let r be a common root of ¢, and 2. Since

On = I%//Z — Yn—1¥ny1,

and since ¥,41¢,—1 is a polynomial in z, we have (¢Yni1¢n_1)(r) = 0.
But 2., are polynomials in # and their product vanishes at 7. Therefore
Y2, 5(r) =0, where 4 is either 1 or —1.
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Since n is odd, both v,, and 1,425 are polynomials in . Moreover,

(1/}n7/]n+26)2 = ¢Z¢i+26

vanishes at r. Therefore 1,1, 125 vanishes at r. Since

2
¢n+5 = an+5 - 1/}71,7/}71-&-2(55

we find that ¢,44(r) = 0. Therefore, ¢4 and wZ_H; have a common root.
Note that n + § is even.

When considering the case that n is even, we showed that if ¢, and 13,
have a common root, then ¢,, and 12, have a common root. In the present
case, we apply this to 2m = n + §. Since n is assumed to be the smallest
index for which there is a common root, we have

)
n—Q&— >n

This implies that n = 1. But clearly ¢; = = and 97 = 1 have no common
roots, so we have a contradiction.

This proves that ¢,, and 12 have no common roots in all cases. Therefore,
as pointed out at the beginning of the proof, the multiplication by n map has
degree n?. This completes the proof of Corollary 3.7.

Recall from Section 2.9 that if a(z,y) = (R(z), yS(x)) is an endomorphism
of an elliptic curve E, then « is separable if R'(z) is not identically 0. Assume
n is not a multiple of the characteristic p of the field. From Theorem 3.6 we
see that the multiplication by n map has

2

n2xn271+,,,'

R(z) =

The numerator of the derivative is 222" =24 .- £ 0, so R'(x) # 0. Therefore,
multiplication by n is separable. From Corollary 3.7 and Proposition 2.21,
Eln], the kernel of multiplication by n, has order n?. The structure theorem
for finite abelian groups (see Appendix B) says that E[n] is isomorphic to

an@zn2®@znk7

for some integers ny,na, . .., ng with n;|n; 1 for alli. Let £ be a prime dividing
ny. Then £|n; for all i. This means that E[¢] C E[n] has order ¢*. Since we
have just proved that E[¢] has order £2, we must have k& = 2. Multiplication by
n annihilates E[n] ~ Z,, ® Zy,, so we must have na|n. Since n? = #E[n] =
nineg, it follows that ny = ny = n. Therefore,

Enl~72,8%Z,

when the characteristic p of the field does not divide n.
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It remains to consider the case where p|n. We first determine the p-power
torsion on F. By Proposition 2.28, multiplication by p is not separable. By
Proposition 2.21, the kernel E[p] of multiplication by p has order strictly less
than the degree of this endomorphism, which is p? by Corollary 3.7. Since
every element of E[p] has order 1 or p, the order of E[p] is a power of p, hence
must be 1 or p. If E[p] is trivial, then E[p*] must be trivial for all k. Now
suppose E[p| has order p. We claim that E[p*] ~ Z,. for all k. It is easy to
see that E[p*] is cyclic. The hard part is to show that the order is p*, rather
than something smaller (for example, why can’t we have E[p*] = E[p| ~ Z,
for all k?). Suppose there exists an element P of order p/. By Theorem 2.22,
multiplication by p is surjective, so there exists a point Q with pQQ = P. Since

PQ=p'P#oc but pTQ=pP =0,

Q@ has order p/+1. By induction, there are points of order p* for all k. There-
fore, E[p*] is cyclic of order p*.
We can now put everything together. Write n = p"n’ with » > 0 and p{n'.
Then
E[n] ~ E[n'] ® E[p"].

We have E[n'] ~ Z,, ® Z,,, since p t n’. We have just showed that E[p"] ~
0 or Z,. Recall that
Zn/ D Zp'r ~ Zn’p’" ~ Zn

(see Appendix A). Therefore, we obtain
E[n] ~Z, L, or Z,DZL,.

This completes the proof of Theorem 3.2. |

3.3 The Weil Pairing

The Weil pairing on the n-torsion on an elliptic curve is a major tool in the
study of elliptic curves. For example, it will be used in Chapter 4 to prove
Hasse’s theorem on the number of points on an elliptic curve over a finite
field. It will be used in Chapter 5 to attack the discrete logarithm problem
for elliptic curves. In Chapter 6, it will be used in a cryptographic setting.

Let E be an elliptic curve over a field K and let n be an integer not divisible
by the characteristic of K. Then E[n] ~ Z,, & Z,,. Let

pn ={z € K|2" =1}

be the group of nth roots of unity in K. Since the characteristic of K does
not divide n, the equation ™ = 1 has no multiple roots, hence has n roots in
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K. Therefore, p, is a cyclic group of order n. Any generator ¢ of p, is called
a primitive nth root of unity. This is equivalent to saying that ¢*¥ = 1 if
and only if n divides k.

THEOREM 3.9
Let E be an elliptic curve defined over a field K and let n be a positive integer.
Assume that the characteristic of K does not divide n. Then there is a pairing

en : Eln] x E[n] — n,
called the Weil pairing, that satisfies the following properties:
1. e, s bilinear in each variable. This means that
en(sl + 327 T) = en(Sh T)en(S27 T)
and
en(S7 Tl + TQ) = en(S7 Tl)en(S7 TZ)
fOT’ all S, Sl, SQ, T, Tl, T2 S E[Tl}

2. e, is nondegenerate in each variable. This means that if e, (S,T) = 1
for all T € En] then S = oo and also that if e,(S,T) = 1 for all
S € E[n] then T = .

3. en(T,T) =1 for all T € E[n].
4. en(T,8) = e,(S,T)"! for all S,T € Eln].
5. en(08,0T) = o(e,(S,T)) for all automorphisms o of K such that o is

the identity map on the coefficients of E (if E is in Weierstrass form,
this means that c(A) = A and o(B) = B).

6. en(a(S),(T)) = en(S,T)%e) for all separable endomorphisms o of
E. If the coefficients of E lie in a finite field F,, then the statement
also holds when o is the Frobenius endomorphism ¢q. (Actually, the
statement holds for all endomorphisms «, separable or not. See [38].)

The proof of the theorem will be given in Chapter 11. In the present section,
we’ll derive some consequences.

COROLLARY 3.10
Let {T1, T2} be a basis of En]. Then e,(T1,Ts) is a primitive nth root of
unity.

PROOF  Suppose e,(T1,T:) = ¢ with (¢ = 1. Then e,(T},dTy) = 1.
Also, e, (Ty,dTy) = e, (T, T2)? = 1 (by (1) and (3)). Let S € E[n]. Then
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S = a1 + b1y for some integers a,b. Therefore,
en(S,dTs) = e, (Ty,dTs) e, (To, dT3)" = 1.

Since this holds for all S, (2) implies that dT5 = oo. Since dT» = oo if and
only if n|d, it follows that ¢ is a primitive nth root of unity.

COROLLARY 3.11
If E[n] C E(K), then p, C K.

REMARK 3.12  Recall that points in E[n] are allowed to have coordinates
in K. The hypothesis of the corollary is that these points all have coordinates
in K.

PROOF Let o be any automorphism of K such that o is the identity on
K. Let Ty, T3 be a basis of E[n]. Since Ty, T» are assumed to have coordinates
in K, we have 0Ty =Ty and 0Ty = T5. By (5),

¢ =en(T1,T2) = en(0T1,0T2) = o(en(T1,12)) = o(C).

The fundamental theorem of Galois theory says that if an element x € K is
fixed by all such automorphisms o, then = € K. Therefore, ( € K. Since ¢
is a primitive nth root of unity by Corollary 3.10, it follows that u, C K.
(Technical point: The fundamental theorem of Galois theory only implies
that ¢ lies in a purely inseparable extension of K. But an nth root of unity
generates a separable extension of K when the characteristic does not divide
n, so we conclude that ¢ € K.)

COROLLARY 3.13
Let E be an elliptic curve defined over Q. Then En] € E(Q) for n > 3.

PROOF If E[n] C E(Q), then u, C Q, which is not the case when n > 3.
i

REMARK 3.14 When n = 2, it is possible to have E[2] C E(Q). For
example, if F is given by y? = x(x — 1)(z + 1), then

E[Q} = {OO, (070)7 (L 0)7 (717 0)}

If n=3,4,5,6,7,8,9,10,12, there are elliptic curves E defined over Q that
have points of order n with rational coordinates. However, the corollary says
that it is not possible for all points of order n to have rational coordinates for
these n. The torsion subgroups of elliptic curves over Q will be discussed in
Chapter 8.
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We now use the Weil pairing to deduce two propositions that will be used in
the proof of Hasse’s theorem in Chapter 4. Recall that if o is an endomorphism

ab
cd
action of « on a basis {T1,T»} of E[n].

of E, then we obtain a matrix a,, = ) with entries in Z,,, describing the

PROPOSITION 3.15

Let a be an endomorphism of an elliptic curve E defined over a field K.
Let n be a positive integer not divisible by the characteristic of K. Then

det(a,) = deg(a) (mod n).

PROOF By Corollary 3.10, ¢ = e, (T, T3) is a primitive nth root of unity.
By part (6) of Theorem 3.9, we have

¢1e8(®) — ¢ (a(Ty), (T)) = en(aTy + Ty, bTy + dT)

= en(T17 Tl)aben(Tlv TQ)aden(T27 Tl)Cbe’n,(T27 TQ)Cd
_ Cad—bc7

by the properties of the Weil pairing. Since ( is a primitive nth root of unity,
deg(a) = ad — be (mod n).

As we’ll see in the proof of the next result, Proposition 3.15 allows us to
reduce questions about the degree to calculations with matrices. Both Propo-
sition 3.15 and Proposition 3.16 hold for all endomorphisms, since part (6)
of Theorem 3.9 holds in general. However, we prove part (6) only for sepa-
rable endomorphisms and for the Frobenius map, which is sufficient for our
purposes. We'll state Proposition 3.16 in general, and the proof is sufficient
for separable endomorphisms and for all endomorphisms of the form r + s¢,
with arbitrary integers r, s.

Let o and 8 be endomorphisms of E and let a, b be integers. The endomor-
phism aa + bg3 is defined by

(ac + bB)(P) = aa(P) + bB(P).

Here aa(P) means multiplication on E of a(P) by the integer a. The result
is then added on E to b3(P). This process can all be described by rational
functions, since this is true for each of the individual steps. Therefore aa+ b3
is an endomorphism.

PROPOSITION 3.16

deg(aa + bB) = a® deg a + b? deg 8 + ab(deg(a + ) — deg o — deg 3).
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PROOF Let n be any integer not divisible by the characteristic of K.
Represent « and 3 by matrices «,, and §, (with respect to some basis of
E[n]). Then aa,, +bf,, gives the action of aa+ b3 on E[n]. A straightforward
calculation yields

det(aa,, +bB,) = a® det ay,, + b* det 3, + ab(det (v, + () — det o, — det 5,)
for any matrices «,, and 3, (see Exercise 3.4). Therefore

deg(aa + b3) =
a® deg o + b? deg 8 + ab(deg(a + B) — degar — deg 3)  (mod n).

Since this holds for infinitely many n, it must be an equality. |

3.4 The Tate-Lichtenbaum Pairing

Starting from the Weil pairing, it is possible to define a pairing that can be
used in cases where the full n-torsion is not available, so the Weil pairing does
not apply directly. The approach used in this section was inspired by work of
Schaefer [96].

THEOREM 3.17

Let E be an elliptic curve over F,. Let n be an integer such that nlg — 1.
Denote by E(F,)[n] the elements of E(Fy) of order dividing n, and let pi,, =
{r € Fy|a" =1}. Let P € E(F,)[n] and Q € E(F,) and choose R € E(F,)
satisfying nR = Q. Denote by e, the nth Weil pairing and by ¢ = ¢4 the qth
power Frobenius endomorphism. Define

Tn(P7Q) = en(PaR - ¢(R))

Then
™t E(Fg)[n] x E(Fy)/nE(Fy) — pn

s a well-defined nondegenerate bilinear pairing.

The pairing of the theorem is called the modified Tate-Lichtenbaum
pairing. The original Tate-Lichtenbaum pairing is obtained by taking
the nth root of 7,,, thus obtaining a pairing

(o 0n : E(Fg)[n] x BE(Fg)/nE(Fy) — Fg/(FF)".

The pairing 7, is better suited for computations since it gives a definite answer,
rather than a coset in F* mod nth powers. These pairings can be computed
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quickly (using at most a constant times loggq point additions on E). See
Section 11.4.

Technically, we should write 7,,(P, Q) as 7, (P, Q+nE(F,)), since an element
of E(F,)/nE(F,) has the form Q + nE(F,;). However, we’ll simply write
Tn(P, @) and similarly for (P, Q),. The fact that 7, is nondegenerate means
that if 7,,(P, Q) = 1 for all Q then P = oo, and if 7,(P, Q) = 1 for all P then
Q@ € nE(F,). Bilinearity means that

Tn(Pl + Pl,Q) - Tn<P17Q)Tn(P2aQ)

and

(P, Q1+ Q2) = Tn (P, Q1) (P, Q2).

PROOF We now prove the theorem. First, we need to show that 7,,(P, Q)
is defined and is independent of the choice of R. Since nR = Q € E(F,), we
have
0 =0Q—-¢(@Q) =n(R—-¢R),

so R — ¢R € FEIn] (to lower the number of parentheses, we often write ¢R
instead of ¢(R)). Since P € FEln|, too, the Weil pairing e, (P, R — ¢R) is
defined. Suppose that nR’ = @ gives another choice of R. Let T = R’ — R.
Then nT = Q — Q = 00, so T € E[n]. Therefore,

en(P,R — ¢R') =e,(P,R— ¢R+T — ¢T)
=en(P,R— ¢R)en (P, T)/en(P, ¢T).

But P = ¢P, since P € E(F,), so
en(P,6T) = 0 (6P, 6T) = 6 (en(P,T)) = en(P,T),
since e, (P,T') € pn, C Fy. Therefore,
en(P,R — ¢R') = en(P, R — 6R),

so 7, does not depend on the choice of R.

Since @ is actually a representative of a coset in E(F,)/nE(F,), we need
to show that the value of 7,, depends only on the coset, not on the particular
choice of representative. Therefore, suppose @' — Q = nU € nE(F,). Let
nR=CQ and let R = R+ U. Then nR' = Q'. We have

en(P,R — ¢R') = ¢,(P,R — ¢R + U — §U) = ¢, (P, R — ¢R),

since U = ¢U for U € E(F,). Therefore, the value does not depend on the
choice of coset representative. This completes the proof that 7, is well defined.

The fact that 7,(P, Q) is bilinear in P follows immediately from the cor-
responding fact for e,. For bilinearity in @, suppose that nR; = @; and
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nRy = Q5. Then n(Rl + RQ) = Q1+ Q2, so

Tn(P, Q1 + Q2) = en(P,R1 + Ry — Ry — ¢Ry)
=e,(P,R1 — ¢R1)en (P, Ry — ¢R»)
= Tn(Pan)Tn(Pv QQ)

It remains to prove the nondegeneracy. This we postpone to Section 11.7.

The Tate-Lichtenbaum pairing can be used in some situations where the
Weil pairing does not apply. The Weil pairing needs E[n] C E(F,), which
implies that p, C Fg, by Corollary 3.11. The Tate-Lichtenbaum pairing
requires that pu, C FJ, but only needs a point of order n, rather than all
of E[n], to be in E(F,). In fact, it doesn’t even need a point of order n. If
E(F,)[n] is trivial, for example, then we have a pairing between two trivial
groups.

Exercises
3.1 Let E be the elliptic curve y? = 23 + 1 mod 5.
(a) Compute the division polynomial 5(z).
(b) Show that ged(z® — z,¢3(x)) = .

(¢) Use the result of part (b) to show that the 3-torsion points in E(Fs)
are {007 (07 1)a (07 71)}

3.2 Let E be an elliptic curve in characteristic 2. Show that E[3] ~ Zs®Zs.
(Hint: Use the formulas at the end of Section 2.8.)

3.3 Let E be an elliptic curve over a field of characteristic not 2. Let E[2] =
{o0, P1, P2, P3}. Show that ex(P;, P;) = —1 whenever i # j.

3.4 Let M and N be 2 x 2 matrices with N = (Zji) Define N =

(_Zy w:c) (this is the adjoint matrix).

(a) Show that Trace(MN) = det(M + N) — det(M) — det(N).
(b) Use (a) to show that

det(aM + bN) — a* det M — b? det N
= ab(det(M + N) — det M — det N)
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for all scalars a,b. This is the relation used in the proof of Propo-
sition 3.16.

3.5 Show that part (6) of Theorem 3.9 holds when « is the endomorphism
given by multiplication by an integer m.

3.6 Let E be an elliptic curve over a field K and let P be a point of order
n (where n is not divisible by the characteristic of the field K). Let
Q@ € E[n]. Show that there exists an integer k such that @ = kP if and
only if e, (P, Q) = 1.

3.7 Write the equation of the elliptic curve E as
F(x,y,2) =y?2 — a3 — Azz? — B2® = 0.
Show that a point P on F is in E[3] if and only if

Fa:ac ny sz
det | Fyz Fyy Fyz | =0

at the point P, where F;; denotes the 2nd partial derivative with respect
to a,b. The determinant is called the Hessian. For a curve in P? defined
by an equation F' = 0, a point where the Hessian is zero is called a flex
of the curve.

3.8 The division polynomials v,, were defined for n > 0. Show that if we
let ¢_,, = —1,, then the recurrence relations preceding Lemma 3.3,
which are stated only for m > 2, hold for all integers m. (Note that this
requires verifying the relations for m < —2 and for m = —1,0, 1.)
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Chapter 4

Elliptic Curves over Finite

Fields

Let F be a finite field and let E be an elliptic curve defined over F. Since
there are only finitely many pairs (x,y) with z,y € F, the group E(F) is
finite. Various properties of this group, for example, its order, turn out to
be important in many contexts. In this chapter, we present the basic theory
of elliptic curves over finite fields. Not only are the results interesting in
their own right, but also they are the starting points for the cryptographic
applications discussed in Chapter 6.

4.1 Examples

First, let’s consider some examples.

Example 4.1

Let E be the curve y? = 23+ 2 +1 over F5. To count points on E, we make a
list of the possible values of x, then of #® +x +1 (mod 5), then of the square
roots y of 23 + 2 + 1 (mod 5). This yields the points on E.

B+r+l oy Points

0 1 1 (0,1),(0,4)
1 3 -

2 1 +1(2,1),(2,4)
3 1 +1 (3,1),(3,4)
4 4 +2 (4,2),(4,3)

Therefore, E(F5) has order 9.

95
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Let’s compute (3,1) + (2,4) on E. The slope of the line through the two
points is
4-1

2-3°
The line is therefore y = 2(x—3)+1 = 2x. Substituting this into y? = z3+x+1
and rearranging yields

2 (mod 5).

0=2a% 42>+ 2+ 1.

The sum of the roots is 4, and we know the roots 3 and 2. Therefore the
remaining root is * = 4. Since y = 2z, we have y = 3. Reflecting across the
x-axis yields the sum:

(3,1) + (2,4) = (4,2).

(Of course, we could have used the formulas of Section 2.2 directly.) A little
calculation shows that E(F5) is cyclic, generated by (0, 1) (Exercise 4.1).

Example 4.2
Let E be the elliptic curve y? = 23 + 2 over F. Then

E(F7) = {oo, (0,3), (0,4), (3,1), (3,6), (5,1), (5,6), (6,1), (6,6)}.

An easy calculation shows that all of these points P satisfy 3P = oo, so the
group is isomorphic to Zs & Zs.

Example 4.3
Let’s consider the elliptic curve E given by 3% + zy = 2> + 1 defined over Fs.
We can find the points as before and obtain

E(F3) = {00, (0,1), (1,0), (1,1)}.

This is a cyclic group of order 4. The points (1,0), (1, 1) have order 4 and the
point (0,1) has order 2.

Now let’s look at F(F4). Recall that Fy is the finite field with 4 elements.
We can write it as Fy = {0, 1,w,w?}, with the relation w? +w +1 = 0 (which
implies, after multiplying by w + 1, that w® = 1). Let’s list the elements of

E(Fy).
r=0=y’=1=y=1
r=1=y"+y=0=y=0,1
rt=w=>9y+wy=0=y=0w
r=w’ =y +?y=0=y=0,u°
T =00=Yy = 00.

Therefore

E(Fy) = {oo, (0,1), (1,0), (1,1), (w,0), (w,w), (W?,0), (wQ,w2)}.
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Since we are in characteristic 2, there is at most one point of order 2 (see
Proposition 3.1). In fact, (0,1) has order 2. Therefore, E(F,) is cyclic of
order 8. Any one of the four points containing w or w? is a generator. This
may be verified by direct calculation, or by observing that they do not lie in
the order 4 subgroup E(F3). Let ¢a(x,y) = (22,42) be the Frobenius map.
It is easy to see that ¢ permutes the elements of E(F4), and

E(Fy) ={(z,y) € E(F4) [¢2(z,y) = (z,y) } .

In general, for any elliptic curve E defined over F, and any extension F of
F,, the Frobenius map ¢, permutes the elements of E(F) and is the identity

on the subgroup E(F,). See Lemma 4.5. I

Two main restrictions on the groups E(F,) are given in the next two the-
orems.

THEOREM 4.1
Let E be an elliptic curve over the finite field F,. Then

E¥,)~Z2, or Z, @7,

for some integer n > 1, or for some integers ni,ny > 1 with ny dividing ns.

PROOF A basic result in group theory (see Appendix B) says that a finite
abelian group is isomorphic to a direct sum of cyclic groups

an EBZTLQ EB@ZTL77

with n;|n;41 for ¢ > 1. Since, for each i, the group Z,, has ny elements of
order dividing n,, we find that E(F) has n] elements of order dividing n,. By
Theorem 3.2, there are at most n3 such points (even if we allow coordinates
in the algebraic closure of F,;). Therefore » < 2. This is the desired result
(the group is trivial if » = 0; this case is covered by n = 1 in the theorem).

THEOREM 4.2 (Hasse)
Let E be an elliptic curve over the finite field Fy. Then the order of E(F)
satisfies

lg+1—#E(F,)| <2/

The proof will be given in Section 4.2.

A natural question is what groups can actually occur as groups E(F,). The
answer is given in the following two results, which are proved in [130] and [93],
respectively.
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THEOREM 4.3

Let g = p™ be a power of a prime p and let N = g+ 1—a. There is an elliptic
curve E defined over Fy such that #E(F,;) = N if and only if |a| < 2,/q and
a satisfies one of the following:

1. ged(a,p) =1
2. n is even and a = £2,/q

o

n is even, p Z 1 (mod 3), and a = +./q
n is odd, p=2 or 3, and a = £p("t1/2

is even, p £ 1 (mod 4), and a =0

S s
3

n s odd and a = 0.

THEOREM 4.4

Let N be an integer that occurs as the order of an elliptic curve over a finite
field ¥y, as in Theorem 4.3. Write N = pning with p { nine and nq|ng
(possibly nw = 1). There is an elliptic curve E over Fy such that

EF¥,) ~Zy ®Zy,, ®Z,,
if and only if
1. nqlq — 1 in cases (1), (3), (4), (5), (6) of Theorem 4.3
2. n1 = ng in case (2) of Theorem 4.3.

These are the only groups that occur as groups E(F).

4.2 The Frobenius Endomorphism
Let F, be a finite field with algebraic closure Fq and let

¢q: Fy —>Fq,

z — x4

be the Frobenius map for F, (see Appendix C for a review of finite fields).
Let E be an elliptic curve defined over Fy. Then ¢, acts on the coordinates

of points in E(F,):

bg(z,y) = (27,y7),  Pg(00) = oco.
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LEMMA 4.5 _
Let E be defined over Fy, and let (z,y) € E(F,).

1. q’)q(:my) € E(Fq)
2. (z,y) € E(Fy) if and only if ¢4(x,y) = (z,y).

PROOF  One fact we need is that (a + b)? = a? + b? when ¢ is a power of
the characteristic of the field. We also need that a? = a for all a € F;. See
Appendix C.

Since the proof is the same for the Weierstrass and the generalized Weier-
strass equations, we work with the general form. We have

Y? + arzy + asy = ©° + axx® + asx + ae,
with a; € F,. Raise the equation to the gth power to obtain
(y")? + ar(2%y?) + az(y?) = (29)° + az(2%)? + aa(29) + as.
).

This means that (z9,y?) lies on E, which proves (1
For (2), again recall that € F if and only if ¢,(x) = = (see Appendix C),
and similarly for y. Therefore

(x,y) €e E(F,) ©z,yeF,
& ¢g(z) =2 and ¢q(y) =y
& dg(z,y) = (2,9).

LEMMA 4.6
Let E be an elliptic curve defined over F,. Then ¢, is an endomorphism of
E of degree q, and ¢4 is not separable.

This is the same as Lemma 2.20.

Note that the kernel of the endomorphism ¢, is trivial. This is related to
the fact that ¢, is not separable. See Proposition 2.21.

The following result is the key to counting points on elliptic curves over
finite fields. Since ¢4 is an endomorphism of E, so are <;$(21 = ¢4 © ¢4 and also
¢y = dg 0 ¢q0--- 0, for every n > 1. Since multiplication by —1 is also an
endomorphism, the sum ¢ — 1 is an endomorphism of E.

PROPOSITION 4.7
Let E be defined over ¥y and let n > 1.

1. Ker(¢y —1) = E(Fgn).
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2. ¢y — 1 is a separable endomorphism, so #E(F ) = deg(¢y —1).

PROOF  Since ¢ is the Frobenius map for the field Fyn, part (1) is just
a restatement of Lemma 4.5. The fact that ¢j — 1 is separable was proved in

Proposition 2.29. Therefore (2) follows from Proposition 2.21. i

Proof of Hasse’s theorem.:
We can now prove Hasse’s theorem (Theorem 4.2). Let

a=q+1—-#E(F,) =q+1—deg(¢q —1). (4.1)
We want to show that |a| < 2,/g. We need the following.

LEMMA 4.8
Let r, s be integers with ged(s,q) = 1. Then deg(r¢, — s) = r’q + s*> — rsa.

PROOF  Proposition 3.16 implies that

deg(rg,—s) = r2 deg(dq) + s* deg(—1) +rs(deg(¢py — 1) —deg(pq) —deg(—1)).
Since deg(¢4) = ¢ and deg(—1) = 1, the result follows from (4.1). i
REMARK 4.9 The assumption that ged(s,¢) = 1 is not needed. We

include it since we have proved Proposition 3.16 not in general, but only
when the endomorphisms are separable or ¢,.

We can now finish the proof of Hasse’s theorem. Since deg(r¢, —s) > 0,

the lemma implies that
2
TORRCIEE
S S

for all r,s with ged(s,q) = 1. The set of rational numbers r/s such that
ged(s,q) = 1is dense in R. (Proof: Take s to be a power of 2 or a power of 3,
one of which must be relatively prime with ¢. The rationals of the form r/2™
and those of the form /3™ are easily seen to be dense in R.) Therefore,

qu—ax—Fle

for all real numbers x. Therefore the discriminant of the polynomial is negative
or 0, which means that a? — 4¢ < 0, hence |a| < 2,/q. This completes the

proof of Hasse’s theorem. |

There are several major ingredients of the above proof. One is that we can
identify E(F,) as the kernel of ¢, — 1. Another is that ¢, — 1 is separable,
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so the order of the kernel is the degree of ¢, — 1. A third major ingredient
is the Weil pairing, especially part (6) of Theorem 3.9, and its consequence,
Proposition 3.16.

Proposition 4.7 has another very useful consequence.

THEOREM 4.10
Let E be an elliptic curve defined over Fy. Let a be as in Equation 4.1. Then

¢¢21 - a(bq +qg=0
as endomorphisms of E, and a is the unique integer k such that
4)3 —kog+q=0.

In other words, if (z,y) € E(F,), then
2 2
(xq ayq ) _a(xquq)—’_q(mvy) = o0,

and a is the unique integer such that this relation holds for all (x,y) € E(Fq).
Moreover, a is the unique integer satisfying

a = Trace((¢q)m) mod m

for all m with ged(m,q) = 1.

PROOF If (;5(21 — apq + q is not the zero endomorphism, then its kernel
is finite (Proposition 2.21). We’'ll show that the kernel is infinite, hence the
endomorphism is 0.

Let m > 1 be an integer with ged(m,q) = 1. Recall that ¢, induces a
matrix (@q)m that describes the action of ¢, on E[m]. Let

(Gg)m = (ji)

Since ¢4 —1 is separable by Proposition 2.29, Propositions 2.21 and 3.15 imply
that

#Ker(¢pg — 1) = deg(¢q — 1) = det((¢g)m — 1)
=sv—tu—(s+v)+1 (modm).

By Proposition 3.15, sv—tu = det((¢q)m) = ¢ (mod m). By (4.1), #Ker(¢,—
1) = ¢+ 1 — a. Therefore,

Trace((¢pg)m) =s+v=a (mod m).

© 2008 by Taylor & Francis Group, LLC



102 CHAPTER 4 ELLIPTIC CURVES OVER FINITE FIELDS

By the Cayley-Hamilton theorem of linear algebra, or by a straightforward
calculation (substituting the matrix into the polynomial), we have

((bq)gn —a(pg)m +¢I =0 (mod m),

where I is the 2x 2 identity matrix. (Note that X2—aX +g¢ is the characteristic
polynomial of (¢q)m.) This means that the endomorphism ¢? — ag, + ¢ is
identically zero on E[m|. Since there are infinitely many choices for m, the
kernel of ¢§ — agq + ¢ is infinite, so the endomorphism is 0.

Suppose a1 # a satisfies ¢2 — a1¢ + ¢ = 0. Then

(a— a1)¢q = (¢(21 —a19q + q) — (¢¢21 —agq + q) =0.

By Theorem 2.22, ¢, : E(F;) — E(F,) is surjective. Therefore, (a — a1)
annihilates E(F,). In particular, (¢ — a1) annihilates E[m] for every m > 1.
Since there are points in E[m] of order m when ged(m,q) = 1, we find that

a— a3 =0 (mod m) for such m. Therefore a —a; = 0, so a is unique.

We single out the following result, which was proved during the proof of
Theorem 4.10.

PROPOSITION 4.11
Let E be an elliptic curve over Fy and let (¢q)m denote the matriz giving the
action of the Frobenius ¢4 on E[m]. Let a = q+1— #E(F,). Then

Trace((¢pq)m) =a (mod m), det((¢g)m) =q (mod m).

The polynomial X2 —aX +q is often called the characteristic polynomial
of Frobenius.

4.3 Determining the Group Order

Hasse’s theorem gives bounds for the group of points on an elliptic curve
over a finite field. In this section and in Section 4.5, we’ll discuss some methods
for actually determining the order of the group.

4.3.1 Subfield Curves

Sometimes we have an elliptic curve E defined over a small finite field F,
and we want to know the order of E(Fyn) for some n. We can determine the
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order of E(F,») when n = 1 by listing the points or by some other elementary
procedure. The amazing fact is that this allows us to determine the order for
all n.

THEOREM 4.12
Let #E(F,) = q+ 1 —a. Write X? —aX +q= (X —a)(X — (). Then

#EFg) =q"+1— (" + ")

foralln > 1.

PROOF First, we need the fact that o™ + 3" is an integer. This could
be proved by remarking that it is an algebraic integer and is also a rational
number. However, it can also be proved by more elementary means.

LEMMA 4.13
Let s, = o™ + B". Then sg = 2, s1 = a, and Sp4+1 = aSp, — qSp—1 for all
n > 1.

PROOF  Multiply the relation o —ac +¢ = 0 by o™~ ! to obtain o"t! =
ao™ — qa™ 1. There is a similar relation for 5. Add the two relations to
obtain the lemma.

It follows immediately from the lemma that o™ + 8" is an integer for all
n > 0.
Let

FX) = (X" —a")(X" = ") = X" — (a" + ") X" +¢".

Then X? —aX + ¢ = (X — a)(X — 3) divides f(X). It follows immediately
from the standard algorithm for dividing polynomials that the quotient is
a polynomial Q(X) with integer coefficients (the main points are that the
leading coefficient of X? — aX + ¢ is 1 and that this polynomial and f(X)
have integer coefficients). Therefore

(07)* = (" + 8"y + 4" = f(¢q) = Q(g) (8] — ady +q) =0,
as endomorphisms of E, by Theorem 4.10. Note that ¢j = ¢¢». By Theo-
rem 4.10, there is only one integer k such that ¢3n —kogn +¢" =0, and such
a k is determined by k = ¢ + 1 — #E(Fy»). Therefore,
"+ 0" =q"+1—H#EF ).

This completes the proof of Theorem 4.12. |
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Example 4.4
In Example 4.3, we showed that the elliptic curve E given by 32 +zy = 23 +1
over Fy satisfies #E(F3) = 4. Therefore, a =2+ 1 — 4 = —1, and we obtain
the polynomial

X2+X+2<XH2\/_7) (X_l_‘/_7>

2
Theorem 4.12 says that
2

S ()

#E(F4)—4+1—< 5 5

Rather than computing the last expression directly, we can use the recurrence
in Lemma 4.13:

s9 =as; —2sg=—(—1)—2(2) = -3.
It follows that #E(Fy) =4+ 1 — (—3) = 8, which is what we calculated by
listing points.
Similarly, using the recurrence or using sufficiently high precision floating
point arithmetic yields

101 101
—1 /=7 —1— /=7
(%) + (f> = 2969292210605269.
Therefore,
HE(Faro1) = 2100 11 — 2069292210605269
= 2535301200456455833701195805484.
I

The advantage of Theorem 4.12 is that it allows us to determine the group
order for certain curves very quickly. The disadvantage is that it requires the
curve to be defined over a small finite field.

4.3.2 Legendre Symbols

To make a list of points on y?> = 23 + Az + B over a finite field, we tried
each possible value of z, then found the square roots y of x> + Az + B, if they
existed. This procedure is the basis for a simple point counting algorithm.

Recall the Legendre symbol (%) for an odd prime p, which is defined as
follows:

= =2 (mod p) has no solution ¢
0if =0 (mod p).

($> +1 if =2 (mod p) has a solution ¢t Z0 (mod p),
—1if ? =

p
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This can be generalized to any finite field F; with ¢ odd by defining, for
z € Fy,

F )= —1 if * = z has no solution t € F,,

<x> +1 if #* = x has a solution t € F,
0if x =0.

q

THEOREM 4.14
Let E be an elliptic curve defined by y*> = 23 + Ax + B over F,. Then

#HEF) =q+1+ >

z€F,

3+ Az + B
F, '

PROOF For a given zg, there are two points (z,y) with z-coordinate xg
if 3 + Azo + B is a nonzero square in F, one such point if it is zero, and no
points if it is not a square. Therefore, the number of points with z-coordinate

3
zo equals 1 + (W)

the point oo, yields

HEF) =1+ > (1+ (”33%;7:%» .

z€F,

. Summing over all g € Fy, and including 1 for

Collecting the term 1 from each of the ¢ summands yields the desired formula.

COROLLARY 4.15
Let 23 + Az + B be a polynomial with A, B € F,, where q is odd. Then

3
Z (m +Aw+B> <2/
F,

z€F,

PROOF When 22 + Az + B has no repeated roots, y? = x> + Az + B gives
an elliptic curve, so Theorem 4.14 says that

3+ Az
G+1-H#EF)=- 3 (*F“B)

zeF, g

The result now follows from Hasse’s theorem.
The case where 23 + Az 4+ B has repeated roots follows from Exercise 4.3.
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Example 4.5
Let E be the curve 4?2 = 2% + 2 + 1 over Fs, as in Example 4.1. The nonzero
squares mod 5 are 1 and 4. Therefore

4 3
#Em@:5+1+§:<£i§ii>

=0

RCRORCRORO

=64+1—-1+1+14+1=09.

When using Theorem 4.14, it is possible to compute each individual gen-
eralized Legendre symbol quickly (see Exercise 4.4), but it is more efficient
to square all the elements of F* and store the list of squares. For simplicity,
consider the case of F),. Make a vector with p entries, one for each element
of F,,. Initially, all entries in the vector are set equal to —1. For each j with
1<j<(p—1)/2, square j and reduce to get & mod p. Change the kth entry
in the vector to +1. Finally, change the Oth entry in the vector to 0. The
resulting vector will be a list of the values of the Legendre symbol.

Theorem 4.14, which is sometimes known as the Lang-Trotter method,
works quickly for small values of ¢, perhaps ¢ < 100, but is slow for larger g,
and is impossible to use when ¢ is around 10'% or larger.

4.3.3 Orders of Points

Let P € E(F,). The order of P is the smallest positive integer k such that
kP = co. A fundamental result from group theory (a corollary of Lagrange’s
theorem) is that the order of a point always divides the order of the group
E(F,). Also, for an integer n, we have nP = oo if and only if the order of
P divides n. By Hasse’s theorem, #E(F,) lies in an interval of length 4,/g.
Therefore, if we can find a point of order greater than 4,/q, there can be only
one multiple of this order in the correct interval, and it must be #E(F,).
Even if the order of the point is smaller than 4,/q, we obtain a small list
of possibilities for #E(F,). Using a few more points often shortens the list
enough that there is a unique possibility for #E(F,). For an addiitonal trick
that helps in this situation, see Proposition 4.18.

How do we find the order of a point? If we know the order of the full group
of points, then we can look at factors of this order. But, at present, the order
of the group is what we’re trying to find. In Section 4.3.4, we’ll discuss a
method (Baby Step, Giant Step) for finding the order of a point.
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Example 4.6

Let E be the curve 4% = 23472 +1 over Fg;. It is possible to show that the
point (0, 1) has order 116, so Nig1 = #E(F101) is a multiple of 116. Hasse’s
theorem says that

101 +1 —2v101 < Nyp; €101 4+ 14 2v101,

which means that 82 < Njg; < 122. The only multiple of 116 in this range is
116, so N1g; = 116. As a corollary, we find that the group of points is cyclic
of order 116, generated by (0,1). I

Example 4.7

Let E be the elliptic curve y? = 2% — 10z + 21 over F557. The point (2, 3) can
be shown to have order 189. Hasse’s theorem implies that 511 < Ns57 < 605.
The only multiple of 189 in this range is 3 - 189 = 567. Therefore N557 = 567.

Example 4.8

Let E be the elliptic curve y? = 23 + 72 + 12 over Fyg3. The point (—1,2)
has order 13 and the point (19,0) has order 2. Therefore the order Nig3 of
E(Fq03) is a multiple of 26. Hasse’s theorem implies that 84 < Njp3 < 124.
The only multiple of 26 in that range is 104, so N1g3 = 104.

Example 4.9

Let E be the elliptic curve 42 = z2+2 over F7, as in Example 4.2. The group
of points E(F7) is isomorphic to Zz & Zs. Every point, except oo, has order
3, so the best we can conclude with the present method is that the order Ny
of the group is a multiple of 3. Hasse’s theorem says that 3 < N7 < 13, so the
order is 3, 6, 9, or 12. Of course, if we find two independent points of order 3
(that is, one is not a multiple of the other), then they generate a subgroup of
order 9. This means that the order of the full group is a multiple of 9, hence
is 9.

The situation of the last example, where E(F,) ~ Z,, & Z,,, makes it more

difficult to find the order of the group of points, but is fairly rare, as the next
result shows.

PROPOSITION 4.16
Let E be an elliptic curve over F, and suppose

EF¥,)~7Z,97Z,

for some integer n. Then either g =n?+1 orq=n?>4+n+1 orq= (n41)>2.
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PROOF By Hasse’s theorem, n? = ¢ + 1 — a, with |a| < 2,/g. To prove
the proposition, we use the following lemma, which puts a severe restriction
on a.

LEMMA 4.17
a =2 (mod n).

PROOF  Let p be the characteristic of F;. Then p { n; otherwise, there
would be p? points in E[p], which is impossible in characteristic p by Theo-
rem 3.2.

Since E[n] C E(F,), Corollary 3.11 implies that the nth roots of unity
are in Fy, so ¢ — 1 must be a multiple of n (see Appendix C). Therefore,

a=q+1-n?>=2 (modn). |
Write a = 2 4 kn for some integer k. Then
nP=q+l—a=q—1—kn, so qg=n’>+kn+1.

By Hasse’s theorem,

124 Ekn| < 2,/q.

Squaring this last inequality yields
4+ 4kn + k*n® < 4q=4(n* + kn +1).

Therefore, |k| < 2. The possibilities £ = 0, £1, +2 give the values of ¢ listed
in the proposition. This completes the proof of Proposition 4.16. |

Most values of ¢ are not of the form given in the proposition, and even
for such ¢ most elliptic curves do not have E(F,) ~ Z,, & Z,, (only a small
fraction have order n?), so we can regard Z,, ® Z,, as rare.

More generally, most g are such that all elliptic curves over F, have points
of order greater than 4,/q (Exercise 4.6). Therefore, with a little luck, we can
usually find points with orders that allow us to determine #E(F,).

The following result of Mestre shows that for E defined over F,, there is
a point of sufficiently high order on either E or its quadratic twist. The
quadratic twist of E is defined as follows. Let d € F;' be a quadratic non-
residue mod p. If E has equation y? = 23 + Az + B, then the quadratic twist
E’ has the equation y? = 2® + Ad?z + Bd? (see Exercise 2.23). By Exercise
4.10, if #E(F,) = p+ 1 — a then E’' has p+ 1 + a points. Once we know the
order of one of these two groups, we know a and therefore know the order of
both groups.
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PROPOSITION 4.18

Let p > 229 be prime and let E be an elliptic curve over Fy,. Fither E or
its quadratic twist E' has a point P whose order has only one multiple in the
interval (p+1—2,/p, p+1+2/p).

PROOF  Let
E(F,) ~Zy, ®Zy, E'(F,) ~%Z,®Zy,

with m|M and n|N. If mM = #E(F,) =p+ 1 —a, then nN = #E'(F,) =
p+ 1+ a. Since m|M and n|N, we have m?|p + 1 — a and n%[p + 1 + a.
Therefore, ged(m?,n?)|2a.

Since E[m] C E(Fy), then p,, C F)* by Corollary 3.11, so p=1 (mod m).
Therefore, 2 —a =p+1—a = 0 (mod m). Similarly, 24+ a = 0 (mod n).
Therefore, ged(m, n)|(2 — a) + (2 + a) = 4, and ged(m?,n?)|16.

If 4|m and 4|n, then 16| ged(m?,n?), which divides 2a. Then 8|a, which is
impossible since then 2—a =0 (mod m) implies 2—0 = 0 (mod 4). Therefore,
ged(m?,n?)|4. This implies that the least common multiple of m? and n? is
a multiple of m?n? /4.

Let ¢ be the pth power Frobenius endomorphism for E. Since E[n] C
E(F,), it follows that ¢ acts trivially on E[n]. Choose a basis for E[n?]. The
action of ¢ on E[n?] is given by a matrix of the form

1+sn tn
un 1+owvn /)’

By Proposition 4.11, we have a = 2+ (s +v)n (mod n?) and p = 1+ (s +v)n
(mod n?). Therefore, 4p—a? = 0 (mod n?). Similarly, 4p—a® =0 (mod m?).
It follows that the least common multiple of m? and n? divides 4p — a2, so

m?n?

< dp— a2
I

Suppose that both M and N are less than 4,/p. Then, since a® < 4p,

p-1?<@+1)?-a*=(@+1-a)p+1+a)=mMnN
< (4(4p — a2))"* (4y/p)? < 64p*/2.

A straightforward calculation shows that this implies that p < 4100. We have
therefore shown that if p > 4100, then either M or N must be greater than
4,/p. This means that either E or E’ has a point of order greater than 4,/p.
Therefore, there can be at most one multiple of this order in the interval
(p +1-2pp+1+ 2\/]_7) This proves the theorem for p > 4100.

Suppose now that 457 < p < 4100. A straightforward computation shows
that there are no integers a, m,n with |a| < 2,/p such that
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L. m?p+1—a
2. n%p+1+a
3. (p+1—a)/m<4p
4. (p+1+4a)/n < 4,/p.

Therefore, the theorem is true for p > 457.

For p = 457, we may take a = 10, m = 8, n = 6, which correspond
to the groups Zs @ Zss and Zg ® Z7g (and can be realized by the curves
E : y? = x3—125 and its quadratic twist E’ : y> = 23—1). Note, however, that
the only multiple of 56 in the interval (457 +1— 2457, 457 + 1 + 2\/@) =
(415.2, 500.8) is 448, which is the order of F(F57). Similarly, the only mul-
tiple of 78 in this interval is 468, which is the order of E'(F457). Therefore,
the theorem still holds in this case.

In fact, the search for a, m,n can be extended in this way to 229 < p < 457,
with conditions (3) and (4) replaced by

3’. there is more than one multiple of (p + 1 — a)/m in the interval
(p+1-2yp,p+1+2yp)

4’. there is more than one multiple of (p + 1 4 a)/m in the interval
(p+1-2yp. p+1+2yp).

No values of a,m,n exist satisfying these conditions, so the theorem holds.

Example 4.10

The theorem is false for p = 229. Consider the curve E : 3% = 23 — 1.
A calculation shows that E(Fagg) ~ Zg @ Zsy. Therefore, 42P = oo for
all P € E(Fag9). The Hasse bound says that 200 < #E(Faa9) < 260, so the
existence of a point of order 42 allows both the values 210 and 252. Since 2 is a
quadratic nonresidue mod 229, the curve E’ : 3% = 23 —8 is the quadratic twist
of E. A calculation shows that E'(Fag9) =~ Z4 ® Zso. Therefore, 52P = oo
for all P € E'(Fa29). The existence of a point of order 52 allows both the
values 208 and 260. Therefore, neither E nor its quadratic twist E’ has a
point whose order has only one multiple in the Hasse interval.

Suppose E(F,) ~ Z,, ® Z,, with ni|ns. Then the order of every element
divides nsy. If we choose some random points and compute their orders, what
is the chance that the least common multiple of these orders is ny? Let Py, Py
be points of orders nq, ny such that every P € E(F,) is uniquely expressible in
the form P = a1 P) + as P> with 0 < a; < n;. Let p be a prime dividing ng. If
we take a random point P, then the probability is 1—1/p that p{ as. If pt as,
then the order of P contains the highest power of p possible. If p is large,
then this means that it is very likely that the order of one randomly chosen
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point will contribute the correct power of p to the least common multiple of
the orders of the points. If p is small, say p = 2, then the probability is at
least 1/2. This means that if we choose several randomly chosen points, the
least common multiples of their orders should still have the correct power of
p. The conclusion is that if we choose several random points and compute the
least common multiple of their orders, it is very likely that we will obtain ns,
which is as large as possible.

The following result of Cremona and Harley shows that knowledge of nq
usually determines the group structure.

PROPOSITION 4.19
Let E be an elliptic curve over ¥,. Write E(F,) ~ Z,, ® Z,, with ni|ns.
Suppose that q is not one of the following:

3,4,5,7,9,11,13,17, 19, 23, 25,27, 29, 31, 37,
43,61,73, 181, 331, 547.

Then no uniquely determines ny.

PROOF Fix ¢q and suppose there exist ns, x,y (regard x,y as two possible
values of nq) with

1. $7y|n2

2. (Vi—1)° <mogz <moy < (V7+1)°

(so the groups of order noz and noy satisfy the bounds in Hasse’s theorem).
Our first goal is to show that if no,x,y satisfying (1) and (2) exist then
q < 4612.

Let d = ged(z,y). Then nb, = dng, 2’ = x/d,y’ = y/d also satisfy (1), (2).
So we may assume that ged(z,y) = 1. Since nay — noz > 0,

no < Ny — nox < (\/§+1)2 — (\/Efl)2 =4./q.
Since z, y|na, we have xy|ng, hence xy < ny. Therefore,
2% < zy <ns < 4,/q,

which implies that

(v —1)* < noz < (4y/7) (4v9)"%.

But (\/6 — 1)2 > 8¢°/* when ¢ > 4613. Therefore, we must have ¢ < 4612.

The values of ¢ < 4612 can be checked on a computer to get a much smaller
list of possibilities for q. However, we can speed up the search with the
following observations.
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First, (\/ﬁ— 1)2 < npx < 4,/qx implies that z > (\/5— 2) /4. Second,
y? < noy < (\/aJr 1)2. Third, 2y? = (vy)y < ngy < (\/§+ 1)2. Finally,
n1lg — 1 (by Corollary 3.11), so z,y|q — 1.

Therefore, we should look for values of ¢ < 4612 that are primes or prime
powers and such that ¢ — 1 has divisors z,y with

1. ged(z,y) =1
2. (Vi—2)/A<z<y< q+1

3. zy? < (\/a—i— 1)2.

The values of ¢ for which such x,y exist are those on the list in the statement
of the theorem, plus the five values ¢ = 49,81,121,169,841. Therefore, for
all other g, a number ns cannot have two possible values z,y for ny, so ny is
uniquely determined.

We need to eliminate the remaining five values. For example, consider
g =49. One solution is & = 2,y = 3, ny = 18, which corresponds to #E(F,) =
36 and 54. By Theorem 4.4, or by Exercise 4.14, if #E(F,) = (\/c_l— 1)2,
then E(Fy) ~ Z 51 ®Z ;4 1. Therefore, if #E(F49) = 36, we must have
ny = ng = 6. This arises from x = 2 after multiplying by 3 (recall that
we removed d = ged(z,y) from z,y in order to make them relatively prime).
Multiplying y = 3 by d = 3 yields ny = 9,no = 6, which does not satisfy ni|ns.
Therefore, the solution x = 2,y = 3 for ¢ = 49 is eliminated. Similarly, all
solutions for all of the five values ¢ = 49, 81,121,169, 841 can be eliminated.
This completes the proof.

4.3.4 Baby Step, Giant Step

Let P € E(F,;). We want to find the order of P. First, we want to find
an integer k such that kP = co. Let #E(F,;) = N. By Lagrange’s theorem,
NP = oco. Of course, we might not know N yet, but we know that ¢+1-2,/q <
N < q+1+2,/q. We could try all values of IV in this range and see which
ones satisfy NP = co. This takes around 4,/q steps. However, it is possible

to speed this up to around 4¢'/4 steps by the following algorithm.
1. Compute Q@ = (¢ +1)P.

2. Choose an integer m with m > ¢'/%. Compute and store the points jP
for j=0,1,2,...,m.

3. Compute the points

Q + k(2mP) for k=-m,—(m—1),...,m
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until there is a match @ + k(2mP) = +j P with a point (or its negative)
on the stored list.

4. Conclude that (¢ + 14 2mk F j)P = co. Let M =g+ 1+ 2mk F j.
5. Factor M. Let py,...,p, be the distinct prime factors of M.

6. Compute (M/p;)P fori=1,...,r. If (M/p;)P = oo for some i, replace
M with M/p; and go back to step (5). If (M/p;)P # oo for all ¢ then
M is the order of the point P.

7. If we are looking for the #E(F,), then repeat steps (1)-(6) with ran-
domly chosen points in E(F,) until the least common multiple of the
orders divides only one integer N with ¢+1—-2,/g < N <q+1+2,/q.
Then N = #E(F,).

There are two points that must be addressed.
1. Assuming that there is a match, this method clearly produces an integer
that annihilates P. But why is there a match?

LEMMA 4.20
Let a be an integer with |a| < 2m?. There exist integers ag and a; with
—-m<ag <m and —m < a1 < m such that

a = ag + 2ma;y.

PROOF Let ag = a (mod 2m), with —m < ag < m and a1 = (a—ag)/2m.

Then
lai| < (2m? +m)/2m < m + 1.
i
Let a = ag + 2ma; be as in the lemma and let ¥ = —a;. Then

Q+k(2mP) = (¢+1—2ma,)P
=(¢g+1—a+ay)P=NP+ayP
:(10P: :l:jp,

where j = |ag|. Therefore, there is a match.

II. Why does step (6) yield the order of P?

LEMMA 4.21

Let G be an additive group (with identity element 0) and let g € G. Suppose
Mg = 0 for some positive integer M. Let p1,...,p, be the distinct primes
dividing M. If (M/p;)g # 0 for all i, then M is the order of g.
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PROOF Let k be the order of g. Then k|M. Suppose k # M. Let p; be
a prime dividing M/k. Then p;k|M, so k|(M/p;). Therefore, (M/p;)g = 0,
contrary to assumption. Therefore k = M.

Therefore, step (6) finds the order of P.

REMARK 4.22 (1) To save storage space, it might be more efficient to
store only the z coordinates of the points jP (along with the corresponding
integer j), since looking for a match with +5P only requires the x-coordinate
(assuming we are working with a Weierstrass equation). When a match is
found, the two possible y-coordinates can be recomputed.

(2) Computing @ + k(2mP) can be done by computing @ and 2mP once
for all. To get from Q +k(2mP) to Q@+ (k+1)(2mP), simply add 2mP rather
than recomputing everything. Similarly, once jP has been computed, add P
to get (j + 1)P.

(3) We are assuming that we can factor M. If not, we can at least find all
the small prime factors p; and check that (M /p;)P # oo for these. Then M
will be a good candidate for the order of P.

(4) Why is the method called “Baby Step, Giant Step”? The baby steps
are from a point jP to (j + 1)P. The giant steps are from a point k(2mP)

to (k + 1)(2mP), since we take the “bigger” step 2mP.

Example 4.11
Let E be the elliptic curve y? = 22 — 10z + 21 over Fjs57, as in Example 4.7.
Let P = (2,3). We follow the procedure above.

1. Q = 558P = (418, 33).
2. Let m = 5, which is greater than 557'/%. The list of jP is

00, (2,3), (58,164), (44,294), (56,339), (132, 364).

3. When k = 1, we have Q + k(2mP) = (2, 3), which matches the point on
our list for j = 1.

4. We have (¢ + 1+ 2mk — j)P = 567P = oo.

5. Factor 567 = 3%-7. Compute (567/3)P = 189P = co. We now have 189
as a candidate for the order of P.

6. Factor 189 = 337. Compute (189/3)P = (38,535) # oo and (189/7)P =
(136,360) # oo. Therefore 189 is the order of P.

As pointed out in Example 4.7, this suffices to determine that #E(Fs57) =
567. [
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4.4 A Family of Curves

In this section we give an explicit formula for the number of points in E(F),),
where F is the elliptic curve

y? =2 — ku,
and k £ 0 (mod p). Counting the points on this curve mod a prime p has a
long history, going back at least to Gauss.

THEOREM 4.23
Let p be an odd prime and let k # 0 (mod p). Let N, = #E(F),), where E
is the elliptic curve

y? =2 — k.

1. If p=3 (mod 4), then N, = p+ 1.

2. If p=1 (mod 4), write p = a® + b*, where a,b are integers with b even
and a +b=1 (mod 4). Then

p+1—2a if k is a fourth power mod p
Np =< p+1+2a ifk is a square mod p but not a 4th power mod p
p+1+2b if k is not a square mod p.

The proof of the theorem will take the rest of this section.

The integer a is uniquely determined by the conditions in the theorem, and
b is uniquely determined up to sign. When k is not a square mod p, the proof
below does not determine the sign of b. This is a much more delicate problem
and we omit it.

Example 4.12

Let p = 61 = (=5)? + 62, where we chose the negative sign on 5 so that
—5+6=1 (mod 4). Since k = 1 is a fourth power, the number of points on
P=ad—zisp+1-2(-5 =712 [

It is well known that every prime p = 1 (mod 4) is a sum of two squares
(this follows from Proposition 4.27 below). The next lemma shows that a and
b are uniquely determined up to order and sign.

LEMMA 4.24
Suppose p is prime and a, b, c,d are integers such that a® +b> = p = ¢® + d>.
Then a = ¢ and b = +d, or a = +d and b = +c.
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PROOF We have (a/b)?+1 = 0= (¢/d)?+1 (mod p), so a/b = +(c/d). By
changing the sign of ¢ if necessary, we may assume that a/b = ¢/d (mod p),
hence ad — be = 0 (mod p). A quick calculation shows that

p? = (ac + bd)?* + (be — ad)?. (4.2)
Suppose ad = be. Then (4.2) implies that ac + bd = £p, so
+ap = a’c + abd = a*c + b*c = pe.

Hence, +a = c. It follows that b = +d.

Now suppose ad # be. Since ad — be = 0 (mod p), we have (ad — bc)? > p?.
Since (ac+ bd)? > 0, it follows from (4.2) that ad — bc = 4+p and ac + bd = 0.
Therefore,

+ep = aed — be? = —bd? — be? = —bp,

so ¢ = +b. This implies that d = +a. |

If we require that a is odd and b is even, then a and b are uniquely deter-
mined up to sign. Suppose b = 2 (mod 4). Then a + b = 1 (mod 4) for a
unique choice of the sign of a. Similarly, if b = 0 (mod 4), there is a unique
choice of the sign of a that makes a +b =1 (mod 4). Therefore, the integer
a in the lemma is uniquely determined by p if we require that a is odd and
a+b=1 (mod 4).

The main part of the proof of Theorem 4.23 involves the case p =1 (mod 4),
so let’s treat the case p = 3 (mod 4) first. The main point is that —1 is
not a square mod p (Proof: if > = —1, then 1 = 2P~ = (22)P~1/2 =
(—1)-1/2 = (fl)Odd = —1, contradiction). Moreover, a nonsquare times
a nonsquare is a square mod p. Therefore z3 — kx is a nonzero square mod
p if and only if (—x)3 — k(—x) = —(2® — kz) is not a square mod p. Let’s
count points on E. Whenever 2 — kz = 0, we obtain one point (x,0). For
the remaining values of x, we pair up  and —z. One of these gives two
points (the one that makes 2® — kz a square) and the other gives no points.
Therefore, each pair z, —x gives two points. Therefore, we obtain a total of p
points. The point co gives one more, so we have p + 1 points.

Now assume p = 1 (mod 4). The proof, which takes the rest of this sec-
tion, involves several steps and counts the points in terms of Jacobi sums.
Rather than count the points on E directly, we make the transformation (see
Theorem 2.17)

2w +1) 4w +1)
uz
which changes E into the curve C' given by

v? = (k/4)ut + 1.

ud

The inverse transformation is

2z 223
u=—, v=-1+—7.
Y
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We'll count the points on C' mod p.

First, there are a few special points for the transformation from F to C'. The
point oo on E corresponds to (0,1) on C. The point (0,0) on E corresponds
to (0,—1) on C (see Theorem 2.17). If k is a square mod p, then the two
2-torsion points (v/k, 0) correspond to the point at infinity on C'. Therefore,

#E(F,) = #{(u,v) € F, x F, [v? = (k/4)u* + 1} + 4,
where

5= 2 if k is a square mod p
~ ] 0 if not.

Let g be a primitive root mod p, which means that
Fr={¢0<j<p-1}.
Let ¢ = v/—1 € C. Define
x2(¢’) = (=1)  and  xa(¢’) =7

Then x2 and x4 can be regarded as homomorphisms from F)S to {£1, +i}.
Note that x = x2. The following lemma gets us started.

LEMMA 4.25
Let p=1 (mod 4) be prime and let v € F). Then

1
#{ueF)|u* =z} = ng(a:)l,
(=0
and

3
#{ucF) |ut =2} = ZX4(CE)Z.
=0

PROOF  Since p=1 (mod 4), there are 4 fourth roots of 1 in F’. There-
fore, if there is a solution to u* = x, there are 4 solutions. Write 2 = ¢/
(mod p). Then z is a fourth power mod p if and only if j = 0 (mod 4). We

have
3 3
y 4if 5=0 (mod 4)
0 _ e _ J
> @' =3¢ = {3120 med s,
(=0 £=0 J

which is exactly the number of u with u* = . This proves the second half of
the lemma. The proof of the first half is similar.

If, instead, we sum over the elements of F}’, we have the following result.
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LEMMA 4.26
Let p=1 (mod 4) be prime. Then

_fp—-1 i £=0 (mod4)
ZXW))Z—{ 0 if £#£0 (mod4).

beF

PROOF If ¢ =0 (mod 4), all the terms in the sum are 1, so the sum is
p—1. If £ # 0 (mod 4), then x4(g)* # 1. Multiplying by g permutes the
elements of F', so

Xa(9)" Y xa®)' =D xalgh)' = Y xale)’,
beFy bEFY ceFy

which is the original sum. Since x4(g)¢ # 1, the sum must be 0. |

Define the Jacobi sums by

T X5 = Y xala) xa(l —a),
a€Fy
a1

PROPOSITION 4.27
J(x2,x3) = —1 and |J(x2, x4)|> = p.

PROOF The first equality is proved as follows.

T2 x3) = Y xel@a(l—a)® = > xala)x2(1-a),
acFy a#0,1

a#l

since x3 = x2. Since ya(a) = £1, we have x2(a) = x2(a)~! so the sum equals

T )

a#0,1 a#0,1

The map x — 1 — % gives a permutation of the set of v € Fp,, = # 0, 1.
Therefore, letting ¢ = 1 — 1/a, we obtain

S o (1 - 1) = 3 xa(-0) = —xa(-1),

a#0,1 c#0,1

by Lemma 4.26. Since g®*~1/2 = —1 (mod p) (both have order 2 in the cyclic
group F)*), we have

1= (1) = x2(gP /)2 = x2(gP71/2) = x2(-1).
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This yields the first equality of the proposition.
To prove the second equality, multiply the Jacobi sum by its complex con-
jugate to obtain

[T (x2: xa)P = > xa(a)xa(l —a) Y xa(b)xa(l—b)

a#0,1 b#£0,1
=Y S e (P

X2 11— b .
a#0,1 b#0,1

We have used the fact that y4(z) = xa(z)~!. We now need the following.

LEMMA 4.28
Let S = {(z,y) |z,y € F); 2,y # 1; © # y}. The map

1,
y 1—y

PROOF Let c=uz/yandd= (1—-2)/(1 —y). Then z # 0 yields ¢ # 0
and x # 1 yields d # 0. The assumption that xz # y yields ¢,d # 1 and ¢ # d.
Therefore, (c,d) € S.

To show that o is surjective, let ¢,d € S. Let
i—1  d-1
d—c YT ad—¢
It is easily verified that (c,d) € S implies (z,y) € S and that o(x,y) = (¢, d).

is a permutation of S.

Tr=c

Returning to the proof of the proposition, we find that

el =S () (155) + 3 e ()w (155)

(a,b)eS

=(-2)+ > xa(e)xu(d)

(c,d)es

=(p-2)+ D> xald) [ D xale) = x2(1) = xa2(d)

d+#0,1 ceF )
=(p-2+ > xald)(0—1—xa(d)?)
d+£0,1
(-2 =Y xald)— Y xa(@)?
d+#£0,1 d+#£0,1

=(p—2)+xa(l) + xa(1)® =p.
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This completes the proof of the second equality of Proposition 4.27. |

We now show that the number of points on v? = (k/4)u* + 1 can be ex-
pressed in terms of Jacobi sums. By separating out the terms with « = 0 and
the terms with v = 0, we obtain that the number of points is

#{v|v? =1} + #{u|u* = —4/k}

+ 3 #{o]v? = a) #{ulut = —4b/k)

a+b=1
a,b#0

I
.MH

<
I
o)

3
Xa(1)) + ) xa(=4/k) + > ZX2 Z —4b/k)*
=0

a+b=1 j=0 =0
a,b£0

J—

X2() Z —4/k)" + Y ZX4 —4b/k)*
= =0

b#£0,1 =0

+ZZX2 (r—2)

a#0,1 j=0
Fxa(—4/k)* T (x2,X3) + xa(—4/k) T (x2, xa) + xa(=4/k)* T (x2, X3)

O

(Separate out the terms with j = 0 and ¢ = 0. These yield the sums over ¢
and over j, respectively. The terms with 7 = £ = 0, which sum to p — 2, are
counted twice, so subtract p — 2. The terms with j,¢ # 0 contribute to the
Jacobi sums.)

Z xa2(a) + ) xa(—4b/k)" — (p—2)

at =0 b0
—X2( 4/k) + Xa(—4/k)J (x2, Xa) + Xa(—4/k)> T (x2, x3)

=@-D+{-1)-(p-2)
—x2(—4/k) + xa(=4/k)J (X2, x4) + Xa(—4/k)> T (x2, x3)
(by Lemma 4.26)
=p+1 =6+ xa(=4/k)J (x2, xa) + xa(=4/k)* T (x2, x3).
For the last equality, we used the fact that

0 if k£ is not a square
L+ x2(—4/k) =1+ x2(1/k) = {2 if k£ is a square mod p
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hence 1+ x2(—4/k) = . Therefore,

#E(F,) = #{(u,v) € F, x F, |v? = (k/d)u* + 1} +6
=p+l-a-—a,
where
a = —xa(—4/k)J(x2, x4) € Z[i].
If we write a = a + bi, then o + @ = 2a. Proposition 4.27 implies that
a® + b? = p, so we have almost proved Theorem 4.23. It remains to evaluate

a mod 4.
Let @1 4+ 414, T2 + yat € Z[i]. We say that

1+ Y11 = 22 + yoi  (mod 2 + 2i)
if
(21— x2) + (11 — y2)i = (23 + y30)(2 + 29)

for some x3+ysi € Z[i]. Clearly —2i =2 (mod 2+ 2i). Since 2i—2 = i(2+24)
and —2 =2+ (—1+414)(2 + 2¢), we have

20=2=-2=-2i (mod 2+ 2i).
It follows easily that
2x4(a) =2 (mod 2+ 2i) (4.3)
for all a. Since p — 1 is a multiple of 4 = (1 —4)(2 4 2¢), we have p = 1
(mod 2+ 2i).
LEMMA 4.29

Let p=1 (mod 4) be prime. Then
J(x2,x4) = —1 (mod 2+ 2i).

PROOF Let S={z € F [z #1}. Let

T

7T:85—-8, x+— .
x—1

It is easy to check that 7(7(z)) = « for all x € S and that x = 2 is the only
value of x such that 7(z) = x. Put the elements of S, other than 2, into
pairs (z,7(x)). Note that if = is paired with y = 7(z), then y is paired with
7(y) = 7(7(x)) = x. This divides S into (p — 3)/2 pairs plus the element 2,
which is not in a pair. We have

J(x2:xa) = Y xa(a)xa(l —a) =
a#0,1

wa-2+ 3 (eut-a+ne (5 ) u(i-75)),

(a,7(a))
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where the sum is over pairs (a,7(a)). Note that since yaxs4 = x; ', we have

XQ( ) ( al)zxﬁ(a)l>xfé_l)1>

(=Dxa(a —1) = x2(a)xa(1 — a).
Therefore, since x2(2) = x4(2)? = x4(4),

*XQ( a)X4

J(x2,Xa) = xa(— Z a)xa(l —a)
(a,7(a))

= xa(—4) + 2 (by (43))
(a,(a))
=xa(—4)+ (p—3) = xa(—4) — 2 (mod 2 + 27).

Suppose p = 1 (mod 8). Since g??~1/2 = —1 (mod p), we have that —1 is a
fourth power. It is well known that 2 is a square mod p if and only if p = +1
(mod 8) (this is one of the supplementary laws for quadratic reciprocity and
is covered in most elementary number theory texts). Therefore 4 is a fourth
power when p =1 (mod 8). It follows that x4(—4) = 1.

Now suppose p = 5 (mod 8). Then 2 is not a square mod p, so 2 = ¢
(mod p) with j odd. Therefore

—4 = g¥t=D/2 (;mod p).

Since 25 = 2 (mod 4) and (p — 1)/2 = 2 (mod 4), it follows that —4 is a
fourth power mod p. Therefore, x4(—4) = 1.
In both cases, we obtain J(x2,x4) = x4(—4) — 2 = —1 (mod 2 + 2i). |

Since we just proved that y4(—4) = 1, the lemma implies that

a = —xa(—4/k)J(x2,xa) = —xa(1/k)J (x2, xa) = xa(k)® (mod 2 + 2i).
LEMMA 4.30
Let a = x + yi € ZJi].

1. Ifa =1 (mod 2+ 2i), then x is odd and x +y =1 (mod 4).

2. If o = —1 (mod 2+ 2i), then x is odd and x +y =3 (mod 4).

3. If a = +i (mod 2 + 2i), then = is even.
PROOF  Suppose a =1 (mod 2+ 2i), so a — 1 = (u+1iv)(2+ 2¢) for some
u,v. Since (1 —4)(2 + 2i) = 4, we have

(z+y—D+y+1—a)i=1—-i)(a—1)=4u+ 4vi.
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Therefore, z +y = 1 (mod 4) and z —y = 1 (mod 4). It follows that y is
even. This proves (1). The proofs of (2) and (3) are similar. I

If k is a fourth power mod p, then x4(k) =1, 80 a =1 (mod 2 + 2i). The
lemma yields o = a + bi with b even and a + b = 1 (mod 4). This proves
part of part (2) of Theorem 4.23. The other parts are proved similarly. This
completes the proof of Theorem 4.23.

4.5 Schoof’s Algorithm

In 1985, Schoof [97] published an algorithm for computing the number
of points on elliptic curves over finite fields F, that runs much faster than
existing algorithms, at least for very large ¢q. In particular, it requires at
most a constant times log8 g bit operations, in contrast to the ¢'/4 used in
Baby Step, Giant Step, for example. Subsequently, Atkin and Elkies refined
and improved Schoof’s method (see Section 12.4). It has now been used
successfully when ¢ has several hundred decimal digits. In the following, we’ll
give Schoof’s method. For details of the method of Atkins and Elkies, see [12]
and [99]. For other methods for counting points, see [60] and [94].

Suppose E is an elliptic curve given by y? = 23 + Az + B over F,. We
know, by Hasse’s theorem, that

#E(Fy) =q+1—a, with |a| <2./4.

Let S =1{2,3,5,7,...,L} be a set of primes such that

I1¢>4va

Les

If we can determine a mod ¢ for each prime £ € S, then we know a mod []¢,
and therefore a is uniquely determined.

Let £ be prime. For simplicity, we assume ¢ # p, where p is the characteristic
of F,. We also assume that ¢ is odd. We want to compute a (mod ¢).

If ¢ = 2, this is easy. If 2° + Az + B has a root e € F, then (e,0) € E[2]
and (e,0) € E(F,), so E(F,) has even order. In this case, ¢+1—a =0
(mod 2), so a is even. If 23 + Az + B has no roots in F,, then E(F,) has no
points of order 2, and a is odd. To determine whether 2% + Ax + B has a root
in Fy, we could try all the elements in F,, but there is a faster way. Recall
(see Appendix C) that the roots of 27 — x are exactly the elements of F,.
Therefore, 3 + Az + B has a root in Fy if and only if it has a root in common
with 7 — x. The Euclidean algorithm, applied to polynomials, yields the ged
of the two polynomials.
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If ¢ is very large, the polynomial x? has very large degree. Therefore, it is
more efficient to compute z, = 27 (mod z® + Az + B) by successive squaring
(cf. Section 2.2), and then use the result to compute

ged(zy — z, 2% + Az + B) = ged(2? — , 2° + Az + B).

If the ged is 1, then there is no common root and a is odd. If the ged is not
1, then a is even. This finishes the case £ = 2.

In the following, various expressions such as z¢ and 29” will be used. They
will always be computed mod a polynomial in a manner similar to that just
done in the case £ = 2

In Section 3.2, we defined the division polynomials ¢,,. When n is odd, ¢,

is a polynomial in z and, for (z,y) € E(F,), we have
(z,y) € En] <= ¢n(x) = 0.

These polynomials play a crucial role in Schoof’s algorithm.
Let ¢4 be the Frobenius endomorphism (not to be confused with the poly-
nomials ¢,, from Section 3.2, which are not used in this section), so

d)q(x?y) = (xq7yq)'

By Theorem 4.10,
¢ — agy +q=0.

Let (x,y) be a point of order ¢. Then

(xqz,yqz) +q(x,y) = a(z?,y7).

Let
g =q (mod?), |q<£t/2.

Then q(z,y) = qe(x,y), so
(qu,y‘f) +q(z,y) = a(2?,y?).

Since (x?,y?) is also a point of order ¢, this relation determines a mod ¢. The
idea is to compute all the terms except a in this relation, then determine a
value of a that makes the relation hold. Note that if the relation holds for
one point (x,y) € E[f], then we have determined a (mod ¢); hence, it holds
for all (z,y) € E[¢].

Assume first that <zq2,yq2> #+ +qy(x,y) for some (z,y) € E[¢]. Then

def 2 2
(«',y) = (Iq y? ) + qi(z,y) # oo,
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soa Z 0 (mod ¢). In this case, the z-coordinates of (xqz, yq2) and q(x,y) are

distinct, so the sum of the two points is found by the formula using the line
through the two points, rather than a tangent line or a vertical line. Write

j(xay) = (xjayj)

for integers j. We may compute x; and y; using division polynomials, as in
Section 3.2. Moreover, x; = r1,(x) and y; = 72 ;(x)y, as on page 47. We

have
'S 2
Y=y 2
2 = (127‘12 — 7 — T,
T — x4,

2

Writing

(yq2 - yqz)2 = y2 (yq2—1 —T2,q (x)>
= (z° + Az + B) ((zg + Av+ B)T D2y, (x)>2 ’

and noting that z,, is a function of x, we change x’ into a rational function
of . We want to find j such that

(CC/, yl) = (‘T?v y;])

First, we look at the z-coordinates. Starting with (z,y) € E[¢], we have
(',y") = £(x%,y]) if and only if 2’ = z7. As pointed out above, if this
happens for one point in E[¢], it happens for all (finite) points in E[¢]. Since

the roots of ¥, are the z-coordinates of the points in E[¢], this implies that
a' —zf=0 (mod ¢y) (4.4)

(this means that the numerator of 2’ — 2% is a multiple of 1). We are using
here the fact that the roots of 1, are simple (otherwise, we would obtain only
that 1), divides some power of z’ —x?). This is proved by noting that there are
£2 —1 distinct points of order ¢, since £ is assumed not to be the characteristic
of F,. There are (¢ —1)/2 distinct z-coordinates of these points, and all of
them are roots of 1, which has degree (¢2 —1)/2. Therefore, the roots of 1
must be simple.
Assume now that we have found j such that (4.4) holds. Then

(') = £(29, y]) = («f, 7).

To determine the sign, we need to look at the y-coordinates. Both y'/y and
y;’/y can be written as functions of x. If

(v —vi)/y=0 (mod 1),

then a = j (mod ¢). Otherwise, a = —j (mod ¢). Therefore, we have found
a (mod ¢).
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It remains to consider the case where (qu,y‘f) = +q(z,y) for all (z,y) €

E[f). T
o2@,y) = (275" ) = ala.y),
then
adg(z,y) = ¢o(x,y) + q(z,y) = 2q(z,y),
hence

a’q(z,y) = a’¢%(x,y) = (29)*(x,y).
Therefore, a?q = 4¢*> (mod ), so q is a square mod £. If ¢ is not a square

mod ¢, then we cannot be in this case. If ¢ is a square mod ¢, let w? = ¢
(mod ¢). We have

(dg +w)(dg — w)(z,y) = (6 — q)(z,y) = 00

for all (z,y) € E[{]. Let P be any point in E[¢]. Then either (¢, —w)P = oo,

50 ¢qP = wP, or P! = (¢4 — w)P is a finite point with (¢, + w)P’ = oo.

Therefore, in either case, there exists a point P € E[{] with ¢, P = fwP.
Suppose there exists a point P € E[{] such that ¢, P = wP. Then

00 = (¢7 —ady +q)P = (¢ — aw + q) P,

so aw = 2q = 2w? (mod ¢). Therefore, a = 2w (mod ). Similarly, if there
exists P such that ¢,P = —wP, then a = —2w (mod £). We can check
whether we are in this case as follows. We need to know whether or not

(2%, y?) = Tw(z,y) = £(Tw, Yu) = (Tw, TYw)

for some (x,y) € E[¢]. Therefore, we compute z? — x,,, which is a rational
function of x. If
ged(numerator(z? — xy,), ¥e) # 1,

then there is some (z,y) € E[{] such that ¢, (z,y) = w(zx,y). If this happens,
then use the y-coordinates to determine the sign.

Why do we use the ged rather than simply checking whether we have 0 mod
1?7 The ged checks for the existence of one point. Looking for 0 (mod )
checks if the relation holds for all points simultaneously. The problem is that
we are not guaranteed that ¢,P = twP for all P € E[{]. For example,
the matrix representing ¢, on E[¢] might not be diagonalizable. It might

0w
subspace.
If we have ged(numerator(z? — x,,), 1¢) = 1, then we cannot be in the case

1 . . . .
be (w ) In this case, the eigenvectors for ¢, form a one-dimensional

(:Uq2,yq2) = ¢q(z,y), so the only remaining case is xqz,yq2) = —q(z,y). In

this case, aP = (¢2 + q)P = oo for all P € E[{]. Therefore, a =0 (mod ¢).
We summarize Schoof’s algorithm as follows. We start with an elliptic curve
E over F, given by y? = 23+ Az+ B. We want to compute #E(F,) = ¢+1—a.
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1. Choose a set of primes S = {2,3,5,...,L} (with p € S) such that

[lies? > 44
2. If ¢ = 2, we have a = 0 (mod 2) if and only if ged(2®+ Az + B, 29 —2) #
1.

3. For each odd prime ¢ € S, do the following.

(a) Let g¢¢ = ¢ (mod ¢) with |ge| < £/2.

(b) Compute the z-coordinate x’ of
(x',y') = (xqz,yq2> + qe(z,y) mod 1.

(¢) For j =1,2,...,(¢{ —1)/2, do the following.
i. Compute the z-coordinate z; of (x;,y;) = j(z,y).
ii. If 2/ — 2 = 0 (mod ¢r), go to step (iii). If not, try the next
value of j (in step (c)). If all values 1 < j < (¢ — 1)/2 have
been tried, go to step (d).

iii. Compute y" and y;. If (y' —yf)/y = 0 (mod ), then a = j
(mod ¢). If not, then a = —j (mod ¥).

(d) If all values 1 < j < (¢ —1)/2 have been tried without success, let
w? = ¢ (mod ¢). If w does not exist, then a =0 (mod ¢).

(e) If ged(numerator(z? — x4,), ¥¢) = 1, then @ = 0 (mod ¢). Other-
wise, compute

ged (numerator((y? — yw)/y), o).

If this ged is not 1, then a = 2w (mod ¢). Otherwise, a = —2w
(mod ¢).

4. Use the knowledge of a (mod ¢) for each £ € S to compute a (mod []¥).
Choose the value of a that satisfies this congruence and such that |a| <
2,/q. The number of points in E(F,) is ¢ + 1 — a.

Example 4.13

Let E be the elliptic curve 32 = 2% 4+ 22 + 1 mod 19. Then
#E(Flg) = 19 + ]. — Q.

We want to determine a. We’ll show that

1 (mod 2)
a=1< 2 (mod3)
3 (mod 5).
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Putting these together yields
a =23 (mod 30).

Since |a| < 24/19 < 9, we must have a = —7.
We start with ¢ = 2. We compute

' =2? + 132 +14  (mod 2® + 2z + 1)
by successive squaring (cf. Section 2.2) and then use the result to compute
ged(x'® — 2, 2 + 224+ 1) = ged(2? + 1224 14, 23 + 22 + 1) = 1.

It follows that 23 4 2x +1 has no roots in F1g. Therefore, there is no 2-torsion
in E(F19), so a =1 (mod 2).

For ¢ = 3, we proceed as in Schoof’s algorithm and eventually get to j = 1.
We have ¢ = 361 and we have ¢ = 1 (mod 3). Therefore, ¢, = 1 and we need
to check whether

(1‘361,?;361) + (l‘,y) — i($19,y19)

for (x,y) € E[3]. The third division polynomial is
s = 3zt + 122 + 122 — 4.

We compute the z-coordinate of (2361, ¢361) 4 (z,y):

361 2 3 180 2
— +2x+1 -1
(7y y) — 23— = (23 22 +1) ((x z+1) ) — 230 g,

2361 _ o 2361 _ o

where we have used the relation y? = 23 + 2z + 1. We need to reduce this
mod 3. The natural way to start is to use the extended Euclidean algorithm
to find the inverse of 236! — 2 (mod 13). However,

ng($361 -z, ¢3) =z—8 7& 17

so the multiplicative inverse does not exist. We could remove z — 8 from the
numerator and denominator of

(2 4+ 204+ 1)1 —1
1361 _ o

)

but this is unnecessary. Instead, we realize that since x = 8 is a root of 3,
the point (8,4) € E(F19) has order 3. Therefore,

#E(F19) =1941—a=0 (mod 3),
so a =2 (mod 3).
For ¢ =5, we follow Schoof’s algorithm, eventually arriving at j = 2. Note

that
19=4=-1 (mod 5),
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so q¢ = —1 and
19(z,y) = —(z,y) = (z, —y) for all (z,y) € E[5].
We need to check whether

d:ef

? def
@, y) F (@ ") + (2, —y) = £2(2",5") = £(2",y")

for all (z,y) € E[5]. The recurrence of Section 3.2 shows that the fifth division
polynomial is

Vs = 32(x> + 22 + 1)*(2® + 102" + 202> — 202% — 82 — 8 — 8) — 3
= 522 + 1021° + 1728 + 527 + 25 + 92° + 122* + 223 + 52 + 8z + 8.

The equation for the xz-coordinates yields

361 2 38 2
Yyt +y 2 [ 3x°° +2
.I'l = (m) — .17361 — T = <W — 25619 = .’I,'H (mod ’(/J5)

When g2 is changed to 2% + 2z + 1, this reduces to a polynomial relation in
x, which is then verified. Therefore,

a==+2 (mod 5).

To determine the sign, we look at the y-coordinates. The y-coordinate of
(2, y') = (2361, y351) + (2, —y) is computed to be

y(92 + 13210 + 1527 + 1527 +182% +172° + 82* +122% + 82 +6)  (mod v3).
The y-coordinate of (z”,y") = 2(z,y) is
y(1321° 4+ 152° + 162° + 1327 + 82° 4+ 62° + 1721 4+ 182° +- 82+ 18)  (mod v3).
A computation yields

W +y""")/y=0 (mod ¢s).

This means that

(«',y) (gc”lg, —y”lg) = —2(z%y?) (mod v5).

It follows that a = —2 (mod 5).
As we showed above, the information from ¢ = 2, 3,5 is sufficient to yield
a = —7. Therefore, #E(F19) = 27.
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4.6 Supersingular Curves

An elliptic curve E in characteristic p is called supersingular if F[p] =
{oo}. In other words, there are no points of order p, even with coordinates
in an algebraically closed field. Supersingular curves have many interesting
properties, some of which we’ll discuss in the present section.

Note: Supersingular curves are not singular curves in the sense of Sec-
tion 2.4. The term “singular” was used classically to describe the j-invariants
of elliptic curves with endomorphism rings larger than Z. These rings usually
are subrings of quadratic extensions of the rationals. The term “supersingu-
lar” refers to j-invariants of curves with even larger rings of endomorphisms,
namely, subrings of quaternion algebras. These ideas will be discussed in
Chapter 10.

The following result is useful because it gives a simple way of determining
whether or not an elliptic curve over a finite field is supersingular.

PROPOSITION 4.31

Let EZ be an elliptic curve over Fy, where q is a power of the prime number
p. Let a = g+ 1—#E(F,). Then E is supersingular if and only if a = 0
(mod p), which is if and only if #E(F,) =1 (mod p).

PROOF Write X? —aX +¢ = (X —a)(X — ). Theorem 4.12 implies that
#EF ) =q" +1— (" +p").
Lemma 4.13 says that s,, = o™ + " satisfies the recurrence relation
S0 =2, 81 =0a, Sp+1 =08y —(Sn—_1.

Suppose ¢ = 0 (mod p). Then s = a = 0 (mod p), and s,4+1 = 0 (mod p)
for all n > 1 by the recurrence. Therefore,

#E(Fq") =¢"+1-5s,=1 (mOd p)a

so there are no points of order p in E(F ;) for any n > 1. Since Fq = Up>1Fgn,
there are no points of order p in F (Fq). Therefore, F is supersingular.

Now suppose a # 0 (mod p). The recurrence implies that s,11 = as,
(mod p) for n > 1. Since s; = a, we have s, = a” (mod p) for all n > 1.
Therefore

H#EFp)=¢"+1—-s,=1—-a" (mod p).

By Fermat’s little theorem, a?~! =1 (mod p). Therefore, E(F ,»-1) has order
divisible by p, hence contains a point of order p. This means that F is not
supersingular.

© 2008 by Taylor & Francis Group, LLC



SECTION 4.6 SUPERSINGULAR CURVES 131

For the last part of the proposition, note that
#EF,)=q+1—-a=1-a (mod p),

so #E(F;) =1 (mod p) if and only if =0 (mod p). |

COROLLARY 4.32
Suppose p > 5 is a prime and E is defined over F,. Then E is supersingular
if and only if a = 0, which is the case if and only if #E(Fy,) =p+ 1.

PROOF If a =0, then F is supersingular, by the proposition. Conversely,
suppose F is supersingular but a # 0. Then a = 0 (mod p) implies that
la| > p. By Hasse’s theorem, |a| < 2,/p, so we have p < 2,/p. This means
that p < 4.

When p = 2 or p = 3, there are examples of supersingular curves with
a # 0. See Exercise 4.7.

For general finite fields F, it can be shown that if £ defined over Fy is
supersingular, then a? is one of 0, ¢, 2q, 3¢, 4q. See [98], [80], or Theorem 4.3.

In Section 3.1, we saw that the elliptic curve y? + azy = 2% + asz + ag
in characteristic 2 is supersingular. Also, in characteristic 3, the curve y? =
23 4+ asx? + asx + ag is supersingular if and only if as = 0. Here is a way to
construct supersingular curves in many other characteristics.

PROPOSITION 4.33
Suppose q is odd and ¢ =2 (mod 3). Let B € F. Then the elliptic curve E
given by y? = x> + B is supersingular.

PROOF  Let ¢ : F — FX be the homomorphism defined by ¢ (z) = .
Since ¢ — 1 is not a multiple of 3, there are no elements of order 3 in F, so
the kernel of ¢ is trivial. Therefore, 1 is injective, hence must be surjective
since it is a map from a finite group to itself. In particular, every element of
F, has a unique cube root in F,.

For each y € F,, there is exactly one 2 € F, such that (z,y) lies on the
curve, namely, z is the unique cube root of y?> — B. Since there are g values
of y, we obtain ¢ points. Including the point co yields

#E (Fq) =q+1
Therefore, E is supersingular. |

Later (Theorem 4.34), we’ll see how to obtain all supersingular elliptic
curves over an algebraically closed field.
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An attractive feature of supersingular curves is that computations involving
an integer times a point can sometimes be done faster than might be expected.
Suppose E is a supersingular elliptic curve defined over F, and let P = (z,y)
be a point in E(Fgn) for some n > 1. Usually n is large. Let k be a positive
integer. We want to compute kP. This can be done quickly by successive
doubling, but it is possible to do even better. Let’s assume that a = 0. Then

$g+q=0

by Theorem 4.10. Therefore
2 2
a(@,y) = —63(@,y) = (a7, ") .

The calculations of 29° and qu involve finite field arithmetic, which is gener-
ally faster than elliptic curve calculations. Moreover, if x and y are expressed
in terms of a normal basis of Fyn over Fy, then 29" and yq2 are computed by
shift operations (see Appendix C). The procedure is now as follows:

1. Expand k in base g:
k= ko +kig+kog® + -+ ked”,

2. Compute k; P = (x;,y;) for each .

21 . 21

3. Compute ¢'k; P = (xf |, (=1)"y! ).
4. Sum the points ¢’k; P for 0 <14 < r.

The main savings is in step (3), where elliptic curve calculations are replaced
by finite field computations.

We now show how to obtain all supersingular curves over F,. Note that
supersingularity means that there are no points of order p with coordinates
in the algebraic closure; hence, it is really a property of an elliptic curve over
an algebraically closed field. If we have two elliptic curves F7 and F, defined
over a field such that E; can be transformed into Fy by a change of variables
defined over some extension field, then F; is supersingular if and only if Fs
is supersingular.

For example, in Proposition 4.33, the curve y? = x3 + B can be changed
into y2 = x3 + 1 via &y = x1/BY3, yy = y1/BY2. Therefore, it would have
sufficed to prove the proposition for the curve y? = z3 + 1.

Recall (Section 2.5.1) that an elliptic curve E over an algebraically closed
field of characteristic not 2 can be put into the Legendre form 3? = x(z —
1)(z — ) with A £ 0, 1.
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THEOREM 4.34
Let p be an odd prime. Define the polynomial

H,(T) = (pi)/z <(p _Z_l)/ 2>2T1

=0

The elliptic curve E given by y* = z(z—1)(z—\) with X € Fp is supersingular
if and only if H,(A\) = 0.

PROOF Since Fp = Up>1Fpn, we have A € Fy = F),» for some n. So I is
defined over Fy. To determine supersingularity, it suffices to count points in
E(F,), by Proposition 4.31. We know (Exercise 4.4) that

T
L) = a2
()=

in F,. Therefore, by Theorem 4.14,
HEF) =q+1+ > (a(e—1)(x— )2,
zeF,

where this is now an equality in F,. The integers in this formula are regarded
as elements of F, C F,. The following lemma allows us to simplify the sum.

LEMMA 4.35
Let i > 0 be an integer. Then

D @ _{1 if ¢—1|i.

z€F,

PROOF If ¢ — 1|i then 2' = 1 for all nonzero z, so the sum equals ¢ — 1,
which equals —1 in Fy. The group F; is cyclic of order ¢ — 1. Let g be a
generator. Then every nonzero element of F, can be written in the form g’
with 0 < j < ¢ — 2. Therefore, if ¢ — 1114,

- —2

SERTE I s P PR
zeF, 2€F j=0
since g1 =1. |

Expand (z(z — 1)(x — A))@1/2 into a polynomial of degree 3(q — 1)/2.
There is no constant term, so the only term z’ with ¢ — 1]i is 277!, Let 4,
be the coefficient of 297!, By the lemma,

S (e — 1)@ — X))@ = 4,

zeF,
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since all the powers of z except for 771 sum to 0. Therefore,
#EF,)=1-A4, inF,

By Proposition 4.31, E is supersingular if and only if A, = 0 in Fy. The
following lemma allows us to relate A, to A,.

LEMMA 4.36
Let f(x) = 2® + cow® 4+ c12 + ¢ be a cubic polynomial with coefficients in a
field of characteristic p. For each r > 1, let Apr be the coefficient of ¥ 1 in
f(z)®P" =172 Then
Ay = A]1)+p+p2+~--+p“1.

PROOF We have

r

(f(z)(pfl)ﬁ)pr - (xii(pfl)/2 o AppPTh )P
= g3e-Dp"/2 4 Ag"’xp"'(p—l) 4

Therefore,

p"

F(@)@ /2 = f(g) 0T -1/2 (f(x)(p—nm)
= (2P D2 o AP T )
.(x3(p—1)p"/2 N Ag"xp"'(p—l) 4.

To obtain the coefficient of x”r+1_17 choose indices ¢ and j with ¢+ +j =
p+t1 — 1, multiply the corresponding coefficients from the first and second
factors in the above product, and sum over all such pairs 7,j. A term with
0<i<3(p"—1)/2 from the first factor requires a term with

3
P -1z =) =50 1) > (-2
from the second factor. Since all of the exponents in the second factor are
multiples of p", the only index j in this range that has a nonzero exponent
is j = (p — 1)p". The corresponding index i is p” — 1. The product of the
coefficients yields

Aprin = Apr AP

P

The formula of the lemma is trivially true for » = 1. It now follows by an
easy induction for all r.

From the lemma, we now see that E is supersingular if and only if 4, = 0.

This is significant progress, since A, depends on p but not on which power of
p is used to get q.
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It remains to express A, as a polynomial in A. The coefficient A, of zP~!
in (z(z —1)(z — X))®P~D/2 is the coefficient of 2P~/ in

(e = D@ =),

By the binomial theorem,

(x —1)P~D/2 = Z <(p il)/2> 2t (—1)P~ /2=

(e~ N2 =3 <(P .1)/2> 2P=D/25(_ ).

7 J

The coefficient A,, of zP~1/2 in (z — 1)P=D/2(z — \)(P~1/2 jg

(~1)e-D/2 (pzlw ((p | 1)/2>2A'“ = (1)@ V2H,0).

k
k=0

Therefore, E is supersingular if and only if H,(A) = 0. This completes the
proof of Theorem 4.34. |

It is possible to use the method of the preceding proof to determine when
certain curves are supersingular.

PROPOSITION 4.37

Let p > 5 be prime. Then the elliptic curve y?> = 2% + 1 over F, is supersin-
gular if and only if p =2 (mod 3), and the elliptic curve y*> = 23+ x over F,,
is supersingular if and only if p =3 (mod 4).

PROOF  The coefficient of 2P~ in (2 + 1)?=1/2 is 0 if p = 2 (mod 3)
(since we only get exponents that are multiples of 3), and is (EZ :B?g) %
0 (mod p) when p = 1 (mod 3) (since the binomial coefficient contains no
factors of p). Since the coefficient of #P~! is zero mod p if and only if the
curve is supersingular, this proves the first part.

The coefficient of zP~! in (2% 4 x)P=1/2 is the coefficient of z(P~1/? in
(22 + 1)(®»=1/2_ All exponents appearing in this last expression are even,
so z(P~1/2 doesn’t appear when p = 3 (mod 4). When p = 1 (mod 4),

the coefficient is (Egj;ﬁ) # 0 (mod p). This proves the second part of the

proposition.

If £ is an elliptic curve defined over Z with complex multiplication (see
Chapter 10) by a subring of Q(v/—d), and p is an odd prime number not
dividing d for which E (mod p) is an elliptic curve, then E (mod p) is super-
singular if and only if —d is not a square mod p. Therefore, for such an F,
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the curve F (mod p) is supersingular for approximately half of the primes.
In the proposition, the curve y? = z3 + 1 has complex multiplication by
Z[(1++/=3)/2], and —3 is a square mod p if and only if p=1 (mod 3). The
curve y? = 23 + 2 has complex multiplication by Z[y/—1], and —1 is a square
mod p if and only if p =1 (mod 4).

If E does not have complex multiplication, the set of primes for which E
(mod p) is supersingular is much more sparse. Elkies [37] proved in 1986
that, for each E, the set of such primes is infinite. Wan [126], improving
on an argument of Serre, showed that, for each ¢ > 0, the number of such
p < x for which E (mod p) is supersingular is less than C.z/In* (z) for
some constant C. depending on €. Since the number of primes less than x
is approximately z/Ilnz, this shows that substantially less than half of the
primes are supersingular for F. It has been conjectured by Lang and Trotter
that the number of supersingular p is asymptotic to C'v/z/Ilnz (as z — o)
for some constant C’ depending on E. This has been shown to be true “on
the average” by Fouvry and Murty [39].

We now change our viewpoint and fix p and count supersingular E over
F,. This essentially amounts to counting distinct zeros of H,(T). The values
A = 0,1 are not allowed in the Legendre form of an elliptic curve. Moreover,
they also don’t appear as zeros of H,(T). It is easy to see that H,(0) = 1.
For H,(1), observe that the coefficient of x(P~1)/2 in

(z+ 1Pt = (z+1)P7D/2(g 4 1)P~D/2

((pp_—1)1/2> -y ((p —kl)/2) ((p(f I)})z/i k) ),

k

is

(use the identity (}) = (,,",)). Since (. ?

(p__l)l /2) contains no factors p, it is
nonzero mod p. Therefore, Hy(1) # 0.

PROPOSITION 4.38
H,(T) has (p —1)/2 distinct roots in F,.

PROOF We claim that
AT(1 = T)H!(T) +4(1 = 2T)H/(T) — Hy(T) =0 (mod p).  (4.5)
Write H,(T) = >, biT*. The coefficient of T% on the left side of (4.5) is

4(k + 1)kbgy1 — 4k(k — 1)by + 4(k + 1)bgy 1 — 8kby — by,
=4(k +1)2bpy1 — (2k +1)%by,.
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Using the fact that
((p—-1)/2)?
b1 _< k+1 >
_ ( (p—1)/2)! )
(k+1D1(((p—1)/2) =k — 1)!

_ (((p — /) - k)Qbk’

we find that the coefficient of T* is
(40 =1)/2) = k) = 2k +1)?) by = pp— 2= K)o =0 (mod p).

This proves the claim.

Suppose now that H,(\) = 0 with A € F,,. Since H,(0) # 0 and H,(1) # 0,
we have A # 0,1. Write H,(T") = (I'—\)"G(T') for some polynomial G(T") with
G(A\) # 0. Suppose r > 2. In (4.5), we have (T — \)"~! dividing the last term
and the middle term, but only (T'— A\)"~? divides the term 47'(1 —T)H,/(T).
Since the sum of the three terms is 0, this is impossible, so we must have
r = 1. Therefore, A is a simple root. (Technical point: Since the degree of
H,(T) is less than p, we have r < p, so the first term of the derivative

H!(T) = r(r — 1)(T = A" ">G(T) +2r(T — \)""*G'(T) + (T — \)’G"(T)

does not disappear in characteristic p. Hence (T'— A)"~! does not divide the
first term of (4.5).) |

REMARK 4.39 The differential equation 4.5 is called a Picard-Fuchs
differential equation. For a discussion of this equation in the study of
families of elliptic curves in characteristic 0, see [24]. Once we know that
H,(T) satisfies this differential equation, the simplicity of the roots follows
from a characteristic p version of the uniqueness theorem for second order
differential equations. If \ is a multiple root of H,(T'), then H,(A\) = H,()\) =
0. Such a uniqueness theorem would say that H,(7) must be identically 0,
which is a contradiction. Note that we must avoid A\ = 0,1 because of the
coefficient T'(1 —T') for H)(T).

COROLLARY 4.40 B
Let p > 5 be prime. The number of j € F,, that occur as j-invariants of
supersingular elliptic curves is

p
[E} *

where €, =0,1,1,2 if p=1,5,7,11 (mod 12), respectively.
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PROOF  The j-invariant of 4% = z(z — 1)(x — \) is

o8 (A =A+1)°
A2(A—1)2

(see Exercise 2.13), so the values of A yielding a given j are roots of the
polynomial
Pj(A) =250 = A +1)% — 1A% (A = 1)%

The discriminant of this polynomial is 23°(j—1728)33*, which is nonzero unless
j =0 or 1728. Therefore, there are 6 distinct values of A € Fp corresponding
to each value of j # 0,1728. If one of these X's is a root of H,(T), then all
six must be roots, since the corresponding elliptic curves are all the same (up
to changes of variables), and therefore all or none are supersingular.

Since the degree of H,(T) is (p —1)/2, we expect approximately (p —1)/12
supersingular j-invariants, with corrections needed for the cases when at least
one of j =0 or j = 1728 is supersingular.

When j = 0, the polynomial P;(A\) becomes 28(A\? — X + 1)3, so there are
two values of A that give j = 0. When j = 1728, the polynomial becomes
25(A — 2)2(A = $)%(A + 1), so there are three values of A yielding j = 1728.

A curve with j-invariant 0 can be put into the form y?> = 2% 4+ 1 over an
algebraically closed field. Theorem 4.34 therefore tells us that when p = 2
(mod 3), the two A’s yielding j = 0 are roots of H,(T'). Similarly, when p = 3
(mod 4), the three A yielding j = 1728 are roots of H,(T).

Putting everything together, the total count of roots of H,(T) is

6 - #{supersingular j # 0,1728} + 2553y + 303(4)
=deg Hy(T) = (p—1)/2,
where 6;(;) = 1 if p=14 (mod j) and = 0 otherwise.

Suppose that p =5 (mod 12). Then dy(3) = 1 and d3(4) = 0, so the number

of supersingular j # 0,1728 is
p—1 1 1p
12 3 [12] '

Adding 1 for the case j = 0 yields the number given in the proposition. The
other cases of p (mod 12) are similar.

Example 4.14
When p = 23, we have
Hys(T) = (T —3)(T —8)(T — 21)(T — 11)(T — 13)(T — 16)
(T = 2)(T = 12)(T + 1)(T? = T + 1)
(this is a factorization over Fa3). The first 6 factors correspond to
1 1 AoAa-1

A=, 1—=A
{’A7 ’1—A’A—1’ A }’
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with A = 3, hence to the curve y?> = z(z — 1)(x — 3). The next three factors
correspond to j = 1728, hence to the curve y? = x> + x. The last factor
corresponds to j = 0, hence to y? = z3 4+ 1. Therefore, we have found the
three supersingular curves over Faz. Of course, over Fys, there are different
forms of these curves. For example, 3% = 2% + 1 and y? = 2 + 2 are different
curves over Fao3, but are the same over Fas.

Example 4.15
When p = 13,

Hy3(T) = (T? + 4T 4+ 9)(T? + 12T + 3)(T? + 7T + 1).

The six roots correspond to one value of j. Since A = —2 + /8 is a root of
the first factor, the corresponding elliptic curve is

V=zxz—-1)(z+2- \/g)
I

The appearance of a square root such as /8 is fairly common. It is possible
to show that a supersingular curve over a perfect field of characteristic p
must have its j-invariant in F2 (see [109, Theorem V.3.1]). Therefore, a

supersingular elliptic curve over F, can always be transformed via a change

of variables (over Fy) into a curve defined over F .

Exercises
4.1 Let E be the elliptic curve y? = 23 + z + 1 (mod 5).

(a) Show that 3(0,1) = (2,1) on E.

(b) Show that (0,1) generates E(F5). (Use the fact that E(F5) has
order 9 (see Example 4.1), plus the fact that the order of any
element of a group divides the order of the group.)

4.2 Let E be the elliptic curve y? + y = x3 over Fy. Show that
2" +1 ifnisodd
#E(Fon) = { 2" +1—2(=2)"2  if nis even.

4.3 Let F, be a finite field with g odd. Since F is cyclic of even order ¢ —1,
half of the elements of F are squares and half are nonsquares.
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(a) Let u € F,. Show that

5 (5)-

z€F, g

(b) Let f(z) = (z —r)?(x — s), where r, s € F, with ¢ odd. Show that

% (%) (%)

zeF,

(Hint: If x # r, then (x —r)%(z — s) is a square exactly when x — s
is a square.)

4.4 Let x € F, with ¢ odd. Show that

L\ (a-1)/2
(7)=

as elements of F,. (Remark: Since the exponentiation on the right
can be done quickly, for example, by successive squaring (this is the
multiplicative version of the successive doubling in Section 2.2), this
shows that the generalized Legendre symbol can be calculated quickly.
Of course, the classical Legendre symbol can also be calculated quickly
using quadratic reciprocity.)

4.5 Let p=1 (mod 4) be prime and let E be given by y? = 23 — kx, where
k#0 (mod p).

(a) Use Theorem 4.23 to show that #E(F)) is a multiple of 4 when k
is a square mod p.

(b) Show that when k is a square mod p, then E(F,,) contains 4 points
P satisfying 2P = oco. Conclude again that #E(F,) is a multiple
of 4.

(c) Show that when k is not a square mod p, then E(F,) contains no
points of order 4.

(d) Let k be a square but not a fourth power mod p. Show that exactly
one of the curves y? = 23 —x and y? = 23 — kz has a point of order
4 defined over F,.

4.6 Let E be an elliptic curve over Fy and suppose
EF¥,) ~Z, & Zy,.

(a) Use the techniques of the proof of Proposition 4.16 to show that
g = mn? + kn + 1 for some integer k.
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(b) Use Hasse’s theorem in the form a? < 4q to show that |k| < 2y/m.
Therefore, if m is fixed, g occurs as the value of one of finitely many
quadratic polynomials.

(¢) The prime number theorem implies that the number of prime pow-
ers less than z is approximately «/Inz. Use this to show that most
prime powers do not occur as values of the finite list of polynomials

in (b).
(d) Use Hasse’s theorem to show that mn > /m(\/q — 1).

(e) Show that if m > 17 and ¢ is sufficiently large (¢ > 1122 suffices),
then E(F,) has a point of order greater than 4,/q.

(f) Show that for most values of ¢, an elliptic curve over F, has a point
of order greater than 4,/q.
4.7 (a) Let E be defined by y?+y = 23+ over Fy. Show that #E(Fs) =
5.
(b) Let E be defined by y? = 23—z+2 over F3. Show that #E(F3) = 1.

(¢) Show that the curves in (a) and (b) are supersingular, but that, in
each case, a = p+1—#E(F,) # 0. This shows that the restriction
to p > 5 is needed in Corollary 4.32.

4.8 Let p > 5 be prime. Use Theorem 4.23 to prove Hasse’s theorem for the
elliptic curve given by y? = 22 — kx over F,.

4.9 Let E be an elliptic curve over F, with ¢ = p?™. Suppose that #F(F,) =
q+1-2./q.
(a) Let ¢, be the Frobenius endomorphism. Show that (¢, —p™)% = 0.
(b) Show that ¢, — p™ = 0 (Hint: Theorem 2.22).
(c) Show that ¢4 acts as the identity on E[p™ — 1], and therefore that
E[p™ —1] C E(Fy).
(d) Show that E(Fy) ~ Zym_1 & Zpm_1.
4.10 Let E be an elliptic curve over Fy with ¢ odd. Write #E(F,) = ¢+1—a.

Let d € F and let E@ be the twist of E, as in Exercise 2.23. Show
that

d
HEDF,) =q+1- <_> "
Fy
(Hint: Use Exercise 2.23(c) and Theorem 4.14.)

4.11 Let F, be a finite field of odd characteristic and let a,b € F, with
a # £2b and b # 0. Define the elliptic curve E by

y? = 23 + az? + bz
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(a) Show that the points (b, bv/a + 2b) and (—b, —bv/a — 2b) have or-
der 4.

(b) Show that at least one of a + 2b, a — 2b, a® — 4b? is a square in F,,.
(c) Show that if a® — 4b? is a square in F, then E[2] C E(F,).

(d) (Suyama) Show that #FE(F,) is a multiple of 4.

(e) Let E be defined by y'* = 2/* — 2az’* + (a® — 4b?)2’. Show that
E’[2] C E'(F,). Conclude that #E'(F,) is a multiple of 4.

The curve E’ is isogenous to E via
(@',y') = (*/2*, y(0* — 2?)/a?)

(see the end of Section 8.6 and also Chapter 12). It can be shown that
this implies that #E(F,) = #E'(F,). This gives another proof of the
result of part (d). The curve E has been used in certain elliptic curve
factorization implementations (see [19]).

4.12 Let p be a prime and let E be a supersingular elliptic curve over the
finite field F,. Let ¢, be the Frobenius endomorphism. Show that some
power of ¢, is an integer. (Note: This is easy when p > 5. The cases
p =2, 3 can be done by a case-by-case calculation.)

4.13 Let E be an elliptic curve over Fy. Show that Hasse’s theorem can be

restated as
EEE) - vi <1

4.14 Let E be an elliptic curve over F,,. Assume that ¢ = r? for some integer
r. Suppose that #E(F,;) = (r — 1)2. Let ¢ = ¢, be the gth power
Frobenius endomorphism.

(a) Show that (¢ —r)* = 0.

(b) Show that ¢ —r = 0. (Hint: A nonzero endomorphism is surjective

on E(F,) by Theorem 2.22.)
(c) Show that (r — 1)E(F,) = 0.
(d) Show that E(F,) ~ Z,_1 ® Zy_1.

(e) Now suppose E’ is an elliptic curve over F,, with #E'(F,) = (r+1)?
(where ¢ = r?). Show that E'(F,) ~ Z, 11 ® Zy 1.
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Chapter 5

The Discrete Logarithm
Problem

Let p be a prime and let a, b be integers that are nonzero mod p. Suppose we
know that there exists an integer k£ such that

a*=b (mod p).

The classical discrete logarithm problem is to find k. Since k+ (p — 1) is
also a solution, the answer k should be regarded as being defined mod p — 1,
or mod a divisor d of p — 1 if a¥ =1 (mod p).

More generally, let G be any group, written multiplicatively for the moment,
and let a,b € G. Suppose we know that a* = b for some integer k. In this
context, the discrete logarithm problem is again to find k. For example, G
could be the multiplicative group F* of a finite field. Also, G could be E(F,)
for some elliptic curve, in which case a and b are points on F and we are
trying to find an integer k with ka = b.

In Chapter 6, we’ll meet several cryptographic applications of the discrete
logarithm problem. The security of the cryptosystems will depend on the
difficulty of solving the discrete log problem.

One way of attacking a discrete log problem is simple brute force: try all
possible values of k£ until one works. This is impractical when the answer k
can be an integer of several hundred digits, which is a typical size used in
cryptography. Therefore, better techniques are needed.

In this chapter, we start by discussing an attack, called the index calculus,
that can be used in F ', and more generally in the multiplicative group of a
finite field. However, it does not apply to general groups. Then we discuss the
method of Pohlig-Hellman, the baby step, giant step method, and Pollard’s p
and A methods. These work for general finite groups, in particular for elliptic
curves. Finally, we show that for special classes of elliptic curves, namely
supersingular and anomalous curves, it is possible to reduce the discrete log
problem to easier discrete log problems (in the multiplicative group of a finite
field and in the additive group of integers mod a prime, respectively).

143
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5.1 The Index Calculus

Let p be a prime and let g be primitive root (see Appendix A) mod p,
which means that g is a generator for the cyclic group F7. In other words,

every h # 0 (mod p) can be written in the form h = g* for some integer k
that is uniquely determined mod p — 1. Let k = L(h) denote the discrete
logarithm of i with respect to g and p, so

g"™ =h  (mod p).
Suppose we have hy and hy. Then
gltnha) = o py = gLD+L(2)  (od p),
which implies that
L(hyhs) = L(hy) + L(hg)  (mod p —1).

Therefore, L changes multiplication into addition, just like the classical loga-
rithm function.

The index calculus is a method for computing values of the discrete log
function L. The idea is to compute L({) for several small primes ¢, then use
this information to compute L(h) for arbitrary h. It is easiest to describe the
method with an example.

Example 5.1

Let p = 1217 and ¢ = 3. We want to solve 3* = 37 (mod 1217). Most
of our work will be precomputation that will be independent of the number
37. Let’s choose a set of small primes, called the factor base, to be B =
{2,3,5,7,11,13}. First, we find relations of the form

3% = tproduct of some primes in B (mod 1217).
Eventually, we find the following;:

3'=3  (mod 1217)
32t =_22.7.13

325 =53
330 = _9.52
34 =_-5.11
387 =13

These can be changed into equations for discrete logs, where now the congru-
ences are all mod p—1 = 1216. Note that we already know that 3(°~1/2 = —1
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(mod p), so L(—1) = 608.

1=1L(3) (mod 1216)
24 = 608 + 2L(2) + L(7) + L(13)
25 = 3L(5)
30 = 608 + L(2) + 2L(5)
54 = 608 + L(5) + L(11)
87 = L(13)

The first equation yields L(3) = 1. The third yields L(5) = 819 (mod 1216).
The sixth yields L(13) = 87. The fourth gives

L(2) =30 — 608 —2-819 = 216 (mod 1216).
The fifth yields L(11) = 54 — 608 — L(5) = 1059. Finally, the second gives
L(7) = 24 — 608 — 2L(2) — L(13) = 113 (mod 1216).

We now know the discrete logs of all the elements of the factor base.

Recall that we want to solve 3 = 37 (mod 1216). We compute 37 - 37
(mod p) for several random values of j until we obtain an integer that can be
factored into a product of primes in B. In our case, we find that

316.37=2%.7-11 (mod 1217).
Therefore,
L(37) = 3L(2) + L(7) + L(11) — 16 = 588  (mod 1216),
and 3°%8 = 37 (mod 1217). I

The choice of the size of the factor base B is important. If B is too small,
then it will be very hard to find powers of g that factor with primes in B. If B
is too large, it will be easy to find relations, but the linear algebra needed to
solve for the logs of the elements of B will be unwieldy. An example that was
completed in 2001 by A. Joux and R. Lercier used the first 1 million primes
to compute discrete logs mod a 120-digit prime.

There are various methods that produce relations of the form g* = product
of primes in B. A popular one uses the number field sieve. See [58].

The expected running time of the index calculus is approximately a constant
times exp(v/2InpInlnp) (see [81, p. 129]), which means that it is a subex-
ponential algorithm. The algorithms in Section 5.2, which are exponential
algorithms, run in time approximately /p = exp(% Inp). Since v2Inplnlnp
is much smaller than %lnp for large p, the index calculus is generally much
faster when it can be used.
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Note that the index calculus depends heavily on the fact that integers can
be written as products of primes. An analogue of this is not available for
arbitrary groups.

There is a generalization of the index calculus that works for finite fields,
but it requires some algebraic number theory, so we do not discuss it here.

In Section 13.4, we show how an analogue of the index calculus can be
applied to groups arising from hyperelliptic curves.

5.2 General Attacks on Discrete Logs

In this section, we discuss attacks that work for arbitrary groups. Since our
main focus is elliptic curves, we write our group G additively. Therefore, we
are given P, € G and we are trying to solve kP = @ (we always assume
that k exists). Let N be the order of G. Usually, we assume N is known. For
simplicity, it is usually assumed that P generates G.

5.2.1 Baby Step, Giant Step

This method, developed by D. Shanks [107], requires approximately VN
steps and around /N storage. Therefore it only works well for moderate
sized N. The procedure is as follows.

1. Fix an integer m > v/N and compute mP.
2. Make and store a list of iP for 0 < i < m.

3. Compute the points @Q — jmP for j = 0,1,---m — 1 until one matches
an element from the stored list.

4. If iP = Q — jmP, we have Q = kP with k =i+ jm (mod N).

Why does this work? Since m? > N, we may assume the answer k satisfies
0 <k <m?. Write k = ko + mk; with kg =k (mod m) and 0 < kg < m and
let ky = (k — ko)/m. Then 0 < k1 < m. When ¢ = kg and j = k;, we have

Q — kymP = kP — kymP = koP,

so there is a match.

The point ¢P is calculated by adding P (a “baby step”) to (i — 1)P. The
point @ — jmP is computed by adding —mP (a “giant step”) to Q — (j —
1)mP. The method was developed by Shanks for computations in algebraic
number theory.
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Note that we did not need to know the exact order N of G. We only
required an upper bound for N. Therefore, for elliptic curves over F,, we
could use this method with m? > ¢ + 1 + 2,/q, by Hasse’s theorem.

A slight improvement of the method can be made for elliptic curves by
computing and storing only the points ¢P for 0 < ¢ < m/2 and checking
whether @ — jmP = +iP (see Exercise 5.1).

Example 5.2

Let G = E(Fy41), where E is given by y? = 2% + 2z + 1. Let P = (0,1) and
@ = (30,40). By Hasse’s theorem, we know that the order of G is at most 54,
so we let m = 8. The points P for 1 < i < 7 are

(0,1),(1,39), (8,23), (38, 38), (23,23), (20, 28), (26, 9).
We calculate Q — jmP for j =0, 1,2 and obtain
(30,40), (9,25), (26,9),

at which point we stop since this third point matches 7P. Since j = 2 yielded
the match, we have

(30,40) = (7T+2-8)P = 23P.
Therefore k = 23. I

5.2.2 Pollard’s p and A Methods

A disadvantage of the Baby Step, Giant Step method is that it requires a
lot of storage. Pollard’s p and A methods [87] run in approximately the same
time as Baby Step, Giant Step, but require very little storage. First, we’ll
discuss the p method, then its generalization to the A method.

Let G be a finite group of order N. Choose a function f : G — G that
behaves rather randomly. Then start with a random element Py and compute
the iterations P, 1 = f(P;). Since G is a finite set, there will be some indices
i9 < jo such that P;, = P;,. Then

Pi0+1:f(Pi):f(Pj):Pjo+1’

and, similarly, P 4¢ = Pj,4¢ for all £ > 0. Therefore, the sequence P; is
periodic with period jg — ig (or possibly a divisor of jo — 4p). The picture
describing this process (see Figure 5.1) looks like the Greek letter p, which
is why it is called Pollard’s p method. If f is a randomly chosen random
function (we’ll not make this precise), then we expect to find a match with jg
at most a constant times v/ N. For an analysis of the running time for various
choices of function f, see [119].
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A naive implementation of the method stores all the points P; until a match
is found. This takes around v/N storage, which is similar to Baby Step, Giant
Step. However, as R. W. Floyd has pointed out, it is possible to do much better
at the cost of a little more computation. The key idea is that once there is a
match for two indices differing by d, all subsequent indices differing by d will
yield matches. This is just the periodicity mentioned above. Therefore, we
can compute pairs (P, Py;) for ¢ = 1,2,..., but only keep the current pair;
we don’t store the previous pairs. These can be calculated by the rules

P = f(P), Pauv1) = f(f(Pai))

Suppose i > ig and i is a multiple of d. Then the indices 2¢ and 7 differ by a
multiple of d and hence yield a match: P; = P»;. Since d < jp and ig < jo, it
follows easily that there is a match for ¢ < jy. Therefore, the number of steps
to find a match is expected to be at most a constant multiple of v/N.

Another method of finding a match is to store only those points P; that
satisfy a certain property (call them “distinguished points”). For example, we
could require the last k bits of the binary representation of the z-coordinate to
be 0. We then store, on the average, one out of every 2¥ points P;. Suppose
there is a match P; = P; but F; is not one of these distinguished points.
We expect Piiy to be a distinguished point for some ¢ with 1 < ¢ < 2%,
approximately. Then Pj, = P;ys, so we find a match between distinguished
points with only a little more computation.

The problem remains of how to choose a suitable function f. Besides having
f act randomly, we need to be able to extract useful information from a match.
Here is one way of doing this. Divide G into s disjoint subsets S,S3,...,Ss
of approximately the same size. A good choice for s seems to be around 20.
Choose 2s random integers a;, b; mod N. Let

Mi = aiP + sz
Finally, define
flg)=9g+M; if ges,.

The best way to think of f is as giving a random walk in G, with the possible
steps being the elements M;.

Finally, choose random integers aq, by and let Py = agP+byQ@ be the starting
point for the random walk. While computing the points P;, we also record
how these points are expressed in terms of P and Q. If P; = u; P + v;Q and
Pjy1 = Py + M;, then Pyyy = (uj + ai)P 4 (v; + 0)@Q, so (ujy1,v41) =
(uj,v5) + (a;,b;). When we find a match P;, = P;,, then we have

Ujo P +vj,Q = u;, P + v;,Q, hence (u;, —ujy)P = (vj, — viy) Q-
If ged(vj, — viy, N) = d, we have

k= (Ujo - Uio)il(uio - ujo) (HlOd N/d)
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Figure 5.1
Pollard’s Rho Method

This gives us d choices for k. Usually, d will be small, so we can try all
possibilities until we have ) = kP.

In cryptographic applications, N is often prime, in which case, d = 1 or
N. If d = N, we have a trivial relation (the coefficients of both P and @ are
multiples of N), so we start over. If d = 1, we obtain k.

Example 5.3

Let G = E(F1993), where E is the elliptic curve given by y? = 2% + z + 1.
We'll use s =3. Let P = (0,1) and @ = (413,959). It can be shown that the
order of P is 1067. We want to find k such that kP = Q. Let

Py=3P+50Q, My=4P+30Q, M, =9P+17Q, M,=19P +6Q.
Let f: E(F1093) — E(F1093) be defined by
flz,y) =(z,y)+ M; if =4 (mod 3).

Here the number z is regarded as an integer 0 < z < 1093 and is then reduced
mod 3. For example,

f(Py) = Py + My = (727,589),

since Py = (326,69) and 326 = 2 (mod 3).

We can define f(oco) = oo if we want. However, if we encounter f(co), we
have found a relation of the form aP + bQ = co and can find k easily (if the
relation isn’t something trivial like 1067 P +2134Q) = o0). Therefore, we don’t
worry about oco.
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If we compute Py, Py = f(Py), P = f(Py),..., we obtain

Py = (326,69), P, = (727,589), Py = (560, 365), P; = (1070, 260),
Py = (473,903), P5 = (1006, 951), Ps = (523,938), ...,
P57 = (895,337), Pss = (1006,951), Psg = (523,938), ....

Therefore, the sequence starts repeating at Ps; = Psg.
If we keep track of the coefficients of P and @ in the calculations, we find
that
P; =88P 4+ 46Q) and Psg = 685P + 620Q.

Therefore,

Since P has order 1067, we calculate
—57471597 = 499 (mod 1067).

Therefore, @ = 499P, so k = 499.

We stored all of the points Py, P, ..., Pss until we found a match. Instead,
let’s repeat the computation, but compute the pairs (P;, Py;) and store nothing
except the current pair. We then find that for ¢ = 53 there is the match
P53 = P106. This ylelds

620P + 557Q) = Ps3 = Pig¢ = 1217P + 1131Q).

Therefore, 597P + 574Q) = oo, which yields k = 499, as before. I

Pollard’s A method uses a function f as in the p method, but several
random starting points Pél), ey PO(T) are used. We then get sequences defined
by

PO = f(PY), 1<t<r i=0,1,2,....

These can be computed by several computers in parallel. Points satisfying
certain conditions are called distinguished and are reported to a central com-
puter. When a match is found among the inputs from the various computers,
we have a relation that should allow us to solve the discrete log problem, as
in the p method. When there is a match between two sequences, these two
sequences will always match from that point on. We only need to look at
distinguished points because distinguished points should occur soon after a
match occurs.

When there are only two random starting points, we have two random
walks. Eventually they will have a point in common, and therefore they will
coincide thereafter. The picture of this process resembles the Greek letter A,
hence the name.

Sometimes the A method is described in terms of kangaroos jumping around
a field (this is the random walk). A variant of the A method with two random
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walks records every 10th point, for example, in the first sequence and then
checks whether the second sequence matches any of these points. In this case,
the first sequence is called a tame kangaroo, and the second is called a wild
kangaroo. The idea is to use the tame kangaroo to catch the wild kangaroo.

The A method is expected to find a match in at most a constant times VN
steps. If it is run in parallel with many starting points, the running time can
be improved significantly.

Finally, we should point out a difference between the baby step, giant step
method and the p and A methods. The baby step, giant step method is de-
terministic, which means that it is guaranteed to finish within the predicted
time of a constant times v/N. On the other hand, the p and A methods are
probabilistic, which means that there is a very high probability that they
will finish within the predicted time, but this is not guaranteed.

5.2.3 The Pohlig-Hellman Method

As before, P, @ are elements in a group G and we want to find an integer
k with @ = kP. We also know the order N of P and we know the prime

factorization
N = H q;
i

of N. The idea of Pohlig-Hellman is to find & (mod ¢;*) for each ¢, then use
the Chinese Remainder theorem to combine these and obtain k (mod N).

Let ¢ be a prime, and let ¢¢ be the exact power of ¢ dividing N. Write k
in its base ¢ expansion as

k:k0+k1q+k‘2q2+-~-

with 0 < k; < gq. We'll evaluate k (mod ¢°) by successively determining
ko,k1,...,ke_1. The procedure is as follows.

1. ComputeT:{j (%P) |0Sj§q—1}-

2. Compute %Q. This will be an element kg (%P) of T.
3. If e =1, stop. Otherwise, continue.

4. Let Q1 =Q — koP.

5. Compute %Ql. This will be an element kq (%P) of T.

6. If e = 2, stop. Otherwise, continue.

7. Suppose we have computed kg, k1,...,k-—1, and Q1,...,Qr_1.
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8. Let Q’I‘ = Qrfl - krflqr_lp-
9. Determine k, such that %Qr =k (%P).

10. If r = e — 1, stop. Otherwise, return to step (7).

Then
k=ko+kig+ +ke1g°" (mod ¢°).

Why does this work? We have
N N
2Q = (ko +kag+ )P
q q
N N
= ko;P+ (kl +k2q+ )NP = k‘OEP,

since NP = oco. Therefore, step (2) finds k. Then

Q1 =Q — koP = (k1q+ kaog® + -+ ) P,

SO
N N
—2Q1 = (k1 +kag+---)—P
q q
N N
= kl;P+ (ko + ksqg+---)NP = klEP.
Therefore, we find k. Similarly, the method produces ks, k3,.... We have

to stop after r = e — 1 since N/¢°™! is no longer an integer, and we cannot
multiply Q. by the noninteger N/q°*!. Besides, we do not need to continue
because we now know k£ mod ¢°.

Example 5.4

Let G = E(Fs99), where E is the elliptic curve given by y? = 2% 4+ 1. Let
P = (60,19) and @ = (277,239). The methods of Section 4.3.3 can be used
to show that P has order N = 600. We want to solve @ = kP for k. The
prime factorization of N is

600 = 23 -3 .52

We'll compute k£ mod 8, mod 3, and mod 25, then recombine to obtain £ mod
600 (the Chinese Remainder Theorem allows us to do this).
k mod 8. We compute T' = {00, (598,0)}. Since

wmw=m=u<§@7
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we have kg = 0. Therefore,
Qi=Q-0P=Q.
Since (N/4)Q1 = 150Q1 = (598,0) = 1- & P, we have k; = 1. Therefore,
Q2=Q1—1-2- P =(35,243).
Since (N/8)Q2 = 75Q2 = 0o = 0+ & P, we have ks = 0. Therefore,
k=0+4+1-24+0-44---=2 (mod 8).

k mod 3. We have T' = {0, (0, 1), (0,598)}. Since

(N/39)@ = (0,598) =2 2 P,

we have kg = 2. Therefore,
k=2 (mod 3).
k mod 25. We have
T = {0, (84,179), (491, 134), (491,465), (84,420)}.

Since (N/5)Q = (84,179), we have kg = 1. Then

Q1 =Q—1-P=(130,129).
Since (N/25)Q1 = (491, 465), we have k1 = 3. Therefore,

k=1+4+3-5+---=16 (mod 25).

We now have the simultaneous congruences

z= 2 (mod 8)
z= 2 (mod 3)
=16 (mod 25)

These combine to yield k = 266 (mod 600), so k = 266. [

The Pohlig-Hellman method works well if all of the prime numbers dividing
N are small. However, if ¢ is a large prime dividing N, then it is difficult to
list the elements of T', which contains ¢ elements. We could try to find the k;
without listing the elements; however, finding k; is a discrete log problem in
the group generated by (N/q) P, which has order ¢. If g is of the same order of
magnitude as N (for example, ¢ = N or ¢ = N/2), then the Pohlig-Hellman
method is of little use. For this reason, if a cryptographic system is based on
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discrete logs, the order of the group should be chosen so it contains a large
prime factor.

If N contains some small prime factors, then the Pohlig-Hellman method
can be used to obtain partial information on the value of k£, namely a congru-
ence modulo a product of these small prime factors. In certain cryptographic
situations, this could be undesirable. Therefore, the group G is often chosen
to be of large prime order. This can be accomplished by starting with a group
that has a large prime ¢ in its order. Pick a random point P; and compute
its order. With high probability (at least 1 — 1/g; cf. Remark 5.2), the order
of P; is divisible by ¢, so in a few tries, we can find such a point P;. Write
the order of P; as gm. Then P = mP; will have order ¢q. As long as ¢ is
sufficiently large, discrete log problems in the cyclic group generated by P
will resist the Pohlig-Hellman attack.

5.3 Attacks with Pairings

One strategy for attacking a discrete logarithm problem is to reduce it to an
easier discrete logarithm problem. This can often be done with pairings such
as the Weil pairing or the Tate-Lichtenbaum pairing, which reduce a discrete
logarithm problem on an elliptic curve to one in the multiplicative group of a
finite field.

5.3.1 The MOV Attack

The MOV attack, named after Menezes, Okamoto, and Vanstone [80], uses
the Weil pairing to convert a discrete log problem in E(F,) to one in F ..
Since discrete log problems in finite fields can be attacked by index calculus
methods, they can be solved faster than elliptic curve discrete log problems, as
long as the field F » is not much larger than F,. For supersingular curves, we
can usually take m = 2, so discrete logarithms can be computed more easily
for these curves than for arbitrary elliptic curves. This is unfortunate from a
cryptographic standpoint since an attractive feature of supersingular curves
is that calculations can often be done quickly on them (see Section 4.6).

Recall that for an elliptic curve E defined over Fy, we let E[N] denote the
set of points of order dividing N with coordinates in the algebraic closure. If
ged(g, N) = 1 and S, T € E[N], then the Weil pairing e (S, T) is an Nth root
of unity and can be computed fairly quickly. The pairing is bilinear, and if
{S, T} is a basis for E[N], then ey (S, T) is a primitive Nth root of unity. For
any S, en(S,5) = 1. For more properties of the Weil pairing, see Sections 3.3
and 11.2.
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Let E be an elliptic curve over F,. Let P,Q € E(F,). Let N be the order
of P. Assume that

ged(NV,q) = 1.
We want to find k such that @ = kP. First, it’s worthwhile to check that k
exists.
LEMMA 5.1
There ezists k such that Q = kP if and only if NQ = oo and the Weil paring
BN(P, Q) =1.

PROOF If Q =kP, then NQ = kNP = co. Also,
en(P,Q) = ex(P,P)F = 1% = 1.

Conversely, if NQ = oo, then @ € E[N]. Since ged(N,q) = 1, we have
E[N] =~ Zy ® Zy, by Theorem 3.2. Choose a point R such that {P, R} is a
basis of E[N]. Then

Q =aP+bR

for some integers a,b. By Corollary 3.10, ey (P, R) = ( is a primitive Nth
root of unity. Therefore, if ey (P, Q) = 1, we have

L=en(P,Q) =en(P,P)"ex(P,R)" ="
This implies that b =0 (mod N), so bR = co. Therefore, Q = aP, as desired.

The idea used to prove the lemma yields the MOV attack on discrete logs
for elliptic curves. Choose m so that

E[N] < E(qu)~

Since all the points of E[N] have coordinates in F, = U;>1F, such an m
exists. By Corollary 3.11, the group puy of Nth roots of unity is contained in
F . All of our calculations will be done in Fym. The algorithm is as follows.

1. Choose a random point T' € E(Fgm).
2. Compute the order M of T.

3. Let d = ged(M, N), and let Ty = (M/d)T. Then T has order d, which
divides N, so T € E[N].

4. Compute ¢; = en(P,T1) and ¢ = en(Q,T1). Then both ¢; and (s are
in pug C qum.

5. Solve the discrete log problem ¢, = ¢f in F%.. This will give & (mod d).
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6. Repeat with random points 7" until the least common multiple of the
various d’s obtained is N. This determines k (mod N).

REMARK 5.2 At first, it might seem that d = 1 will occur very often.
However, the opposite is true because of the structure of E(F,m ). Recall that

E(Fyn) ~ Zp, ® Zn,

for some integers ny,no with ny|ng (possibly, ny = 1, in which case the group
is cyclic). Then N|ng, since ng is the largest possible order of an element
of the group. Let B, By be points of orders ny,ns, respectively, such that
By, By generate E(Fgm). Then T = a1 B + a2Bs. Let £° be a prime power
dividing N. Then ¢f|ny with f > e. If £{ ag, then ¢/ divides M, the order of
T. Therefore, ¢¢|d = ged(M, N). Since the probability that £ ag is 1 — 1/¢,
the probability is at least this high that the full power £¢ is in d. After a few
choices of T, this should be the case. (Note that our probability estimates
are low, since we never included the possible contribution of the a; By term.)

Therefore, a few iterations of the algorithm should yield k.

Potentially, the integer m could be large, in which case the discrete log
problem in the group F;m, which has order ¢ — 1, is just as hard as the
original discrete log problem in the smaller group E(F,), which has order
approximately ¢, by Hasse’s theorem. However, for supersingular curves, we
can usually take m = 2, as the next result shows.

Let E be an elliptic curve over Fy, where ¢ is a power of the prime number
p. Then

#EF) =q+1-a

for some integer a. The curve E is called supersingular if « = 0 (mod p).
Corollary 4.32 says that this is equivalent to a = 0 when ¢ = p > 5.

PROPOSITION 5.3

Let E be an elliptic curve over Fy and suppose a = ¢q+1—#E(F,;) =0. Let
N be a positive integer. If there ezists a point P € E(F,) of order N, then
E[N] C E(Fg).

PROOF The Frobenius endomorphism ¢, satisfies ¢3 —apq+q = 0. Since
a = 0, this reduces to

P2 =—q.

Let S € E[N]. Since #E(F,) = ¢+ 1, and since there exists a point of order
N, we have N|¢+ 1, or —¢ =1 (mod N). Therefore

$2(S)=—qS=1-5.
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By Lemma 4.5, S € E(F,2), as claimed. 1

Therefore, discrete log problems over F for supersingular curves with a = 0
can be reduced to discrete log calculations in FZQ. These are much easier.

When F is supersingular but a # 0, the above ideas work, but possibly
m =3, 4, or 6 (see [80] and Exercise 5.12). This is still small enough to speed
up discrete log computations.

5.3.2 The Frey-Riick Attack

Frey and Riick showed that in some situations, the Tate-Lichtenbaum pair-
ing 7, can be used to solve discrete logarithm problems (see [41] and also
[40]). First, we need the following.

LEMMA 5.4
Let £ be a prime with ¢|qg — 1, (|#E(F,), and (> { #E(F,). Let P be a
generator of E(Fy)[{]. Then 1,(P, P) is a primitive £th root of unity.

PROOF If 7o(P,P) = 1, then 74(uP,P) = 1* = 1 for all u € Z. Since
7¢ is nondegenerate, P € (E(F,;). Write P = {P;. Then 2P, = (P = .
Since ¢ { #E(F,), there are no points of order £2. Therefore P; must have
order 1 or £. In particular, P = {P; = oo, which is a contradiction. Therefore
7¢(P, P) # 1, so it must be a primitive ¢th root of unity.

Let E(F;) and P be as in the lemma, and suppose @) = kP. Compute
(P, Q) = 7¢(P, P)*".

Since 7¢(P, P) is a primitive £th root of unity, this determines k£ (mod ¢). We
have therefore reduced the discrete log problem to one in the multiplicative
group of the finite field F;. Such discrete log problems are usually easier to
solve.

Therefore, to choose a situation where the discrete log problem is hard, we
should choose a situation where there is a point of order ¢, where ¢ is a large
prime, and such that £ { ¢—1. In fact, we should arrange that ¢"™ Z 1 (mod ¢)
for small values of m.

Suppose E(F,) has a point of order n, but n { ¢ — 1. We can extend our
field to Fym so that n|¢™ — 1. Then the Tate-Lichtenbaum pairing can be
used. However, the following proposition from [9] shows, at least in the case
n is prime, that the Weil pairing also can be used.

PROPOSITION 5.5
Let E be an elliptic curve over Fy. Let { be a prime such that {|#E(F,),
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El)Z E(F,), and £{q(q—1). Then
ElY) CE(Fm) if and only if ¢™ =1 (mod ¢).
PROOF IfE[{] C E(Fym), then py C Fym by Corollary 3.11, hence ¢ =1
(mod ¢).

Conversely, suppose ¢ = 1 (mod ¢). Let P € E(F,) have order ¢ and let
Q € E[{] with Q ¢ E(F,). We claim that P and @ are independent points of
order £. If not, then uP = v@ for some integers u,v Z 0 (mod ¢). Multiplying
by v~ (mod ¢), we find that @ = v~ 'uP € E(F,), which is a contradiction.
Therefore {P, Q} is a basis for E[/].

Let ¢4 be the Frobenius map. The action of ¢, on the basis {P,Q} of

E[{] gives us a matrix (¢4)e, as in Section 3.1. Since P € E(F,), we have
¢q(P) = P. Let ¢4(Q) = bP + dQ. Then

@ne=(ga)-

From Theorem 4.10, we know that
Trace((¢q)e) =a=q+1—#E(F;) (mod¥).
Since #E(F,;) =0 (mod ¢) by assumption, we have
1+d=gq+1 (mod¥¢),
so d = ¢ (mod ¢). An easy induction shows that
(1 b) (1 et )
0g¢ 0 ¢ /)

Since ¢ Z 1 (mod ¢), by assumption, we have

¢y =1lon Elf] <= (¢g)' =1 (mod ) <= ¢™ =1 (mod ¢).

Since E[(] C E(Fgm) if and only if ¢;* = 1 on E[(], by Lemma 4.5, this proves

the proposition.

If we have E[n] C E(Fym), then we can use the MOV attack or we can
use the Tate-Lichtenbaum pairing to reduce discrete log problems in E(F;m)
to discrete log problems in qum. The Tate-Lichtenbaum pairing is generally
faster (see [44]). In both cases, we pick arbitrary points R and compute their
pairings with P and kP. With high probability (as in Section 5.3.1), we obtain
k after using only a few values of R.
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5.4 Anomalous Curves

The reason the MOV attack works is that it is possible to use the Weil
pairing. In order to avoid this, it was suggested that elliptic curves E over F,
with

#E (Fq) =q

be used. Such curves are called anomalous. Unfortunately, the discrete log
problem for the group E(F,) can be solved quickly. However, as we’ll see be-
low, anomalous curves are potentially useful when considered over extensions
of F,, since they permit a speed-up in certain calculations in E(F,).

The Weil pairing is not defined on E[p] (or, if we defined it, it would be
trivial since E[p] is cyclic and also since there are no nontrivial pth roots of
unity in characteristic p; however, see [10] for a way to use a Weil pairing in
this situation). Therefore, it was hoped that this would be a good way to
avoid the MOV attack. However, it turns out that there is a different attack
for anomalous curves that works even faster for these curves than the MOV
attack works for supersingular curves.

In the following, we show how to compute discrete logs in the case ¢ = p.
Procedures for doing this have been developed in [95], [102], and [115]. Similar
ideas work for subgroups of p-power order in E(F,) when ¢ is a power of p
(but in Proposition 5.6 we would need to lift E to a curve defined over a larger
ring than Z).

Warning: The property of being anomalous depends on the base field.
If £ is anomalous over F, it is not necessarily anomalous over any Fg» for
n > 2. See Exercises 5.5 and 5.6. This is in contrast to supersingularity,
which is independent of the base field and is really a property of the curve
over the algebraic closure (since supersingular means that there are no points
of order p with coordinates in the algebraic closure of the base field).

The first thing we need to do is lift the curve F and the points P, @ to an
elliptic curve over Z.

PROPOSITION 5.6

Let E be an elliptic curve over F, and let P,Q € E(F,). We assume
E is in Weierstrass form y?> = x® + Ax + B. Then there exist integers
A,B,$1,$27y1,y2 and an elliptic curve E given by

y2=x3+f1x—|—l§

(x2,y2) € E(Q) and such that

O
Il

such that P = (x1,91),
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PROOF  Choose integers x1 and x5 such that x1,z2 (mod p) give the z-
coordinates of P, Q. First, assume that z1 # 2 (mod p). Choose an integer
y1 such that P = (z1,y;) reduces to P mod p. Now choose ys such that

v =y (mod xy — 1) and (z2,42) =Q (mod p).

This is possible by the Chinese Remainder Theorem, since ged(p, 2o —x1) =1
by assumption.
Consider the simultaneous equations

y% = xz{’ + Axl +B
y% :x§+ﬁx2+é.
We can solve these for A, B:

2 2 3 3

1 Ys =y Ty — T 5 T

A=2_71_22 L B=y} 23— Az,
T2 — 1 T2 — 1

Since y3 — y1 is divisible by z2 — 1, and since 1, x2,y1,y2 are integers, it
follows that A, and therefore B, are integers. The points P and Q lie on the
curve E we obtain.

If 21 = 22 (mod p), then P = £@Q. In this case, take ;1 = x2. Then
choose y; that reduces mod p to the y-coordinate of P. Choose an integer
A=A (mod p) and let B =y} — 1% — Az;. Then P = (x1,) lies on E. Let
Q = £P. Then Q reduces to £P = Q mod p.

Finally, 443 +27B% = 4434+ 27B2% £ 0 (mod p), since E is an elliptic curve.
It follows that 443 + 27 B2 2 0. Therefore E is an elliptic curve. |

REMARK 5.7 If we start with () = kP for some integer k, it is very
unlikely that this relation still holds on E. In fact, usually P and Q are
independent points. However, if they are dependent, so aP = bQ for some
nonzero integers a,b, then aP = bQ, which allows us to find & (unless bP =
00). The amazing thing about the case of anomalous curves is that even when

P and Q are independent, we can extract enough information to find k. |

Let a/b # 0 be a rational number, where a, b are relatively prime integers.
Write a/b = p"ay /by with p{a;b;. Define the p-adic valuation to be

vp(a/b) =r.
For example,
va(7/40) = =3, w5(50/3) =2, wv7(1/2)=0.

Define v,(0) = +00 (so v,(0) > n for every integer n).
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Let E be an elliptic curve over Z given by y? = 23 + Az + B. Let r > 1 be
an integer. Define

E. = {(z,y) € E(Q)|vy(z) < =2, vp(y) < —3r} U {oo}.

These are the points such that x has at least p?” in its denominator and y
has at least p°” in its denominator. These should be thought of as the points
that are close to oo mod powers of p (that is, p-adically close to oo).

THEOREM 5.8 3 3 o
Let E be given by y?> = 2 + Ax + B, with A, B € Z. Let p be prime and let
r be a positive integer. Then

1. E, is a subgroup of E(Q).

2. If (z,y) € E(Q), then vy(z) < 0 if and only if v,(y) < 0. In this case,
there exists an integer v > 1 such that v,(x) = —2r, v,(y) = —3r.

3. The map

)\r : ET/E5T — Zp47‘
(z,y) —p"z/y (mod p*")
oo — 0

is an injective homomorphism (where Zyar is a group under addition).
4. If (z,y) € E, but (z,y) & Eryr, then A\p(z,y) Z 0 (mod p).

This will be proved in Section 8.1. The map A, should be regarded as a
logarithm for the group E, / E, .1 since it changes the law of composition in
the group to addition in Z,s-, just as the classical logarithm changes the com-
position law in the multiplicative group of positive real numbers to addition
in R.

We need one more fact, which is contained in Corollary 2.33: the reduction
mod p map

red, : E(Q) — E  (mod p)

(2,9) = (.y) (modp) when (z,y) & Fy
E1 — {OO}

is a homomorphism. The kernel of red,, is E.

We are now ready for a theoretical version of the algorithm. We start with
an elliptic curve E over F, in Weierstrass form, and we have points P and
Q on E. We want to find an integer k such that Q = kP (assume k # 0).
The crucial assumption is that E is anomalous, so #E(F,) = p. Perform the
following steps.
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1. Lift E, P,Q to Z to obtain E, P, Q, as in Proposition 5.6.

2. Let P, = pP,Q; = pQ. Note that P, Q; € E; since redp(p]s)
p-red,(P) = oo (this is where we use the fact that E is anomalous).

3. If ]5~1 € E,, choose new E~'7]5,C~2 and try again. Otherwise, let ¢ =
A (P1) and £y = A\1(Q1). We have k = £3/¢; (mod p).

Why does this work? Let K = kP — Q. We have
00 = kP — Q = red, (kP — Q) = red,(K).
Therefore K € Ey, so A (K) is defined and
M (pK) = pAi(K) =0 (mod p).
Therefore,
kly —ly = M (kPy — Q1) = M (kpP — pQ) = M (pK) =0 (mod p).

This means that k = ¢5/¢; (mod p), as claimed.

Note that the assumption that E is anomalous is crucial. If E(F,) has
order N, we need to multiply by N to put P,Q into Ey, where \; is defined.
The dlﬁerence K =kP— Q gets multiplied by N, also. When N is a multiple
of p, we have )\1(NK) = 0 (mod p), so the contribution from K disappears
from our calculations.

If we try to implement the above algorithm, we soon encounter difficulties.
If p is a large prime, the point P, has coordinates whose numerators and
denominators are too large to work with. For example, the numerator and
denominator of the x-coordinate usually have approximately p* digits (see
Section 8.3). However, we are only looking for z/y (mod p). As we shall see,
it suffices to work with numbers mod p?. (It is also possible to use the “dual
numbers” F[e], where € = 0; see [10].)

Let’s try calculating on E (mod p*). When We compute (z,y) = P, = pP,
we run into problems. Slnce P, € E5, we have p? in the denominator of z, so
P, is already at co mod p2. Therefore, we cannot obtain information directly
from calculating A\ (P;). Instead, we calculate (p — 1)P (mod p?), then add
it to P, keeping track of p in denominators.

The procedure is the following.

1. Lift E,P,Q to Z to obtain E, P = (x1,11), Q = (2,%2), as in Proposi-
tion 5.6.

2. Calculate ~ ~
Py=(p-1)P=(2'y) (modp?).

The rational numbers in the calculation of P; should not have p in their
denominators, so the denominators can be inverted mod p? to obtain
integers z’,y’.
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3. Calculate Qz = (p—1)Q = (2”,y") (mod p?).

4. Compute
_ Y- _ Y=y
my = p=, , Mg =p— :
r — X1 T — T2

5. If v,(m2) < 0 or v,(my) < 0, then try another E. Otherwise, Q = kP,
where k = my/mz (mod p).

Example 5.5

Let E be the elliptic curve given by y? = x34+108x+4 over Fgs3. Let P = (0, 2)
and @ = (563, 755). It can be shown that 853P = co. Since 853 is prime, the
order of P is 853, so 853|#FE(Fg53). Hasse’s theorem implies that #E(Fgs3) =
853, as in Section 4.3.3. Therefore, E is anomalous. Proposition 5.6 yields

E:y?*=a"+75227T15x +4, P=(0,2), Q= (563,66436).
We have

P, = 852P = (159511, 58855) (mod 853?)
Q2 = 852Q = (256463, 645819) (mod 853?).

Note that even with a prime as small as 853, writing P, without reducing
mod 8533 would require more than 100 thousand digits. We now calculate

58855 — 2 58853 645819 — 66436 58853
m1 = 853 = and mo = 853 =

159511 -0 187 256463 — 563 187

Therefore, k = my/m2 = 234 (mod 853). I

Let’s prove this algorithm works (the proof consists mostly of keeping track
of powers of p, and can be skipped without much loss). The following notation
is useful. We write O(p*) to represent a rational number of the form p*z with
vp(z) > 0. Therefore, if a,b € Z and k > 0, then a = b + O(p*) simply
means that ¢ = b (mod p*). But we are allowing rational numbers and we
are allowing negative k. For example,

123 .
15 =95 TOTY

since
23 1 13

98 1972
The following rule is useful:

a a 5
S h = > .
br 00N b + O(p”) when v,(b) =0, v,(a) >0, and k >0

© 2008 by Taylor & Francis Group, LLC



164 CHAPTER 5 THE DISCRETE LOGARITHM PROBLEM

To prove it, simply rewrite the difference ﬁ — ¢. (Technical point: This
actually should say that a/(b+ O(p*)) can be changed to (a/b) + O(p*). The
problem with “=" is that the right side sometimes cannot be changed back
to the left side; for example, let the right side be 0 with a = —p*.)

Write Py = (p —1)P = (u,v), with u,v € Q (this is not yet mod p?). Then

u=212"+0(p?), v=y +0(p?.

Let

Then

We have P, € E; and usually we have P ¢ F5. This means that 2/ — 3
is a multiple of p, but not of p? (note: y’ # y; (mod p) since otherwise
(p — 1)P = P, which is not the case). We’ll assume this is the case. Then

V400 1 (y-u+0p?
w21 +0@?)  p\ TS+ 0(p)
1 r—
= - (yx,_ffl + 0(p)>
p P
1 0
=-my + O(p").
p
Note that v,(mq) = 0. Since v,(u) > 0 and v,(z1) > 0, we obtain

2

1 2
T = (Eml + O(po)) —u—x = % +0(p™).

Similarly, the y-coordinate of P; satisfies

_ -2

y= B +0(™7)
Therefore,

. T 1 _
b=MP1)=M@y)=p —=-—+0(p)=—-—(mod p)
Y my 1
Similarly,
ly =M (Q1) = —— (mod p)
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If v,(mg) < 0, then Q1 € E> by Theorem 5.8, hence either P, € E5 or k = 0.
We are assuming these cases do not happen, and therefore the congruence
just obtained makes sense. Therefore,
4y

1 ma

k

(mod p),

as claimed. This shows that the algorithm works.

Anomalous curves are attractive from a computational viewpoint since cal-
culating an integer multiple of a point in E(F,) can be done efficiently. In
designing a cryptosystem, one therefore starts with an anomalous curve FE
over a small finite field F; and works in E(Fg) for a large k. Usually it is
best to work with the subgroup generated by a point whose order /£ is a large
prime number. In particular, ¢ will be much larger than p, hence not equal
to p. Therefore, the above attack on anomalous curves does not apply to the
present situation.

Let E be an elliptic curve over F, such that #E(F,;) = ¢. Then the trace
of the Frobenius ¢, is a = 1, so

¢2*¢q+q:0~

This means that ¢ = ¢4 — ¢7. Therefore

q(z,y) = (2%, y9) + (27, —y?) for all (z,y) € E(F,).

The calculation of x4, for example, can be done quickly in a finite field. There-
fore, the expense of multiplying by ¢ is little more than the expense of one
addition of points. The standard method of computing ¢(x, y) (see Section 2.2)
involves more point additions (except when ¢ = 2; but see Exercise 5.8). To
calculate k(z,y) for some integer k, expand k = ko + k1q + k2g® + - - - in base
q. Compute k; P for each 4, then compute ¢'k; P. Finally, add these together
to obtain kP.

5.5 Other Attacks

For arbitrary elliptic curves, Baby Step/Giant Step and the Pollard p and
A methods seem to be the best algorithms. There are a few cases where index
calculus techniques can be used in the jacobians of higher genus curves to
solve discrete logarithm problems on certain elliptic curves, but it is not clear
how generally their methods apply. See [45], [46], [79]. See also [113] for a
discussion of some other index calculus ideas and elliptic curves.

An interesting approach due to Silverman [112] is called the xedni calcu-
lus. Suppose we want to find & such that ¢ = kP on a curve E over F,,.
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Proposition 5.6 shows that we can lift E, P, and @ to an elliptic curve E
over Z with points P and Q. If we can find k¥’ with Q = k’'P, then Q = ¥'P.
However, it is usually the case that P and Q are independent, so no &k’ ex-
ists. Silverman’s idea was to start with several (up to 9) points of the form
a; P + b;Q and lift them to a curve over Q. This is possible: Choose a lift
to Z for each of the points. Write down an arbitrary cubic curve containing
lifts of the points. The fact that a point lies on the curve gives a linear equa-
tion in the coefficients of the cubic equation. Use linear algebra to solve for
these coefficients. This curve can then be converted to Weierstrass form (see
Section 2.5.2). Since most curves over Q tend to have at most 2 independent
points, the hope was that there would be relations among the lifted points.
These could then be reduced mod p to obtain relations between P and @, thus
solving the discrete log problem. Unfortunately, the curves obtained tend to
have many independent points and no relations. Certain modifications that
should induce the curve to have fewer independent points do not seem to
work. For an analysis of the algorithm and why it probably is not successful,
see [55].

Exercises

5.1 Suppose G is a subgroup of order N of the points on an elliptic curve over
a field. Show that the following algorithm finds k& such that kP = Q:
(a) Fix an integer m > v/N.
(b) Compute and store a list of the z-coordinates of i P for 0 < i < m/2.

(c) Compute the points @ — jmP for j = 0,1,2,--- ;m — 1 until the
z-coordinate of one of them matches an element from the stored
list.

(d) Decide whether Q — jmP = iP or = —iP.
(e) If £iP = Q — jmP, we have Q = kP with k = +i+ jm (mod N).
This requires a little less computation and half as much storage as the

baby step, giant step algorithm in the text. It is essentially the same as
the method used in Section 4.3.4 to find the order of E(F,).

5.2 Let G be the additive group Z,. Explain why the discrete logarithm
problem for G means solving ka = b (mod n) for k and describe how
this can be solved quickly. This shows that the difficulty of a discrete
logarithm problem depends on the group.

5.3 Let E be the elliptic curve y? = 23 + 3 over F;.
(a) Show that 4(1,2) = (4,5) on E.
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(b) Show that the method of the proof of Proposition 5.6, with P = (1,2)
and Q = (4,5), produces the points P = (1,2) and Q = (4,5) on
E: y? =1® — 14z + 17 (which is defined over Q).

(¢) Show that 2(1,2) = (1, —2) and 3(1,2) = oo on E mod 73.

(d) Show that there is no integer k such that k(1,2) = (4,5) on E.
This shows that lifting a discrete log problem mod p to one on an elliptic
curve over Q does not necessarily yield a discrete log problem that has
a solution.

5.4 Let G be a group and let p be a prime. Suppose we have a fast algorithm
for solving the discrete log problem for elements of order p (that is,
given g € G of order p and h = g*, there is a fast way to find k). Show
that there is a fast algorithm for solving the discrete log problem for
elements of order a power of p. (This is essentially what the Pohlig-
Hellman method does. Since Pohlig-Hellman works with small primes,
the fast algorithm for elements of order p in this case is simply brute
force search.)

5.5 Let p > 7 be prime. Show that if F is an elliptic curve over F, such
that E(F,) contains a point of order p, then #E(F,) = p.

5.6 Show that if E is anomalous over F; then it is not anomalous over F .
5.7 Show that if E/ is anomalous over F5 then it is anomalous over Fg.

5.8 Suppose E is anomalous over Fa, s0 ¢ — ¢2 + 2 = 0. Show that

(a) 4=—¢3 — 63
(b) 8 =—¢3 +¢3

(c) 16 = ¢5 — ¢3
These equations were discovered by Koblitz [63], who pointed out that
multiplication by each of 2, 4, 8, 16 in E(Q) can be accomplished by
applying suitable powers of ¢ (this is finite field arithmetic and is fast)
and then performing only one point addition. This is faster than suc-
cessive doubling for 4, 8, and 16.

5.9 Let E be defined over F,.

a) Show that a map from E(F,) to itself is injective if and only if it
q
is surjective.

(b) Show that if E(F) has no point of order n, then E(F,)/nE(F,) =
0 (in which case, the Tate-Lichtenbaum pairing is trivial).

5.10 (a) Let ¢ be a homomorphism from a finite group G to itself. Show
that the index of ¥(G) in G equals the order of the kernel of .
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(b) Let E be defined over F, and let n > 1. Show that E(F,)[n] and
E(F,)/nE(F,) have the same order. (When n|¢ — 1, this can be
proved from the nondegeneracy of the Tate-Lichtenbaum pairing;
see Lemma 11.28. The point of the present exercise is to prove it
without using this fact.)

5.11 This exercise gives a way to attack discrete logarithms using the Tate-
Lichtenbaum pairing, even when there is a point of order ¢? in E(F,)
(cf. Lemma 5.4). Assume ¢ is a prime such that {|#E(F,) and £|q — 1,
and suppose that the f-power torsion in E(F,) is cyclic of order ¢, with
i > 1. Let P; have order ¢ and let P have order /.
(a) Show that 7,(P, P;) is a primitive ¢th root of unity.

(b) Suppose @ = kP. Show how to use (a) to reduce the problem of
finding £ to a discrete logarithm problem in F .

(c) Let N = #E(F,). Let R be a random point in E(F,). Explain
why (N/¢*)R is very likely to be a point of order ¢¢. This shows
that finding a suitable point P; is not difficult.

5.12 Let E be defined by y? +y = 23 + x over Fy. Exercise 4.7 showed that
#FE(F3) = 5, so E is supersingular and ¢3 + 2¢5 + 2 = 0.

(a) Show that ¢ = —4.
(b) Show that E[5] C E(F6).
(c) Show that #E(F,) =5 and #E(F15) = 25.

This example shows that Proposition 5.3 can fail when a # 0.
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Chapter

Elliptic Curve Cryptography

In this chapter, we’ll discuss several cryptosystems based on elliptic curves,
especially on the discrete logarithm problem for elliptic curves. We’ll also
treat various related ideas, such as digital signatures.

One might wonder why elliptic curves are used in cryptographic situations.
The reason is that elliptic curves provide security equivalent to classical sys-
tems while using fewer bits. For example, it is estimated in [12] that a key
size of 4096 bits for RSA gives the same level of security as 313 bits in an
elliptic curve system. This means that implementations of elliptic curve cryp-
tosystems require smaller chip size, less power consumption, etc. Daswani and
Boneh [14] performed experiments using 3Com’s PalmPilot, which is a small
hand-held device that is larger than a smart card but smaller than a laptop
computer. They found that generating a 512-bit RSA key took 3.4 minutes,
while generating a 163-bit ECC-DSA key to 0.597 seconds. Though certain
procedures, such as signature verifications, were slightly faster for RSA, the
elliptic curve methods such as ECC-DSA clearly offer great increases in speed
in many situations.

6.1 The Basic Setup

Alice wants to send a message, often called the plaintext, to Bob. In
order to keep the eavesdropper Eve from reading the message, she encrypts
it to obtain the ciphertext. When Bob receives the ciphertext, he decrypts
it and reads the message. In order to encrypt the message, Alice uses an
encryption key. Bob uses a decryption key to decrypt the ciphertext.
Clearly, the decryption key must be kept secret from Eve.

There are two basic types of encryption. In symmetric encryption, the
encryption key and decryption key are the same, or one can be easily deduced
from the other. Popular symmetric encryption methods include the Data
Encryption Standard (DES) and the Advanced Encryption Standard (AES,
often referred to by its original name Rijndael). In this case, Alice and Bob
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need to have some way of establishing a key. For example, Bob could send
a messenger to Alice several days in advance. Then, when it is time to send
the message, they both will have the key. Clearly this is impractical in many
situations.

The other type of encryption is public key encryption, or asymmetric
encryption. In this case, Alice and Bob do not need to have prior contact.
Bob publishes a public encryption key, which Alice uses. He also has a private
decryption key that allows him to decrypt ciphertexts. Since everyone knows
the encryption key, it should be infeasible to deduce the decryption key from
the encryption key. The most famous public key system is known as RSA
and is based on the difficulty of factoring integers into primes. Another well-
known system is due to ElGamal and is based on the difficulty of the discrete
logarithm problem.

Generally, public key systems are slower than good symmetric systems.
Therefore, it is common to use a public key system to establish a key that
is then used in a symmetric system. The improvement in speed is important
when massive amounts of data are being transmitted.

6.2 Diffie-Hellman Key Exchange

Alice and Bob want to agree on a common key that they can use for ex-
changing data via a symmetric encryption scheme such as DES or AES. For
example, Alice and Bob could be banks that want to transmit financial data.
It is impractical and time-consuming to use a courier to deliver the key. More-
over, we assume that Alice and Bob have had no prior contact and therefore
the only communication channels between them are public. One way to estab-
lish a secret key is the following method, due to Diffie and Hellman (actually,
they used multiplicative groups of finite fields).

1. Alice and Bob agree on an elliptic curve E over a finite field F; such
that the discrete logarithm problem is hard in E(F,). They also agree
on a point P € E(F,) such that the subgroup generated by P has large
order (usually, the curve and point are chosen so that the order is a
large prime).

2. Alice chooses a secret integer a, computes P, = aP, and sends P, to
Bob.

3. Bob chooses a secret integer b, computes P, = bP, and sends P, to Alice.
4. Alice computes aP, = abP.

5. Bob computes bP, = baP.
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6. Alice and Bob use some publicly agreed on method to extract a key from
abP. For example, they could use the last 256 bits of the z-coordinate
of abP as the key. Or they could evaluate a hash function at the x-
coordinate.

The only information that the eavesdropper Eve sees is the curve F, the finite
field F,, and the points P, aP, and bP. She therefore needs to solve the
following:

DIFFIE-HELLMAN PROBLEM
Given P, aP, and bP in E(F,), compute abP.

If Eve can solve discrete logs in E(F,), then she can use P and aP to find
a. Then she can compute a(bP) to get abP. However, it is not known whether
there is some way to compute abP without first solving a discrete log problem.

A related question is the following:

DECISION DIFFIE-HELLMAN PROBLEM
Given P, aP, and bP in E(F,), and given a point Q € E(F,) determine
whether or not QQ = abP.

In other words, if Eve receives an anonymous tip telling her abP, can she
verify that the information is correct?

The Diffie-Hellman problem and the Decision Diffie-Hellman problem can
be asked for arbitrary groups. Originally, they appeared in the context of
multiplicative groups F of finite fields.

For elliptic curves, the Weil pairing can be used to solve the Decision Diffie-
Hellman problem in some cases. We give one such example.

Let E be the curve y? = 2%+ 1 over F, where ¢ = 2 (mod 3). By Proposi-
tion 4.33, E is supersingular. Let w € F > be a primitive third root of unity.
Note that w ¢ F, since the order of F is ¢ — 1, which is not a multiple of 3.
Define a map

B:EF,) = EF,), (.y) (w,y), B(oo)=ooc.

It is straightforward to show, using the formulas for the addition law, that 3
is an isomorphism (Exercise 6.1).

Suppose P € E(F,) has order n. Then §(P) also has order n. Define the
modified Weil pairing

én(Pr1, P2) = en(P1, B(P2)),

where e, is the usual Weil pairing and P;, P, € E[n].
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LEMMA 6.1
Assume 31 n. If P € E(F,) has order exactly n, then &,(P, P) is a primitive
nth root of unity.

PROOF  Suppose uP = v3(P) for some integers u,v. Then
B(WwP) =vB(P) =uP € E(F,).

If vP = oo, then uP = 00, so u = 0 (mod n). If vP # oo, write vP = (z,y)
with z,y € F,;. Then

(wz,y) = B(vP) € E(Fy).

Since w ¢ Fy, we must have = 0. Therefore vP = (0,£1), which has order
3. This is impossible since we have assumed that 3 { n. It follows that the
only relation of the form uP = vG(P) has u,v =0 (mod n), so P and 3(P)
form a basis of E[n]. By Corollary 3.10, é, (P, P) = e, (P, 3(P)) is a primitive
nth root of unity.

Suppose now that we know P, aP, bP, () and we want to decide whether or
not @ = abP. First, use the usual Weil pairing to decide whether or not @ is a
multiple of P. By Lemma 5.1, @ is a multiple of P if and only if e,, (P, Q) = 1.
Assume this is the case, so @@ = tP for some t. We have

én(aP,bP) = é,(P, P)® = é,(P,abP) and é,(Q,P) = é&,(P, P)'.
Assume 3 1 n. Then €, (P, P) is a primitive nth root of unity, so
Q =abP < t=ab (modn) < é,(aP,bP) =¢,(Q,P).

This solves the Decision Diffie-Hellman problem in this case. Note that we
did not need to compute any discrete logs, even in finite fields. All that was
needed was to compute the Weil pairing.

The above method was pointed out by Joux and Nguyen. For more on the
Decision Diffie-Hellman problem, see [13].

Joux [56] (see also [124]) has given another application of the modified
WEeil pairing to what is known as tripartite Diffie-Hellman key exchange.
Suppose Alice, Bob, and Chris want to establish a common key. The standard
Diffie-Hellman procedure requires two rounds of interaction. The modified
Weil pairing allows this to be cut to one round. As above, let E be the curve
y> = 23 + 1 over F,, where ¢ = 2 (mod 3). Let P be a point of order n.
Usually, n should be chosen to be a large prime. Alice, Bob, and Chris do the
following.

1. Alice, Bob, and Chris choose secret integers a, b, ¢ mod n, respectively.

2. Alice broadcasts aP, Bob broadcasts bP, and Chris broadcasts cP.
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3. Alice computes é,(bP, cP)®, Bob computes é,(aP,cP)?, and Chris com-
putes é,(aP,bP)".

4. Since each of the three users has computed the same number, they use
this number to produce a key, using some publicly prearranged method.

Recall that, since E is supersingular, the discrete log problem on F can be
reduced to a discrete log problem for F; (see Section 5.3.1). Therefore, g
should be chosen large enough that this discrete log problem is hard.

For more on cryptographic applications of pairings, see [57].

6.3 Massey-Omura Encryption

Alice wants to send a message to Bob over public channels. They have not
yet established a private key. One way to do this is the following. Alice puts
her message in a box and puts her lock on it. She sends the box to Bob. Bob
puts his lock on it and sends it back to Alice. Alice then takes her lock off
and sends the box back to Bob. Bob then removes his lock, opens the box,
and reads the message.

This procedure can be implemented mathematically as follows.

1. Alice and Bob agree on an elliptic curve E over a finite field F, such
that the discrete log problem is hard in E(F,). Let N = #E(F,).

2. Alice represents her message as a point M € E(F,). (We’ll discuss how
to do this below.)

3. Alice chooses a secret integer m 4 with ged(ma, N) = 1, computes M; =
maM, and sends M; to Bob.

4. Bob chooses a secret integer mp with ged(mp, N) = 1, computes My =
mpM;, and sends M, to Alice.

5. Alice computes mzl € Zy. She computes M3 = mleg and sends M3
to Bob.

6. Bob computes mgl € Zyn. He computes My = mglMg. Then My = M
is the message.

Let’s show that M} is the original message M. Formally, we have
My = mglmzlmBmAM =M,

but we need to justify the fact that m;l, which is an integer representing
the inverse of m4 mod N, and m 4 cancel each other. We have mzlmA =1
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(mod N), so m'ma = 1+ kN for some k. The group E(F,) has order N,
so Lagrange’s theorem implies that NR = oo for any R € E(F,). Therefore,

my'maR = (1+kN)R=R+koo=R.
Applying this to R = mpM, we find that
M3 = mzlmBmAM =mpM.
Similarly, mgl and mp cancel, so
My = mglMg = mglmBM =M.

The eavesdropper Eve knows E(F,) and the points maM, mpmaM, and
mpM. Let a = mzl,b = mg,l,P =mampM. Then we see that Eve knows
P,bP,aP and wants to find abP. This is the Diffie-Hellman problem (see
Section 6.2).

The above procedure works in any finite group. It seems that the method
is rarely used in practice.

It remains to show how to represent a message as a point on an elliptic curve.
We use a method proposed by Koblitz. Suppose F is an elliptic curve given by
y* = 23+ Ax+B over F,,. The case of an arbitrary finite field F is similar. Let
m be a message, expressed as a number 0 < m < p/100. Let z; = 100m + j
for 0 < j < 100. For j = 0,1,2,...,99, compute s; = 27 + Az; + B . If
5§p—1)/2 = 1 (mod p), then s; is a square mod p, in which case we do not
need to try any more values of j. When p = 3 (mod 4), a square root of
s; is then given by y; = s§p+1)/4 (mod p) (see Exercise 6.7). When p = 1
(mod 4), a square root of s; can also be computed, but the procedure is more
complicated (see [25]). We obtain a point (x;,y;) on E. To recover m from
(xj,y;), simply compute [x;/100] (= the greatest integer less than or equal
to x;/100). Since s; is essentially a random element of ¢, which is cyclic of
even order, the probability is approximately 1/2 that s; is a square. So the
probability of not being able to find a point for m after trying 100 values is
around 27199,

6.4 ElGamal Public Key Encryption

Alice wants to send a message to Bob. First, Bob establishes his public
key as follows. He chooses an elliptic curve E over a finite field F; such that
the discrete log problem is hard for E(F,). He also chooses a point P on F
(usually, it is arranged that the order of P is a large prime). He chooses a
secret integer s and computes B = sP. The elliptic curve E, the finite field
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F,, and the points P and B are Bob’s public key. They are made public.
Bob’s private key is the integer s.
To send a message to Bob, Alice does the following;:

1. Downloads Bob’s public key.

2. Expresses her message as a point M € E(F,).

3. Chooses a secret random integer k£ and computes M; = kP.
4. Computes My = M + kB.

5. Sends My, M5 to Bob.

Bob decrypts by calculating
M = My — sM;.
This decryption works because
My — sMy = (M + kB) — s(kP) = M + k(sP) — skP = M.

The eavesdropper Eve knows Bob’s public information and the points M;
and M. If she can calculate discrete logs, she can use P and B to find s,
which she can then use to decrypt the message as My — sM;. Also, she could
use P and M; to find k. Then she can calculate M = My — kB. If she cannot
calculate discrete logs, there does not appear to be a way to find M.

It is important for Alice to use a different random k each time she sends
a message to Bob. Suppose Alice uses the same k for both M and M’. Eve
recognizes this because then M; = M]. She then computes M) — My =
M’ — M. Suppose M is a sales announcement that is made public a day later.
Then Eve finds out M, so she calculates M’ = M — My + MJ. Therefore,
knowledge of one plaintext M allows Eve to deduce another plaintext M’ in
this case.

The ElGamal Public Key system, in contrast to the ElGamal signature
scheme of the next section, does not appear to be widely used.

6.5 ElGamal Digital Signatures

Alice wants to sign a document. The classical way is to write her signature
on a piece of paper containing the document. Suppose, however, that the
document is electronic, for example, a computer file. The naive solution
would be to digitize Alice’s signature and append it to the file containing the
document. In this case, evil Eve can copy the signature and append it to
another document. Therefore, steps must be taken to tie the signature to
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the document in such a way that it cannot be used again. However, it must
be possible for someone to verify that the signature is valid, and it should
be possible to show that Alice must have been the person who signed the
document. One solution to the problem relies on the difficulty of discrete
logs. Classically, the algorithm was developed for the multiplicative group of
a finite field. In fact, it applies to any finite group. We’ll present it for elliptic
curves.

Alice first must establish a public key. She chooses an elliptic curve E over
a finite field F, such that the discrete log problem is hard for E(F,). She also
chooses a point A € E(F,). Usually the choices are made so that the order
N of A is a large prime. Alice also chooses a secret integer a and computes
B = aA. Finally, she chooses a function

f:E(F,) —Z.

For example, if F, = F,, then she could use f(z,y) = x, where z is regarded
as an integer, 0 < z < p. The function f needs no special properties, except
that its image should be large and only a small number of inputs should
produce any given output (for example, for f(x,y) = x, at most two points
(z,y) yield a given output x).

Alice’s public information is £, Fy, f, A, and B. She keeps a private. The
integer N does not need to be made public. Its secrecy does not affect our
analysis of the security of the system. To sign a document, Alice does the
following:

1. Represents the document as an integer m (if m > N, choose a larger
curve, or use a hash function (see below)).

2. Chooses a random integer k with ged(k, N) = 1 and computes R = kA.
3. Computes s = k~1(m — af(R)) (mod N).

The signed message is (m, R, s). Note that m, s are integers, while R is a point
on E. Also, note that Alice is not trying to keep the document m secret. If
she wants to do that, then she needs to use some form of encryption. Bob
verifies the signature as follows:

1. Downloads Alice’s public information.
2. Computes Vi = f(R)B + sR and V5 = mA.
3. If V; = V4, he declares the signature valid.
If the signature is valid, then Vi = V5 since
Vi=f(R)B+sR= f(R)aA + skA = f(R)aA+ (m —af(R))A=mA=V,.

We have used the fact that sk = m —af(R), hence sk = m —af(R) + zN for
some integer z. Therefore,

skA=(m—af(R)A+2NA=(m—af(R))A+ o0 =(m—af(R))A.
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This is why the congruence defining s was taken mod N.

If Eve can calculate discrete logs, then she can use A and B to find a.
In this case, she can put Alice’s signature on any message. Alternatively,
Eve can use A and R to find k. Since she knows s, f(R), m, she can then
use ks = m — af(R) (mod N) to find a. If d = ged(f(R),N) # 1, then
af(R) = m — ks (mod N) has d solutions for a. As long as d is small, Eve
can try each possibility until she obtains B = aA. Then she can use a, as
before, to forge Alice’s signature on arbitrary messages.

As we just saw, Alice must keep a and k secret. Also, she must use a
different random k for each signature. Suppose she signs m and m’ using the
same k to obtain signed messages (m, R, s) and (m’/, R, s’). Eve immediately
recognizes that k has been used twice since R is the same for both signatures.
The equations for s, s" yield the following:

ks=m —af(R) (mod N)
ks'=m' —af(R) (mod N).

Subtracting yields k(s—s') = m—m’ (mod N). Let d = ged(s—s’, N). There
are d possible values for k. Eve tries each one until R = kA is satisfied. Once
she knows k, she can find a, as above.

It is perhaps not necessary for Eve to solve discrete log problems in order to
forge Alice’s signature on another message m. All Eve needs to do is produce
R, s such that the verification equation V; = V5 is satisfied. This means that
she needs to find R = (z,y) and s such that

f(R)B + sR = mA.

If she chooses some point R (there is no need to choose an integer k), she
needs to solve the discrete log problem sR = mA — f(R)B for the integer s.
If, instead, she chooses s, then she must solve an equation for R = (x,y). This
equation appears to be at least as complex as a discrete log problem, though it
has not been analyzed as thoroughly. Moreover, no one has been able to rule
out the possibility of using some procedure that finds R and s simultaneously.
There are ways of using a valid signed message to produce another valid signed
message (see Exercise 6.2). However, the messages produced are unlikely to
be meaningful messages.

The general belief is that the security of the ElGamal system is very close
to the security of discrete logs for the group E(F,).

A disadvantage of the ElGamal system is that the signed message (m, R, )
is approximately three times as long as the original message (it is not necessary
to store the full y-coordinate of R since there are only two choices for y for
a given z). A more efficient method is to choose a public hash function H
and sign H(m). A cryptographic hash function is a function that takes
inputs of arbitrary length, sometimes a message of billions of bits, and outputs
values of fixed length, for example, 160 bits. A hash function H should have
the following properties:
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1. Given a message m, the value H(m) can be calculated very quickly.

2. Given y, it is computationally infeasible to find m with H(m) = y. (This
says that H is preimage resistant.)

3. It is computationally infeasible to find distinct messages m; and mq
with H(my) = H(ms). (This says that H is strongly collision-free.)

The reason for (2) and (3) is to prevent Eve from producing messages with
a desired hash value, or two messages with the same hash value. This helps
prevent forgery. There are several popular hash functions available, for exam-
ple, MD5 (due to Rivest; it produces a 128-bit output) and the Secure Hash
Algorithm (from NIST; it produces a 160-bit output). We won’t discuss these
here. For details, see [81]. Recent work of Wang, Yin, and Yu [127] has found
weaknesses in them, so the subject is somewhat in a state of flux.
If Alice uses a hash function, the signed message is then

(vaHasH)a

where (H(m), R, sp) is a valid signature. To verify that the signature
(m, Ry, spg) is valid, Bob does the following:

1. Downloads Alice’s public information.
2. Computes Vi = f(Ry)B + sy Ry and Vo = H(m)A.
3. If 1 = V4, he declares the signature valid.

The advantage is that a very long message m containing billions of bits has a
signature that requires only a few thousand extra bits. As long as the discrete
log problem is hard for E(F), Eve will be unable to put Alice’s signature on
another message. The use of a hash function also guards against certain other
forgeries (see Exercise 6.2).

A recent variant of the ElGamal signature scheme due to van Duin is very
efficient in certain aspects. For example, it avoids the computation of k=1,
and its verification procedure requires only two computations of an integer
times a point. As before, Alice has a document m that she wants to sign. To
set up the system, she chooses an elliptic curve E over a finite field F, and
a point A € E(F,) of large prime order N. She also chooses a cryptographic
hash function H. She chooses a secret integer a and computes B = aA. The
public information is (E, ¢, N, H, A, B). The secret information is a. To sign
m, Alice does the following;:

1. Chooses a random integer k mod N and computes R = kA.

2. Computes t = H(R,m)k + a (mod N).
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The signed document is (m, R, t).
To verify the signature, Bob downloads Alice’s public information and
checks whether

tA=H(R,m)R+ B

is true. If it is, the signature is declared valid; otherwise, it is invalid.

6.6 The Digital Signature Algorithm

The Digital Signature Standard [1],[86] is based on the Digital Signature Al-
gorithm (DSA). The original version used multiplicative groups of finite fields.
A more recent elliptic curve version (ECDSA) uses elliptic curves. The algo-
rithm is a variant on the ElGamal signature scheme, with some modifications.
We sketch the algorithm here.

Alice wants to sign a document m, which is an integer (actually, she usually
signs the hash of the document, as in Section 6.5). Alice chooses an elliptic
curve over a finite field F, such that #E(F,;) = fr, where r is a large prime
and f is a small integer, usually 1,2, or 4 (f should be small in order to keep
the algorithm efficient). She chooses a base point G in E(F,) of order r.
Finally, Alice chooses a secret integer a and computes Q = aG. Alice makes
public the following information:

F E, r G, Q.

q» ’

(There is no need to keep f secret; it can be deduced from ¢ and r using
Hasse’s theorem by the technique in Examples 4.6 and 4.7.) To sign the
message m Alice does the following:

1. Chooses a random integer k with 1 < k < r and computes R = kG =
(z,9).

2. Computes s = k~1(m + az) (mod 7).

The signed document is
(m, R, s).

To verify the signature, Bob does the following.

Ym (mod r) and uy = s~*x (mod r).

1. Computes u; = s~
2. Computes V = u1G + u2Q.

3. Declares the signature valid if V = R.
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If the message is signed correctly, the verification equation holds:
V=u1G+uQ = s 'mG + s '2Q = s (mG + xaG) = kG = R.

The main difference between the ECDSA and the ElGamal system is the
verification procedure. In the ElGamal system, the verification equation
f(R)B 4 sR = mA requires three computations of an integer times a point.
These are the most expensive parts of the algorithm. In the ECDSA, only two
computations of an integer times a point are needed. If many verifications
are going to be made, then the improved efficiency of the ECDSA is valuable.
This is the same type of improvement as in the van Duin system mentioned
at the end of the previous section.

6.7 ECIES

The Elliptic Curve Integrated Encryption Scheme (ECIES) was invented
by Bellare and Rogaway [2]. It is a public key encryption scheme.

Alice wants to send a message m to Bob. First, Bob establishes his public
key. He chooses an elliptic curve E over a finite field F, such that the discrete
log problem is hard for E(F,), and he chooses a point A on E, usually of large
prime order N. He then chooses a secret integer s and computes B = sA.
The public key is (g, E, N, A, B). The private key is s.

The algorithm also needs two cryptographic hash functions, H; and Ho,
and a symmetric encryption function Fj (depending on a key k) that are
publicly agreed upon.

To encrypt and send her message, Alice does the following:

1. Downloads Bob’s public key.
2. Chooses a random integer k with 1 <k < N — 1.
3. Computes R = kA and Z = kB.

4. Writes the output of Hi(R,Z) as ki|lks (that is, ky followed by k2),
where k1 and ko have specified lengths.

5. Computes C' = Ej, (m) and t = Hy(C, kg).
6. Sends (R, C,t) to Bob.
To decrypt, Bob does the following:
1. Computes Z = sR, using his knowledge of the secret key s.

2. Computes H1(R, Z) and writes the output as kq||ks.
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3. Computes Ha(C, ks). If it does not equal ¢, Bob stops and rejects the
ciphertext. Otherwise, he continues.

4. Computes m = Dy, (C), where Dy, is the decryption function for Fj,.

An important feature is the authentication procedure in step (3) of the de-
cryption. In many cryptosystems, an attacker can choose various ciphertexts
and force Bob to decrypt them. These decryptions are used to attack the sys-
tem. In the present system, the attacker can generate ciphertexts by choosing
C' and k) and then letting ¢’ = Ho(C, kb). But the attacker does not know Z,
so he cannot use the same value ks that Bob obtains from H;(R, Z). There-
fore, it is very unlikely that ¢ = Ho(C, kb)) will equal ¢t = Hy(C, k2). With
very high probability, Bob simply rejects the ciphertext and does not return
a decryption.

In our description of the procedure, we used hash functions for the au-
thentication. There are other message authentication methods that could be
used.

An advantage of ECIES over the Massey-Omura and ElGamal public key
methods is that the message is not represented as a point on the curve. More-
over, since a keyed symmetric method is used to send the message, we do not
need to do a new elliptic curve calculation for each block of the message.

6.8 A Public Key Scheme Based on Factoring

Most cryptosystems using elliptic curves are based on the discrete log prob-
lem, in contrast to the situation for classical systems, which are sometimes
based on discrete logs and sometimes based on the difficulty of factorization.
The most famous public key cryptosystem is called RSA (for Rivest-Shamir-
Adleman) and proceeds as follows. Alice wants to send a message to Bob. Bob
secretly chooses two large primes p, ¢ and multiplies them to obtain n = pq.
Bob also chooses integers ¢ and d with ed =1 (mod (p—1)(¢—1)). He makes
n and e public and keeps d secret. Alice’s message is a number m (mod n).
She computes ¢ = m® (mod n) and sends ¢ to Bob. Bob computes m = c?
(mod n) to obtain the message. If Eve can find p and ¢, then she can solve
ed =1 (mod (p—1)(¢—1)) to obtain d. It can be shown (by methods similar
to those used in the elliptic curve scheme below; see [121]) that if Eve can
find the decryption exponent d, then she probably can factor n. Therefore,
the difficulty of factoring n is the key to the security of the RSA system.

A natural question is whether there is an elliptic curve analogue of RSA. In
the following, we present one such system, due to Koyama-Maurer-Okamoto-
Vanstone. It does not seem to be used much in practice.

Alice want to send a message to Bob. They do the following.
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Bob chooses two distinct large primes p, ¢ with p = ¢ = 2 (mod 3) and
computes n = pq.

Bob chooses integers e, d with ed =1 (mod lem(p+1,¢+1)). (He could
use (p+ 1)(g + 1) in place of lem(p+ 1,¢+ 1).)

Bob makes n and e public (they form his public key) and he keeps d, p, ¢
private.

Alice represents her message as a pair of integers (mi,mg) (mod n).
She regards (m1, m2) as a point M on the elliptic curve E given by

y?=234+b modn,

where b = m3 — m$ (mod n) (she does not need to compute b).

Alice adds M to itself e times on E to obtain C' = (¢1,¢2) = eM. She
sends C' to Bob.

Bob computes M = dC on E to obtain M.

We'll discuss the security of the system shortly. But, first, there are several
points that need to be discussed.

1.

Note that the formulas for the addition law on E never use the value of

b. Therefore, Alice and Bob never need to compute it. Eve can compute

it, if she wants, as b = 3 — c5.

. The computation of eM and dC on E are carried out with the formulas

for the group law on an elliptic curve, with all of the computations being
done mod n. Several times during the computation, expressions such
as (y2 — y1)/(z2 — 1) are encountered. These are changed to integers
mod n by finding the multiplicative inverse of (3 — 1) mod n. This
requires ged(xy — x1,n) = 1. If the ged is not 1, then it is p, ¢, or n.
If we assume it is very hard to factor n, then we regard the possibility
of the gcd being p or ¢ as very unlikely. If the ged is n, then the slope
is infinite and the sum of the points in question is co. The usual rules
for working with oo are followed. For technical details of working with
elliptic curves mod n, see Section 2.11.

By the Chinese Remainder Theorem, an integer mod n may be regarded
as a pair of integers, one mod p and one mod ¢g. Therefore, we can regard
a point on F in Z, as a pair of points, one on E mod p and the other
on F mod ¢. In this way, we have

E(Z,) = E(F,) @ E(F,). (6.1)

For example, the point (11,32) on y? = 2® + 8 mod 35 can be regarded
as the pair of points

(1,2) modb5, (4,4) mod 7.
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Any such pair of points can be combined to obtain a point mod n. There
is a technicality with points at infinity, which is discussed in Section 2.11.

3. Using (6.1), we see that the order of E(Z,) is #E(F,) - #E(F,). By
Proposition 4.33, E is supersingular mod p and mod ¢, so we find (by
Corollary 4.32) that

#E(F,) =p+1 and #E(F,) =q+ 1.

Therefore, (p + 1)M = oo (mod p) and (¢ + 1)M = oo (mod ¢). This
means that the decryption works: Write de = 1 + k(p + 1) for some
integer k. Then

dC = deM = (1+k(p+1))M = M+k(p+1)M = M+oco =M (mod p),
and similarly mod g. Therefore, dC' = M.

4. A key point of the procedure is that the group order is independent
of b. If Bob chooses a random elliptic curve y? = 23 + Az + B over
Z,, then he has to compute the group order, perhaps by computing it
mod p and mod ¢. This is infeasible if p and ¢ are chosen large enough
to make factoring n infeasible. Also, if Bob fixes the elliptic curve,
Alice will have difficulty finding points M on the curve. If she does
the procedure of first choosing the z-coordinate as the message, then
solving y? = m3 + Am+ B (mod n) for y, she is faced with the problem
of computing square roots mod n. This is computationally equivalent to
factoring n (see [121]). If Bob fixes only A (the formulas for the group
operations depend only on A) and allows Alice to choose B so that her
point lies on the curve, then his choice of e, d requires that the group
order be independent of B. This is the situation in the above procedure.

If Eve factors n as pq, then she knows (p+1)(g¢+ 1), so she can find d with
ed=1 (mod (p+1)(¢+1)). Therefore, she can decrypt Alice’s message.

Suppose that Eve does not yet know the factorization of n, but she finds
out the decryption exponent d. We claim that she can, with high probability,
factor n. She does the following;:

1. Writes ed— 1 = 2Fvy with v odd and with k& > 1 (k # 0 since p+1 divides
ed—1).

2. Picks a random pair of integers R = (r1,72) mod n, lets b’ = r3 — 3,

and regards R as a point on the elliptic curve E’ given by y? = 2% +¥'.

3. Computes Ry = vR. If Ry = oo mod n, start over with a new R. If Ry
is 0o mod exactly one of p, ¢, then Eve has factored n (see below).

4. Fori=0,1,2,...,k, computes R;;1 = 2R;.
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5. If for some 4, the point R; 1 is oo mod exactly one of p, g, then R; =
(zi,y;) with y; = 0 mod one of p,q. Therefore, ged(y;,n) = p or ¢. In
this case, Eve stops, since she has factored n.

6. If for some i, R;11 = oo mod n, then Eve starts over with a new random
point.

In a few iterations, this should factor n. Since ed —1 is a multiple of #E(Z,,),
Ry =(ed—1)R=edR— R = o0.

Therefore, each iteration of the procedure will eventually end with a point R;
that is co mod at least one of p,q. Let 2¥ be the highest power of 2 dividing
p+ 1. If we take a random point P in E(F,), then the probability is 1/2 that
the order of P is divisible by 2¥". This follows easily from the fact that E (Fp)
is cyclic (see Exercise 6.6). In this case, Rp_1 = 2 "1wP # oo (mod p),
while Ry = 2¥0P = 0o (mod p). If the order is not divisible by 2¥, then
Ryp/—1 = 00 (mod p). Similarly, if 2K is the highest power of 2 dividing ¢+ 1,
then Ry»_1 = oo (mod ¢) half the time, and # oo (mod ¢) half the time.
Since mod p and mod ¢ are independent, it is easy to see that the sequence
Ry, Ry, Rs, ... reaches co mod p and mod ¢ at different indices i at least half
the time. This means that for at least half of the choices of random starting
points R, we obtain a factorization of n.

If Ry = co mod p, but not mod ¢, then somewhere in the calculation of Ry
there was a denominator of a slope that was infinite mod p but not mod gq.
The ged of this denominator with n yields p. A similar situation occurs if p
and ¢ are switched. Therefore, if Ry is infinite mod exactly one of the primes,
Eve obtains a factorization, as claimed in step (3).

We conclude that knowledge of the decryption exponent d is computation-
ally equivalent to knowledge of the factorization of n.

6.9 A Cryptosystem Based on the Weil Pairing

In Chapter 5, we saw how the Weil pairing could be used to reduce the
discrete log problem on certain elliptic curves to the discrete log problem for
the multiplicative group of a finite field. In the present section, we’ll present
a method, due to Boneh and Franklin, that uses the Weil pairing on these
curves to obtain a cryptosystem (other pairings could also be used). The
reader may wonder why we use these curves, since the discrete log problem
is easier on these curves. The reason is that the properties of the pairing are
used in an essential way. The fact that the pairing can be computed quickly
is vital for the present algorithm. This fact was also important in reducing
the discrete log problem to finite fields. However, note that the discrete log
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problem in the finite field is still not trivial as long as the finite field is large
enough.

For simplicity, we’ll consider a specific curve, namely the one discussed in
Section 6.2. Let E be defined by y? = 2% + 1 over F,,, where p = 2 (mod 3).
Let w € F,2 be a primitive third root of unity. Define a map

B E(sz) - E(sz)’ (xay) = (wx,y), ﬁ(OO) = 00.

Suppose P has order n. Then ((P) also has order n. Define the modified
WEeil pairing
én(Pla-PQ) = en(Plaﬁ(PZ))7

where e,, is the usual Weil pairing and Py, P» € E[n]. We showed in Lemma 6.1
that if 31 n and if P € E(F,) has order exactly n, then é, (P, P) is a primitive
nth root of unity.

Since E is supersingular, by Proposition 4.33, E(F,) has order p+ 1. We'll
add the further assumption that p = 6¢ — 1 for some prime /. Then 6P has
order £ or 1 for each P € E(F,).

In the system we’ll describe, each user has a public key based on her or
his identity, such as an email address. A central trusted authority assigns
a corresponding private key to each user. In most public key systems, when
Alice wants to send a message to Bob, she looks up Bob’s public key. However,
she needs some way of being sure that this key actually belongs to Bob, rather
than someone such as Eve who is masquerading as Bob. In the present system,
the authentication happens in the initial communication between Bob and the
trusted authority. After that, Bob is the only one who has the information
necessary to decrypt messages that are encrypted using his public identity.

A natural question is why RSA cannot be used to produce such a system.
For example, all users could share the same common modulus n, whose fac-
torization is known only to the trusted authority (TA). Bob’s identity, call it
bobid, would be his encryption exponent. The TA would then compute Bob’s
secret decryption exponent and communicate it to him. When Alice sends
Bob a message m, she encrypts it as m”°*? (mod n). Bob then decrypts us-
ing the secret exponent provided by the TA. However, anyone such as Bob who
knows an encryption and decryption exponent can find the factorization of n
(using a variation of the method of Section 6.8), and thus read all messages
in the system. Therefore, the system would not protect secrets. If, instead,
a different n is used for each user, some type of authentication procedure is
needed for a communication in order to make sure that the n is the correct
one. This brings us back to the original problem.

The system described in the following gives the basic idea, but is not secure
against certain attacks. For ways to strengthen the system, see [15].

To set up the system, the trusted authority does the following:

1. Chooses a large prime p = 6/ — 1 as above.

2. Chooses a point P of order ¢ in E(F)).
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3. Chooses hash functions H; and Hy. The function H; takes a string of
bits of arbitrary length and outputs a point of order £ on E (see Exercise
6.8). The function Hs inputs an element of order ¢ in F, and outputs
a binary string of length n, where n is the length of the messages that
will be sent.

4. Chooses a secret random s € F; and computes Py, = sP.
5. Makes p, H1, Ha,n, P, Py, public, while keeping s secret.

If a user with identity I D wants a private key, the trusted authority does the
following:

1. Computes Q;p = H1(ID). This is a point on E.
2. Lets D]D = SQ[D.

3. After verifying that ID is the identification for the user with whom he
is communicating, sends Djp to this user.

If Alice wants to send a message M to Bob, she does the following;:

1. Looks up Bob’s identity, for example, 1D =bob@computer.com (written
as a binary string) and computes Q;p = H1(ID).

2. Chooses a random r € F/.
3. Computes grp = €¢(Qrp, Ppup)-
4. Lets the ciphertext be the pair
¢c=(rP, M © Hx(g5p)),
where @ denotes XOR (= bitwise addition mod 2).
Bob decrypts a ciphertext (u,v) as follows:
1. Uses his private key D;p to compute hip = é;(Dip,u).
2. Computes m =v ® Ha(hrp).
The decryption works because
€(Drp,u) = €(sQip,rP) = &(Qrp, P)*" = €(Qrp, Ppub)" = gip-
Therefore,

m = v & Ha(€(Dip,u)) = (M & Ha(g1p)) ® Ha(g1p) = M.
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Exercises

6.1 Show that the map [ in Section 6.2 is an isomorphism (it is clearly
bijective; the main point is that it is a homomorphism).

6.2 (a) Suppose that the ElGamal signature scheme is used to produce
the valid signed message (m, R, s), as in Section 6.5. Let h be an
integer with ged(h, N) = 1. Assume ged(f(R),N) = 1. Let

R =hR, s =sf(R)f(R)"'h™' (mod N),
m' =mf(R)f(R)™' (mod N).

Show that (m’, R/, s’) is a valid signed message (however, it is un-
likely that m’ is a meaningful message, so this procedure does not
affect the security of the system).

(b) Suppose a hash function is used, so the signed messages are of the
form (m, Ry, sm). Explain why this prevents the method of (a)
from working.

6.3 Use the notation of Section 6.5. Let u, v be two integers with ged(v, N) =
1 and let R = uA +vB. Let s = —v"1f(R) (mod N) and m = su
(mod N).

(a) Show that (m, R, s) is a valid signed message for the ElGamal sig-
nature scheme. (However, it is unlikely that m is a meaningful
message. )

(b) Suppose a hash function is used, so the signed messages are of the
form (m, Ry,sy). Explain why this prevents the method of (a)
from working.

6.4 Let E be an elliptic curve over F, and let N = #E(F,). Alice has a

message that she wants to sign. She represents the message as a point
M € E(F,). Alice has a secret integer a and makes public points A and
B in E(F,) with B = A, as in the ElGamal signature scheme. There
is a public function f : E(F,) — Z/NZ. Alice performs the following
steps.

(a) She chooses a random integer k with ged(k, N) = 1.

(b) She computes R = M — kA.

(c) She computes s = k~1(1 — f(R)a) (mod N).

(d) The signed message is (M, R, s).

Bob verifies the signature as follows.
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(a) He computes V; = sR — f(R)B and Vo = sM — A.

(b) He declares the signature valid if V; = V5.
Show that if Alice performs the required steps correctly, then the ver-
ification equation V4 = V5 holds. (This signature scheme is a variant
of one due to Nyberg and Rueppel (see [12]). An interesting feature is

that the message appears as an element of the group E(F,) rather than
as an integer.)

6.5 Let p,q be prime numbers and suppose you know the numbers m =
(p+1)(¢g+1) and n = pqg. Show that p,q are the roots of the quadratic

equation

>~ (m-n—Dz+n=0

(so p,q can be found using the quadratic formula).
6.6 Let E be the elliptic curve y? = 23 + b mod p, where p = 2 (mod 3).
(a) Suppose E[n] C E(F,) for some n # 0 (mod p). Show that n|p—1
and n?[p + 1. Conclude that n < 2.
(b) Show that E[2] € E(F,).
(c) Show that E(F,) is cyclic (of order p + 1).

6.7 Let p=3 (mod 4) be a prime number. Suppose z = y? (mod p).
(a) Show that (y*t1/2)2 = 42 (mod p).
(b) Show that yP+1)/2 = 44 (mod p).
(c) Show that 2Pt/ is a square root of z (mod p).
)

(d) Suppose z is not a square mod p. Using the fact that —1 is not a
square mod p, show that —z is a square mod p.

(e) Show that z(P+1)/4 is a square root of —z (mod p).

6.8 Let p =6/ —1 and E be as in Section 6.9. The hash function H; in that
section inputs a string of bits of arbitrary length and outputs a point of
order ¢ on E. One way to do this is as follows.

(a) Choose a hash function H that outputs integers mod p. Input a
binary string B. Let the output of H be the y coordinate of a
point: y = H(B). Show that there is a unique  mod p such that
(z,y) lies on E.

(b) Let Hy(B) = 6(z,y). Show that H;(B) is a point of order ¢ or 1
on E. Why is it very unlikely that H;(B) has order 17

© 2008 by Taylor & Francis Group, LLC



Chapter 7

Other Applications

In the 1980s, about the same time that elliptic curves were being introduced
into cryptography, two related applications of elliptic curves were found, one
to factoring and one to primality testing. These are generalizations of classical
methods that worked with multiplicative groups Z,*. The main advantage of
elliptic curves stems from the fact that there are many elliptic curves mod a
number n, so if one elliptic curve doesn’t work, another can be tried.

The problems of factorization and primality testing are related, but are
very different in nature. The largest announced factorization up to the year
2007 was of an integer with 200 digits. However, it was at that time possible
to prove primality of primes of several thousand digits.

It is possible to prove that a number is composite without finding a factor.
One way is to show that a”~! # 1 (mod n) for some a with ged(a,n) = 1.
Fermat’s little theorem says that if n is prime and ged(a,n) = 1, then a"~! =
(mod n), so it follows that n must be composite, even though we have not
produced a factor. Of course, if a®~* =1 (mod n) for several random choices
of a, we might suspect that n is probably prime. But how can we actually
prove n is prime? If n has only a few digits, we can divide n by each of the
primes up to v/n. However, if n has hundreds of digits, this method will take
too long (much longer than the predicted life of the universe). In Section 7.2,
we discuss efficient methods for proving primality. Similarly, suppose we have
proved that a number is composite. How do we find the factors? This is a
difficult computational problem. If the smallest prime factor of n has more
than a few digits, then trying all prime factors up to y/n cannot work. In
Section 7.1, we give a method that works well on numbers n of around 60
digits.

7.1 Factoring Using Elliptic Curves

In the mid 1980s, Hendrik Lenstra [75] gave new impetus to the study of
elliptic curves by developing an efficient factoring algorithm that used elliptic

189
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curves. It turned out to be very effective for factoring numbers of around 60
decimal digits, and, for larger numbers, finding prime factors having around
20 to 30 decimal digits.

We start with an example.

Example 7.1

We want to factor 4453. Let E be the elliptic curve y? = 23 + 10z — 2 mod
4453 and let P = (1,3). Let’s try to compute 3P. First, we compute 2P. The
slope of the tangent line at P is

2410 13
&“T:;O = & =3713  (mod 4453).

We used the fact that ged(6,4453) = 1 to find 671 = 3711 (mod 4453). Using
this slope, we find that 2P = (z,y), with

r=37132-2=14332, y=-3713(z—1) — 3 = 3230.
To compute 3P, we add P and 2P. The slope is

3230 —3 3227
4332 — 1  4331°

But ged(4331,4453) = 61 # 1. Therefore, we cannot find 433171 (mod 4453),
and we cannot evaluate the slope. However, we have found the factor 61 of
4453, and therefore 4453 = 61 - 73.

Recall (Section 2.11) that

E(Z4453) = E(Fe1) © E(Fr3).
If we look at the multiples of P mod 61 we have
P=(1,3),2P=(1,58),3P =00, 4P =(1,3), ... (mod 61).
However, the multiples of P mod 73 are
P=(1,3), 2P =(25,18), 3P = (28,44), ..., 64P = oo (mod 73).

Therefore, when we computed 3P mod 4453, we obtained oo mod 61 and a
finite point mod 73. This is why the slope had a 61 in the denominator and
was therefore infinite mod 61. If the order of P mod 73 had been 3 instead
of 64, the slope would have had 0 mod 4453 in its denominator and the gecd
would have been 4453, which would have meant that we did not obtain the
factorization of 4453. But the probability is low that the order of a point
mod 61 is exactly the same as the order of a point mod 73, so this situation
will usually not cause us much trouble. If we replace 4453 with a much larger
composite number n and work with an elliptic curve mod n and a point P
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on F, then the main problem we’ll face is finding some integer k such that
kP = oo mod one of the factors of n. In fact, we’ll often not obtain such an
integer k. But if we work with enough curves F, it is likely that at least one
of them will allow us to find such a k. This is the key property of the elliptic
curve factorization method. I

Before we say more about elliptic curves, let’s look at the classical p — 1
factorization method. We start with a composite integer n that we want
to factor. Choose a random integer a and a large integer B. Compute

ay =aP (modn), and ged(a; — 1,n).
Note that we do not compute a?' and then reduce mod n, since that would
overflow the computer. Instead, we can compute a®' mod n recursively by
a = (a(b_l)!)b (mod n), for b=2,3,4,...,B. Or we can write B! in binary
and do modular exponentiation by successive squaring.

We say that an integer m is B-smooth if all of the prime factors of m are
less than or equal to B. For simplicity, assume n = pq is the product of two
large primes. Suppose that p — 1 is B-smooth. Since B! contains all of the
primes up to B, it is likely that B! is a multiple of p — 1 (the main exception
is when p — 1 is divisible by the square of a prime that is between B/2 and
B). Therefore,

B!_l

ap =a” =1 (mod p)

by Fermat’s little theorem (we ignore the very unlikely case that p|a).

Now suppose g — 1 is divisible by a prime ¢ > B. Among all the elements in
the cyclic group Z, there are at most (¢ — 1)/¢ that have order not divisible
by ¢ and at least (¢ — 1)(¢ — 1)/¢ that have order divisible by ¢. (These
numbers are exact if £2 1 ¢ — 1.) Therefore, it is very likely that the order of
a is divisible by ¢, and therefore

ap=d® #1 (mod q).
Therefore, a; — 1 is a multiple of p but is not a multiple of ¢, so

ged(ar — 1, pg) = p.

If all the prime factors of ¢ — 1 are less than B, we usually obtain ged(a; —
1,n) = n. In this case, we can try a smaller B, or use various other procedures
(similar to the one in Section 6.8). The main problem is choosing B so that
p—1 (or ¢ — 1) is B-smooth. If we choose B small, the probability of this
is low. If we choose B very large, then the computation of a; becomes too
lengthy. So we need to choose B of medium size, maybe around 10%. But
what if both p — 1 and ¢ — 1 have prime factors of around 20 decimal digits?
We could keep trying various random choices of a, hoping to get lucky. But
the above calculation shows that if there is a prime ¢ with #'|p—1 but ¢’ > B,
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then the chance that a; = 1 (mod p) is at most 1/¢'. This is very small if
¢ ~ 10%0. There seems to be no way to get the method to work. The elliptic
curve method has a much better chance of success in this case because it
allows us to change groups.

In the elliptic curve factorization method, we will need to choose random
elliptic curves mod n and random points on these curves. A good way to do
this is as follows. Choose a random integer A mod n and a random pair of
integers P = (u,v) mod n. Then choose C (the letter B is currently being
used for the bound) such that

C=v?—u®— Au (mod n).

This yields an elliptic curve y? = 23 + Az + C with a point (u,v). This is
much more efficient than the naive method of choosing A, C, u, then trying to
find v. In fact, since being able to find square roots mod n is computationally
equivalent to factoring n, this naive method will almost surely fail.

Here is the elliptic curve factorization method. We start with a com-
posite integer n (assume n is odd) that we want to factor and do the following.

1. Choose several (usually around 10 to 20) random elliptic curves E; :
y? = 23 + A;x + B; and points P; mod n.

2. Choose an integer B (perhaps around 10%) and compute (B!)P; on E;
for each 1.

3. If step 2 fails because some slope does not exist mod n, then we have
found a factor of n.

4. If step 2 succeeds, increase B or choose new random curves E; and
points P; and start over.

Steps 2, 3, 4 can often be done in parallel using all of the curves F; simulta-
neously.

The elliptic curve method is very successful in finding a prime factor p of n
when p < 10%°. Suppose we have a random integer n of around 100 decimal
digits, and we know it is composite (perhaps, for example, 2"~! # 1 (mod n),
so Fermat’s little theorem implies that n is not prime). If we cannot find a
small prime factor (by testing all of the primes up to 107, for example), then
the elliptic curve method is worth trying since there is a good chance that n
will have a prime factor less than 1040,

Values of n that are used in cryptographic applications are now usually
chosen as n = pg with both p and ¢ large (at least 75 decimal digits). For
such numbers, the quadratic sieve and the number field sieve factorization
methods outperform the elliptic curve method. However, the elliptic curve
method is sometimes used inside these methods to look for medium sized
prime factors of numbers that appear in intermediate steps.

© 2008 by Taylor & Francis Group, LLC



SECTION 7.1 FACTORING USING ELLIPTIC CURVES 193

Why does the elliptic curve method work? For simplicity, assume n = pq.
A random elliptic curve E mod n can be regarded as an elliptic curve mod p
and an elliptic curve mod ¢q. We know, by Hasse’s theorem, that

p+1—-2Vp<#EF,) <p+1+2\/p

In fact, each integer in the interval (p+1—2,/p, p+1+2,/p) occurs for some
elliptic curve. If B is of reasonable size, then the density of B-smooth integers
in this interval is high enough, and the distribution of orders of random elliptic
curves is sufficiently uniform. Therefore, if we choose several random FE, at
least one will probably have B-smooth order. In particular, if P lies on this
E, then it is likely that (B!)P = oo (mod p) (as in the p — 1 method, the
main exception occurs when the order is divisible by the square of a prime
near B). It is unlikely that the corresponding point P on E mod ¢ will satisfy
(B!)P = oo (mod ¢q). (If it does, choose a smaller B or use the techniques
of Section 6.8 to factor n.) Therefore, when computing (B!)P (mod n), we
expect to obtain a slope whose denominator is divisible by p but not by gq.
The gcd of this denominator with n yields the factor p.

In summary, the difference between the p — 1 method and the elliptic curve
method is the following. In the p — 1 method, there is a reasonable chance
that p — 1 is B-smooth, but if it is not, there is not much we can do. In the
elliptic curve method, there is a reasonable chance that #E(F,) is B-smooth,
but if it is not we can choose another elliptic curve F.

It is interesting to note that the elliptic curve method, when applied to
singular curves (see Section 2.10), yields classical factorization methods.

First, let’s consider the curve E given by y? = 2?(z+1) mod n. We showed
in Theorem 2.31 that the map

@wwﬂx_y
is an isomorphism from E, s = E(Z,)\(0,0) to Z*. (Actually, we only showed
this for fields. But it is true mod p and mod ¢, so the Chinese Remainder
Theorem allows us to get the result mod n = pg.) A random point P on
E, s corresponds to a random a € ZX. Calculating (B!)P corresponds to
computing a; = a®' (mod n). We have (B!)P = co (mod p) if and only if
a1 = 1 (mod p), since oo and 1 are the identity elements of their respective
groups. Fortunately, we have ways to extract the prime factor p of n in both
cases. The first is by computing the gecd in the calculation of a slope. The
second is by computing ged(a; — 1,n). Therefore, we see that the elliptic
curve method for the singular curve y? = z2(x + 1) is really the p — 1 method
in disguise.

If we consider y? = 2?(z + a) when a is not a square mod p, then we get
the classical p + 1 factoring method (see Exercise 7.2).
Now let’s consider E given by 32 = 3. By Theorem 2.30, the map

T
(xay = =
) Y
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is an isomorphism from FE,s = E(Z,) \ (0,0) to Z,, regarded as an additive
group. A random point P in FE, s corresponds to a random integer a mod
n. Computing (B!)P corresponds to computing (Bl!)a (mod n). We have
(B!)P = oo (mod p) if and only if (Bl)a = 0 (mod p), which occurs if and
only if p < B (note that this is much less likely than having p — 1 be B-
smooth). Essentially, this reduces to the easiest factorization method: divide
n by each of the primes up to B. This method is impractical if the smallest
prime factor of n is not small. But at least it is almost an efficient way to
do it. If we replace B! by the product @ of primes up to B, then computing
ged(Q, n) is often faster than trying each prime separately.

7.2 Primality Testing

Suppose n is an integer of several hundred decimal digits. It is usually
easy to decide with reasonable certainty whether n is prime or composite.
But suppose we actually want to prove that our answer is correct. If n is
composite, then usually either we know a nontrivial factor (so the proof that
n is composite consists of giving the factor) or n failed a pseudoprimality test
(for example, perhaps a” ! # 1 (mod n) for some a). Therefore, when n
is composite, it is usually easy to prove it, and the proof can be stated in
a form that can be checked easily. But if n is prime, the situation is more
difficult. Saying that n passed several pseudoprimality tests indicates that n
is probably prime, but does not prove that n is prime. Saying that a computer
checked all primes up to y/n is not very satisfying (and is not believable when n
has several hundred digits). Cohen and Lenstra developed methods involving
Jacobi sums that work well for primes of a few hundred digits. However, for
primes of a thousand digits or more, the most popular method currently in use
involves elliptic curves. (Note: For primes restricted to special classes, such
as Mersenne primes, there are special methods. However, we are considering
randomly chosen primes.)

The elliptic curve primality test is an elliptic curve version of the classical
Pocklington-Lehmer primality test. Let’s look at it first.

PROPOSITION 7.1

Let n > 1 be an integer, and let n — 1 = rs with v > \/n. Suppose that, for
each prime L|r, there exists an integer a; with

a;”' =1 (modn) and ged (aén_l)/é - 1,n) =1

Then n is prime.
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PROOF Let p be a prime factor of n and let ¢¢ be the highest power of ¢

dividing 7. Let b = agn—l)/ee (mod p). Then

b =a ' =1 (mod p) and S ayl_l)/é #1 (mod p),

since ged (aénfl)/z - 1,n) = 1. Tt follows that the order of b (mod p) is ¢¢.
Therefore, £¢|p — 1. Since this is true for every prime power factor £¢ of r, we
have r|p — 1. In particular,

p>7r>4/n.
If n is composite, it must have a prime factor at most y/n. We have shown
this is not the case, so n is prime.

REMARK 7.2 A converse of Proposition 7.1 is true. See Exercise 7.3.

Example 7.2
Let n = 153533. Then n —1 = 4-131-293. Let »r = 4-131. The primes
dividing r are £ = 2 and ¢ = 131. We have

2""1=1 (modn) and ged (2("*1)/2 - l,n) =1,
so we can take ao = 2. Also,
2""1'=1 (mod n) and gcd (2(”_1)/131 - 1,n) =1,

so we can take a1z = 2, also. The hypotheses of Proposition 7.1 are satisfied,
so we have proved that 153533 is prime. The fact that as = ai3; can be
regarded as coincidence. In fact, we could take as = a131 = as93 = 2, which
shows that 2 is a primitive root mod 153533 (see Appendix A). So, in a sense,
the calculations for the Pocklington-Lehmer test can be regarded as progress
towards showing that there is a primitive root mod n (see Exercise 7.3).

Of course, to make the proof complete, we should prove that 2 and 131 are
primes. We leave the case of 2 as an exercise and look at 131. We’ll use the
Pocklington-Lehmer test again. Write 130 = 2-5-13. Let » = 13, so we have
only one prime ¢, namely ¢ = 13. We have

2%%=1 (mod 131) and ged (2'° -1, 131) = 1.

Therefore, we can take a;3 = 2. The Pocklington-Lehmer test implies that
131 is prime. Of course, we need the fact that 13 is prime, but 13 is small
enough to check by trying possible factors. I

We can compactly record the proof that an integer n is prime by stating
the values of the prime factors ¢ of r and the corresponding integers a,. We
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should also include proofs of primality of each of these primes ¢. And we
should include proofs of primality of the auxiliary primes used in the proofs
for each ¢, etc. Anyone can use this information to verify our proof. We never
need to say how we found the numbers ay, nor how we factored r.

What happens if we cannot find enough factors of n — 1 to obtain r > /n
such that we know all the prime factors ¢ of r? This is clearly a possibility if
we are working with n of a thousand digits. As in the case of the p—1 factoring
method in Section 7.1, an elliptic curve analogue comes to the rescue. Note
that the number n — 1 that we need to factor is the order of the group Z. If
we can use elliptic curves, we can replace n — 1 with a group order near n, but
there will be enough choices for the elliptic curve that we can probably find
a number that can be partially factored. The following is due to Goldwasser
and Kilian [47]. Recall that a finite point in E(Z,) is a point (z,y) with
x,y € Z,. This is in contrast to the points in FE(Z,) that are infinite mod
some of the factors of n and therefore cannot be expressed using coordinates
in Z,,. See Section 2.10.

THEOREM 7.3
Let n > 1 and let E be an elliptic curve mod n. Suppose there exist distinct
prime numbers 1, ..., L and finite points P; € E(Z,) such that

1. ;P =00 for 1 <i<k
2 T1%, 6 > (/4 4+ 1)%.

Then n is prime.

PROOF Let p be a prime factor of n. Write n = pfn; with p{n;. Then
E(Z,) = E(Z,s) ® E(Zy,,).

Since P; is a finite point in E(Z,), it yields a finite point in E(Z,), namely
P; mod pf. We can further reduce and obtain a finite point P, =P, modp
in E(F,). Since £;P; = co mod n, we have ¢; P; = co mod every factor of n.
In particular, ¢;P;, = oo in E(F}), which means that P;, has order ¢;. It
follows that

Ui | #E(Fp)
for all 4, so #E(F),) is divisible by []¥¢;. Therefore,

(w1 41)" < [16 < #BE,) <p+1+2/5- (1)
i=1

s0 p > +/n. Since all prime factors of n are greater than y/n, it follows that n
is prime.
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Example 7.3
Let n = 907. Let E be the elliptic curve 3% = 2% 410z —2 mod n. Let £ = 71.
Then

‘> (9071/4 n 1)2 ~ 421,

Let P = (819,784). Then 71P = co. Theorem 7.3 implies that 907 is prime.
Of course, we needed the fact that 71 is prime, which could also be proved
using Theorem 7.3, or by direct calculation.

How did we find E and P? First, we looked at a few elliptic curves mod 907
until we found one whose order was divisible by a prime ¢ that was slightly
larger than 42.1. (If we had chosen ¢ ~ 907 then we wouldn’t have made much
progress, since we would still have needed to prove the primality of ¢). In fact,
to find the order of the curve, we started with curves where we knew a point.
In the present case, E has the point (1,3). Using Baby Step, Giant Step, we
found the order of (1, 3) to be 923 = 13-71. Then we took P = 13(1, 3), which
has order 71.

For large n, the hardest part of the algorithm is finding an elliptic curve
FE with a suitable number of points. One possibility is to choose random
elliptic curves mod n and compute their orders, for example, using Schoof’s
algorithm, until an order is found that has a suitable prime factor £. A more
efficient procedure, due to Atkin and Morain (see [7]), uses the theory of
complex multiplication to find suitable curves.

As in the Pocklington-Lehmer test, once a proof of primality is found, it
can be recorded rather compactly. The Goldwasser-Kilian test has been used
to prove the primality of numbers of more than 1000 decimal digits.

Exercises

7.1 Let E be y?> = 23 — 20z + 21 mod 35, and let P = (15, —4).
(a) Factor 35 by trying to compute 3P.
(b) Factor 35 by trying to compute 4P by doubling twice.
(c¢) Compute both 3P and 4P on E mod 5 and on F mod 7. Explain
why the factor 5 is obtained by computing 3P and 7 is obtained by
computing 4P.

7.2 This exercise shows that when the elliptic curve factorization method is
applied to the singular curve y? = x2(x+a) where a is not a square mod
a prime p, then we obtain a method equivalent to the p + 1 factoring
method [134]. We first describe a version of the p + 1 method. Let p be
an odd prime factor of the integer n that we want to factor. Let tg = 2
and choose a random integer t; mod n. Define t,, by the recurrence
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relation t,, 49 = t1tm41 — ty for m > 0. Let 3,7 be the two roots of
f(X)=X?—tX+1inF,.. Assume that 7 — 4 is not a square in F,
so 3,7 € Fp,. Let s, = ™ +~™ for m > 0.

(a) Show that gm+2 = ¢, ™+ — 3™ for m > 0, and similarly for ~.

(b) Show that s,,19 = t18m+1 — Sm for all m > 0.

(¢) Show that t,,, = s,, (mod p) for all m > 0.

(d) Show that P is a root of f(X) (mod p), and that 8 # 3. There-
fore, v = GP.

(e) Show that #PT! =1 and 47! = 1.

(f) Show that t,41 —2 =0 (mod p).

(g) Show that if p+1|B! for some bound B (so p+1 is B-smooth) then
ged(tpr — 2,n) is a multiple of p. Since there are ways to compute
tp mod n quickly, this gives a factorization method.

We now show the relation with the elliptic curve factorization method.
Consider a curve E given by y? = 2%(z + @) mod n, where a is not a
square mod p. Choose a random point P on E. To factor n by the
elliptic curve method, we compute B!P. By Theorem 2.31, P mod p
corresponds to an element 8 = u + vy/a € Fp2 with u? — v?a = 1.

(h) Show that 3 is a root of X2 — 2uX + 1.

(i) Show that B!P = oo mod p if and only if 37" =1 in F..

(j) Let t1 = 2u and define the sequence t,, as above. Show that
B!P = oo mod p if and only if p divides ged(tp) — 2,n). Therefore,
the elliptic curve method factors n exactly when the p 4+ 1 method
factors n.

7.3 (a) Show that if n is prime and g is a primitive root mod n, then a; = g
satisfies the hypotheses of Proposition 7.1 for all /.

(b) Suppose we take 7 = n — 1 and s = 1 in Proposition 7.1, and
suppose that there is some number g such that ay = g satisfies the
conditions on ay for each £. Show that g is a primitive root mod
n. (Hint: What power of ¢ divides the order of ¢ mod n?)

7.4 The proof of Theorem 7.3 works for singular curves given by a Weier-
strass equation where the cubic has a double root, as in Theorem 2.31.
This yields a theorem that uses Z), rather than F(Z,), to prove that n
is prime. State Theorem 7.3 in this case in terms of Z¥. (Remark: The
analogue of Theorem 7.3 for Z,, is rather trivial. The condition that
P; is a finite point becomes the condition that P; is a number mod n
such that ged(P;,n) = 1 (that is, it is not the identity for the group law
mod any prime factor of n). Therefore ¢; P; = oo translates to ¢; P, =0
(mod n), which implies that ¢; = 0 (mod n). Since ¢; is prime, we must
have n = ¢;. Hence n is prime.)
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Chapter 8

Elliptic Curves over @)

As we saw in Chapter 1, elliptic curves over Q represent an interesting class of
Diophantine equations. In the present chapter, we study the group structure
of the set of rational points of an elliptic curve E defined over Q. First, we
show how the torsion points can be found quite easily. Then we prove the
Mordell-Weil theorem, which says that E(Q) is a finitely generated abelian
group. As we'll see in Section 8.6, the method of proof has its origins in
Fermat’s method of infinite descent. Finally, we reinterpret the descent calcu-
lations in terms of Galois cohomology and define the Shafarevich-Tate group.

8.1 The Torsion Subgroup. The Lutz-Nagell The-
orem

The torsion subgroup of F(Q) is easy to calculate. In this section we’'ll give
examples of how this can be done. The crucial step is the following theorem,
which was used in Chapter 5 to study anomalous curves. For convenience, we
repeat some of the notation introduced there.

Let a/b # 0 be a rational number, where a, b are relatively prime integers.
Write a/b = p"ay /by with p 1 aib;. Define the p-adic valuation to be

vp(a/b) =r.

For example, v2(7/40) = —3, v5(50/3) = 2, and v7(1/2) = 0. Define v,(0) =
+00 (so v,(0) > n for every integer n).

Let E be an elliptic curve over Z given by y? = 2> + Az + B. Let r > 1 be
an integer. Define

Er = {(l',y) € E(Q) "Up(l') < —27“, vp(y) < _37} U {OO}
These are the points such that x has at least p?” in its denominator and y
has at least p®" in its denominator. These should be thought of as the points
that are close to oo mod powers of p (that is, p-adically close to oo).

199
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200 CHAPTER 8 ELLIPTIC CURVES OVER Q

THEOREM 8.1
Let E be given by y*> = 23 + Az + B with A, B € Z. Let p be a prime and let
r be a positive integer. Then

1. E, is a subgroup of E(Q).

2. If (z,y) € E(Q), then vy(z) < 0 if and only if v,(y) < 0. In this case,
there exists an integer v > 1 such that v,(x) = —2r and v,(y) = —3r.

3. The map

)\T : ET/E5T — Zp47‘
(w,9) = p~"z/y (mod p™)

oo — 0

is an injective homomorphism (where Zyar is a group under addition).

4. If (z,y) € E, but (z,y) € Ery1, then A\.(z,y) Z0 (mod p).

REMARK 8.2 The map A, should be regarded as a logarithm for the
group E,./Es, since it changes the law of composition in the group to addition
in Zyar, just as the classical logarithm changes the composition law in the

multiplicative group of positive real numbers to addition in R. |

PROOF The denominator of 2® + Ax + B equals the denominator of y2.
It is easy to see that the denominator of y is divisible by p if and only if
the denominator of z is divisible by p. If p/, with j > 0, is the exact power
of p dividing the denominator of 7, then p?/ is the exact power of p in the
denominator of y2. Similarly, if p*, with k& > 0, is the exact power of p dividing
the denominator of z, then denominator of 23 + Ax + B is exactly divisible
by p**. Therefore, 2j = 3k. It follows that there exists » with j = 3r and
k = 2r. This proves (2). Also, we see that

{(z,y) € Ervp(x) = =2r, vp(y) = =3r} = {(z,y) € Er[vp(2/y) =7}

is the set of points in E, not in E,;. This proves (4). Moreover, if A.(x,y)
0 (mod p*"), then vy(x/y) > 5r, so (v,y) € Es.. This proves that A, i
injective (as soon as we prove it is a homomorphism).

Let

wn
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which can be written as
s =t3 4+ Ats® + Bs®.

In the following, it will be convenient to write p’|z for a rational number
z when p’ divides the numerator of z. Similarly, we’ll write z = 0 (mod p’)
in this case. These extended notions of divisibility and congruence satisfy
properties similar to those for the usual notions.

LEMMA 8.3
(z,y) € B, if and only if p*"|s. If p*"|s, then p"|t.

PROOF If (z,y) € E,, then p3" divides the denominator of y, so p*"
divides the numerator of s = 1/y. Conversely, suppose p°"|s. Then p3"
divides the denominator of y. Part (2) of the theorem shows that p?” divides
the denominator of x. Therefore, (z,y) € E,.

If p3"|s, then the exact power of p dividing the denominator of y is p®*,
with & > r. Part (2) of the theorem implies that the exact power of p dividing
t = x/y is p¥. Since k > r, we have p"|t. |

We now continue with the proof of Theorem 8.1. Let A, be as in the
statement of the theorem. Note that

Ar(=(z,y) = Ar(@, —y) = —p" "z /y = — A (2, ).
We now claim that if P, + P, + P3 = oo then
A (P1) + A (Py) + M (P3) =0 (mod p*").

The proof will also show that if Py, P, € E,., then P; € E, (hence E, is a
subgroup). Therefore,

)\T(Pl + P2) = Ar(_PS) = _AT(PS) = )\T(Pl) + )\’I"(PQ)7

S0 A, is a homomorphism.
Recall that three points add to oo if and only if they are collinear (Exercise
2.6). To prove the claim, let Py, Ps, Ps lie on the line

ax+by+d=0
and assume that P, P, € E,.. Dividing by y yields the s,t line
at+b+ds=0.

Let P/ denote the point P; written in terms of the s,¢ coordinates. In other
words, if
Pi = (xia yi)7
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then
P/ = (Si7 tl)

1
with
si=1/ys, ti=xi/yi.

The points Py, P}, P} lie on the line at + b + ds = 0.
Since P;, P, € E,, Lemma 8.3 implies that

p*|ss,  p'lts, fori=1,2.

As discussed in Section 2.4, at a finite point (x,y), the order of intersection
of the line azx +by+d = 0 and the curve y? = 23+ Az + B can be calculated by
using projective coordinates and considering the line a X 4+ bY + dZ = 0 and
the curve ZY? = X3 + AXZ? + BZ3. In this case, v = X/Z and y = Y/Z.

If we start with a line at + b+ ds = 0 and the curve s = t> + Ats? + Bs3,
we can homogenize to get aT + bU + dS = 0 and SU? = T3 + ATS? + BS>.
In this case, we have t = T/U and s = S/U. If welet Z=5,Y =U, X =T,
we find that we are working with the same line and curve as above. A point
(z,y) corresponds to

t=T/U=X/Y =x/y and s=S/U=2Z/Y =1/y.

Since orders of intersection can be calculated using the projective models, it
follows that the order of intersection of the line ax + by +d = 0 with the curve
y? = 2% + Az + B at (x,y) is the same as the order of intersection of the line
at + b+ ds = 0 with the curve s = t3 + Ats? + Bs® at (s,t) = (1/y,2/y).
For example, the line and curve are tangent in the variables z,y if and only if
they are tangent in the variables ¢,s. This allows us to do the elliptic curve
group calculations using ¢, s instead of z, y.

LEMMA 8.4

A line t = ¢, where ¢ € Q is a constant with ¢ = 0 (mod p), intersects the
curve s = t3 + As?*t + Bs3 in at most one point (s,t) with s = 0 (mod p).
This line is not tangent at such a point of intersection.

PROOF Suppose we have two values of s, call them s1, s with s1 =55 =0
(mod p). Suppose s; = so (mod p¥) for some k > 1. Write s; = ps;. Then
s = s (mod pF~1), so s)° = s, (mod pF=1), so s2 = p2s}” = ps)’ = §2

(mod p¥*1). Similarly, s? = s3 (mod p**2). Therefore,
s1=c> + Acs? + Bs® = 3 + Acs2 + Bsi = s, (mod p*tl).

By induction, we have s; = so (mod p*) for all k. It follows that s; = sq, so
there is at most one point of intersection with s =0 (mod p).
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The slope of the tangent line to the curve can be found by implicit differ-

entiation: p p p
S S S
= =3t2 + As® + 2Ast— + 3Bs* =
dt AT 2Ast g T BT
SO
ds 3t2 + As?

dt ~ 1—2Ast —3Bs?’

If the line ¢ = c is tangent to the curve at (s,t), then 1 — 2Ast — 3Bs? = 0.
But s =¢ =0 (mod p) implies that

1—-2Ast —3Bs*=1#0 (mod p).
Therefore, t = ¢ is not tangent to the curve. |

If d = 0, then our line is of the form in the lemma. But it passes through
the points P| and Pj, so we must have P; = Py, and the line is tangent to the
curve. Changing back to z,y coordinates, we obtain P, = P». The definition
of the group law says that since the points P, and P» are equal, the line
ax + by + d = 0 is tangent at (z,y). As pointed out above, this means that
at 4+ b+ ds = 0 is tangent at (s,¢). The lemma says that this cannot happen.
Therefore, d # 0.

Dividing by d, we obtain

s=at+

for some «, 8 € Q. Then Py, P}, P; lie on the line s = at + .

LEMMA 8.5

- t3 + tity + 13 + As3
1 — A(sy + s2)t1 — B(s3 + 5182 + 57)°

(67

PROOF Ift; # to, then a = (sg—s1)/(ta—t1). Since s; = t2 + As?t;+ Bs3,

we have

(s2—s1) (1 — A(s1 + s2)t1 — B(s5 + s152 + 7))
= (s2— s1) = A(s3 — s1)t1 — B(s3 — )
= (89 — As3ty — Bs3) — (s1 — Asit; — Bs?) + As3(to — t1)
=13 — 1] + As3(t2 — t1)
= (ta — t1)(t3 + tito + 13 + Asd).
This proves that (s2 — s1)/(t2 — t1) equals the expression in the lemma.
Now suppose that t; = to. Since a line t = ¢ with ¢ =0 (mod p) intersects

the curve s = t3 + As?*t + Bs® in only one point with s = 0 (mod p) by
Lemma 8.4, the points (s1,%1) and (s2, t2) must be equal. The line s = at +
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is therefore the tangent line at this point, and the slope is computed by implicit
differentiation of s = t> + Ats? + Bs3:

ds 9 9 ds 5 ds
— = A 2Ast— + 3Bs*—.
7 3t° + As” + 2Ast 7 + 3Bs 7

Solving for ds/dt yields the expression in the statement of the lemma when
t1 =ty =t and s = s9 = s.

Since $1 = s9 =0 (mod p), we find that the denominator
1— A(s1+ s2)t1 — B(s3 + 8182 +s1) =1 (mod p).
Since p”|t;, we have
ta4tito + 12+ As2 =0 (mod p?").
Therefore, o = 0 (mod p?"). Since p3"|s;, we have
B=s;—at;=0 (mod p).

The point Pj is the third point of intersection of the line s = at 4+ § with
s = t3 + As?t + Bs3. Therefore, we need to solve for t:

at + B =t3 + A(at + B)*t + B(at + B)>.
This can be rearranged to obtain

2A0f + 3B’ ,

0= 4 LW TP Pz
+1+Ba3+Aa2 +

The sum of the three roots is the negative of the coefficient of 2, so

2Aaf + 3Ba?3
fl+ty ity = PO
Lt 1+ Ba? + Aa?
=0 (mod p°).
The last congruence holds because p?"|a and p®"|3. Since t; = to = 0

(mod p"), we have t3 = 0 (mod p"). Therefore, s3 = atz + 3 =0 (mod p?").
By Lemma 8.3, P; € E,.. Moreover,

A (P) + M (Po) + M\ (P3) =p " (k1 + t2 +13) =0 (mod p").

Therefore, A\, is a homomorphism. This completes the proof of Theorem 8.1.

COROLLARY 8.6
Let the notations be as in Theorem 8.1. If n > 1 and n is not a power of p,
then E1 contains no points of exact order n. (See also Theorem 8.9.)
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PROOF Suppose P € E; has order n. Since n is not a power of p, we
may multiply P by the largest power of p dividing n and obtain a point, not
equal to oo, of order prime to p. Therefore, we may assume that P has order
n with p{n. Let r be the largest integer such that P € E,.. Then

nAr(P) = A\ (nP) = \p(00) =0 (mod p?").

Since p t n, we have \.(P) = 0 (mod p*"), so P € Ej,.. Since 5r > r, this
contradicts the choice of r. Therefore, P does not exist.

The following theorem was proved independently by Lutz and Nagell in the
1930s. Quite often it allows a quick determination of the torsion points on an
elliptic curve over Q. See Section 9.6 for another method.

THEOREM 8.7 (Lutz-Nagell)
Let E be given by y* = 23 + Az + B with A,B € Z. Let P = (z,y) € E(Q).
Suppose P has finite order. Then x,y € Z. If y # 0 then

y?|4A® 4 2782

PROOF Suppose x or y is not in Z. Then there is some prime p dividing
the denominator of one of them. By part (2) of Theorem 8.1, P € E, for
some r > 1. Let ¢ be a prime dividing the order n of P. Then Q = (n/¢{)P
has order ¢. By Corollary 8.6, £ = p. Choose j such that Q € E;, Q € E;41.
Then A;(Q) # 0 (mod p), and

PAi(Q) =X (pQ) =0 (mod p*).

Therefore, '
A (Q)=0 (mod p¥~t).

This contradicts the fact that A;(Q) # 0 (mod p). It follows that z,y € Z.
Assume y # 0. Then 2P = (z3,y2) # oo. Since 2P has finite order,
Z2,y2 € Z. By Theorem 3.6,

z* —2A2% — 8Bz + A?
492 '

To =
Since o € Z, this implies that
y?|at — 2422 — 8Bx + A2
A straightforward calculation shows that

(322 +4A)(x* — 242 — 8Bz + A?) — (32® — 5Ax — 27B)(2* + Az + B)
=4A°% 4+ 27B°.
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Since y? = 2% 4+ Az + B, we see that y? divides both terms on the left.
Therefore, y2|4A3 + 27B2.

COROLLARY 8.8
Let E be an elliptic curve over Q. Then the torsion subgroup of E(Q) is
finite.

PROOF A suitable change of variables puts the equation for E into Weier-
strass form with integer coefficients. Theorem 8.7 now shows that there are
only finitely many possibilities for the torsion points.

Example 8.1

Let E be given by y? = 23 +4. Then 443 4+ 27B% = 432. Let P = (x,y) be a
point of finite order in E(Q). Since 0 = 23 + 4 has no rational solutions, we
have y # 0. Therefore, y%|432, so

y = £1, £2, £3, £4, £6, £12.

Only y = £2 yields a rational value of x, so the only possible torsion points are
(0,2) and (0,—2). A quick calculation shows that 3(0,+2) = co. Therefore,
the torsion subgroup of E(Q) is cyclic of order 3.

Example 8.2

Let E be given by 32 = 23 + 8. Then 443 + 27B% = 1728. If y = 0, then
x = —2. The point (—2,0) has order 2. If y # 0, then 3?1728, which means
that y|24. Trying the various possibilities, we find the points (1,+3) and
(2,+4). However,

2(1,3) = (=7/4, —13/8) and 2(2,4) = (=7/4, 13/8).

Since these points do not have integer coordinates, they cannot have finite
order. Therefore, (1,3) and (2,4) cannot have finite order. It follows that the
torsion subgroup of F(Q) is {oo, (—2,0)}. (Remark: The fact that 2(1,3) =
62(2, 4) leads us to suspect, and easily verify, that (1,3) + (2,4) = (-2,0).)

Suppose we use the Lutz-Nagell theorem and obtain a possible torsion point
P. How do we decide whether or not it’s a torsion point? In the previous
example, we multiplied P by an integer and obtained a nontorsion point.
Therefore, P was not a torsion point. In general, the Lutz-Nagell theorem
explicitly gives a finite list of possibilities for torsion points. If P is a torsion
point, then, for every n, the point nP must either be co or be on that list.
Since there are only finitely many points on the list, either we’ll have nP = mP
for some m # n, in which case P is torsion and (n — m)P = oo, or some
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multiple nP is not on the list and P is not torsion. Alternatively, we can use
Mazur’s theorem (Theorem 8.11 below), which says that the order of a torsion
point in E(Q) is at most 12. Therefore, if nP # oo for all n < 12, then P is
not torsion. Consequently, it is usually not hard to check each possibility in
the Lutz-Nagell theorem and see which ones yield torsion points. However,
sometimes the discriminant is hard to factor, and sometimes it contains many
factors. In this case, another algorithm can be used. See Section 9.6.

Another technique that helps us determine the torsion subgroup involves
reduction mod primes. The main result needed is the following.

THEOREM 8.9
Let E be an elliptic curve given by y? = 23 + Az + B with A,B € Z. Let p
be an odd prime and assume p{4A3 +27B2. Let

pp: E(Q) — E(F)p)

be the reduction mod p map. If P € E(Q) has finite order and p,(P) = oo,
then P = oo.

REMARK 8.10 In general, reduction mod a prime ideal containing p is
injective on the prime-to-p torsion in E(Q). This is similar to the situation
in algebraic number theory, where reduction mod a prime ideal containing p

is injective on roots of unity of order prime to p (see [129]).

PROOF By Theorem 8.7, all of the torsion points (other than oo) have
integral coordinates, so they reduce to well-defined finite points mod p. In
particular, co is the only point that reduces to oco.

Example 8.3

Let’s use Theorem 8.9 to find the torsion on y? = 23 + 8. We have 443 +
27B% = 1728 = 25 .33, so we cannot use the primes 2,3. The reduction
mod 5 has 6 points, so Theorem 8.9 implies that the torsion in E(Q) has
order dividing 6. The reduction mod 7 has 12 points, so the torsion has order
dividing 12, which gives no new information. The reduction mod 11 has 12
points, so we again get no new information. However, the reduction mod 13
has 16 points, so the torsion in F(Q) has order dividing 16. It follows that
the torsion group has order dividing 2. Since (—2,0) is a point of order 2, the
torsion has order exactly 2. This is of course the same result that we obtained
earlier using the Lutz-Nagell theorem. I

Example 8.4
In the preceding example, the Lutz-Nagell theorem was perhaps at least as
fast as Theorem 8.9 in determining the order of the torsion subgroup. This is
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not always the case. Let E be given by 32 = 23 + 18z + 72. Then
4A4° + 27B% = 163296 = 2° - 3° . 7.

The Lutz-Nagell theorem would require us to check all y with y?|163296, which
amounts to checking all 108 = 22 - 3%. Instead, the reduction mod 5 has 5
points and the reduction mod 11 has 8 points. It follows that the torsion
subgroup of F(Q) is trivial. I

Finally, we mention a deep result of Mazur, which we will not prove (see
[77]).

THEOREM 8.11
Let E be an elliptic curve defined over Q. Then the torsion subgroup of E(Q)
is one of the following:

Z, with1<n <10 orn =12,
Zo D Zs,, withl <n <4.

REMARK 8.12 For each of the groups in the theorem, there are infinitely
many elliptic curves E (with distinct j-invariants) having that group as the
torsion subgroup of E(Q). See Exercise 8.1 for examples of each possibility.

8.2 Descent and the Weak Mordell-Weil Theo-
rem

We start with an example that has its origins in the work of Fermat (see
Section 8.6).

Example 8.5
Let’s look at rational points on the curve E given by

y* = z(r —2)(z +2).

If y = 0, we have © = 0, £2. Therefore, assume y # 0. Since the product of
z, r — 2, and = + 2 is a square, intuition suggests that each of these factors
should, in some sense, be close to being a square. Write

2

T =au
r—2 = bhv?
z+ 2= cw?
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with rational numbers a, b, ¢, u, v, w. Then y? = abc(uvw)?, so
abc is a square.

By adjusting u,v,w, we may assume that a, b, c are squarefree integers. In
fact, we claim that

a,b,c € {£1,+2}.

Suppose that p is an odd prime dividing a. Since a is squarefree, p? { a, so
the exact power p* dividing z = au? has k odd. If k < 0, then p* is the
exact power of p in the denominator of 2 + 2, so p* is the power of p in the
denominator of y? = x(x — 2)(z + 2). Since 3k is odd and y? is a square, this
is impossible. If k£ > 0 then 2 =0 (mod p), so x £2 # 0 (mod p). Therefore,
p” is the power of p dividing 32. Since k is odd, this is impossible. Therefore,
p 1 a. Similarly, no odd prime divides b or ¢. Therefore, each of a,b, c is, up
to sign, a power of 2. Since they are squarefree, this proves the claim.

The procedure we are following is called descent, or, more precisely, a
2-descent. Suppose z is a rational number with at most N digits in its
numerator and denominator. Then wu,v,w should have at most N/2 digits
(approximately) in their numerators and denominators. Therefore, if we are
searching for points (z,y), we can instead search for smaller numbers u, v, w.
This method was developed by Fermat. See Section 8.6.

We have four choices for a and four choices for b. Since a and b together
determine ¢ (because abe is a square), there are 16 possible combinations for
a,b, c. We can eliminate some of them quickly. Since z(x—1)(z+2) = y* > 0,
we have cw? =z +2 > 0, so ¢ > 0. Since abc > 0, it follows that a and b
must have the same sign. We are now down to 8 possible combinations.

Let’s consider (a,b,c) = (1,2,2). We have

r=u?, x—-2=227% z+2=20°
with rational numbers u, v, w. Therefore,
u? — 0% =2, u?—2w?=-2.

If v has 2 in its denominator, then 2v? has an odd power of 2 in its denomi-
nator. But u? has an even power of 2 in its denominator, so u? — 2v? cannot
be an integer. This contradiction shows that v and u have odd denominators.
Therefore, we may consider u,v mod powers of 2. Since 2|u?, we have 2|u,
hence 4|u?. Therefore, —2v? = 2 (mod 4), which implies that 2  v. Similarly,
—2w? = —2 (mod 4), so 2t w. It follows that v? = w? =1 (mod 8), so

2_n?=u?—2=2? 20’ = -2 (mod38),

2=u
which is a contradiction. It follows that (a,b,c)

= (1,2,2) is impossible.
Similar considerations eliminate the combinations (—1,—1

71)7 (27 17 2)’ and
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(—2,-2,1) for (a,b,c) (later, we’ll see a faster way to eliminate them). Only
the combinations

(a,b,c) = (1,1,1), (=1,-2,2), (2,2,1), (-2,—1,2)

remain. As we’ll see below, these four combinations correspond to the four
points that we already know about, namely,

o0, (0,0), (2,0), (—2,0)

(this requires some explanation, which will be given later). As we’ll see later,
the fact that we eliminated all combinations except those coming from known
points implies that we have found all points, except possibly points of odd
order, on the curve. The Lutz-Nagell theorem, or reduction mod 5 and 7
(see Theorem 8.9), shows that there are no nontrivial points of odd order.
Therefore, we have found all rational points on E:

E(Q) = {007 (0,0), (270)7 (*270)}

The calculations of the example generalize to elliptic curves F of the form

y? = (z—e1)(z — e2)(w — e3)

with e, ez,e3 € Z and e; # e; when i # j. In fact, they extend to even more

general situations. If e; € Q but e; € Z, then a change of variables transforms

the equation to one with e; € Z, so this situation gives nothing new. However,

if e; ¢ Q, the method still applies. In order to keep the discussion elementary,

we’ll not consider this case, though we’ll say a few things about it later.
Assuming that =,y € Q, write

T — e = au’
T — ey = bv?
x —e3 = cw?

with rational numbers a, b, ¢, u, v, w. Then y? = abc(uvw)?, so
abc is a square.

By adjusting u, v, w, we may assume that a, b, ¢ are squarefree integers.

PROPOSITION 8.13
Let

S ={p|p is prime and p|(e; — e2)(e1 — e3)(e2 — e3)}.
If p is a prime and plabe, then p € S.
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PROOF  Suppose p|a. Then p*, with k odd, is the exact power of p dividing
x —eq. If k <0, then p* is the power of p in the denominator of  — ey and
x — e3. Therefore, p** is the power of p in the denominator of y?, which is

impossible. Therefore k£ > 0. This means that z = e; (mod p). Also, z has

no p in its denominator, so the same is true of bv? = x — ey and cw? = x —es.

Moreover, bv? = e; — ep and cw? = e —e3 (mod p). If p € S, then the power

of p in
y* = (au?)(bv®)(cw?)

is pFp2p® = pF. Since k is odd, this is impossible. Therefore, p € S. |

Since S is a finite set, there are only finitely many combinations (a, b, ¢)
that are possible. The following theorem shows that the set of combinations
that actually come from points (z,y) has a group structure modulo squares.

Let Q*/ sz denote the group of rational numbers modulo squares. This
means that we regard two nonzero rational numbers z1, x2 as equivalent if the
ratio 1 /o is the square of a rational number. Every element of Q*/ QX2
can be represented by +1 times a (possibly empty) product of distinct primes.
Note that if 2 — e; = au?, then x — e; is equivalent to a mod squares. There-
fore, the map ¢ in the following theorem maps a point (x,y) € F[2] to the
corresponding triple (a, b, c).

THEOREM 8.14
Let E be given by y*> = (z — e1)(z — e2)(x — e3) with ey, e2,e3 € Z. The map
¢: B(Q) — (Q/Q") ® (Q*/Q*%) & (Q*/Q*)
defined by
(z, ) (r—e1, x—e2, x—e3) wheny#0
— (1, 1, 1)
(e1, ) ((e1 —e2)(e1 —e3), e1—e2, e —e3)
(€2,0) > (€2 —e1, (e2 —e1)(e2 —e3), ea—e3)
(€3,0) — (e3 —e1, e3—e2, (e3—e1)(es—e2))

is a homomorphism. The kernel of ¢ is 2E(Q).

PROOF  First, we show that ¢ is a homomorphism. Suppose P; = (x;, y;),
1 = 1,2,3, are points lying on the line y = az + b. Assume for the moment
that y; # 0. The polynomial

(x—e1)(z —e2)(x —e3) — (ax + b)2

has leading coefficient 1 and has roots x1, z2, 3 (with the correct multiplici-
ties). Therefore,

(x—e1)(z —e2)(z —e3) — (ax +b)* = (z — 1) (z — z2)(z — T3).
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Evaluating at e; yields
(21 — €:) (2 — €;) (23 — €;) = (ae; + b)* € Q%

Since this is true for each 1,

d(P)O(P)o(Ps) = 1€ Q*/Q*° & Q*/Q** & Q*/Q*”

(that is, the product is a square, hence is equivalent to 1 mod squares). Since
any number 2z is congruent to its multiplicative inverse mod squares (that is,
z equals 1/z times a square),

O(Ps) ™" = ¢(Ps) = ¢(—Ps).

Therefore,

P(P1)p(P2) = o(—Ps) = ¢(P1 + Pa).

To show that ¢ is a homomorphism, it remains to check what happens when
one or both of Py, P is a point of order 1 or 2. The case where a point P; is of
order 1 (that is, P; = 0o) is trivial. If both P; and P, have order 2, a case by
case check shows that ¢(P; + P2) = ¢(P1)¢(Ps). Finally, suppose that P; has
order 2 and P, has ys # 0. Let’s assume P; = (e1,0). The other possibilities
are similar. Since the values of ¢ are triples, let ¢1, @2, ¢3 denote the three
components of ¢ (so ¢ = (¢1, P2, ¢3)). The proof given above shows that

¢i(P1)¢i(P2) = ¢i(P1 + P2)

for 4 = 2,3. So it remains to consider ¢;.

By inspection, ¢1(P)pa(P)ps(P) = 1 for all P. Since ¢;(P1)¢i(P) =
¢i(Py + P) for i = 2,3, the relation holds for ¢ = 1, too. Therefore, ¢ is a
homomorphism.

Putting everything together, we see that ¢ is a homomorphism.

To prove the second half of the theorem, we need to show that if z — e; is
a square for all 4, then (z,y) = 2P for some point P € E(Q). Let

m—ei:viz, 1=1,2,3.

For simplicity, we’ll assume that e; + es + es = 0, which means that the
equation for our elliptic curve has the form y? = 23+ Az +B. (If e; +ex+e3 #
0, the coefficient of x? is nonzero. A simple change of variables yields the
present case.) Let

f(T) =u+w T+ usT?

satisfy
f(ei) =v, 1= 17273'
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Such an f exists since there is a unique quadratic polynomial whose graph
passes through any three points that have distinct z-coordinates. In fact

1

f(T) =1 (61 — 62)(61 — 63) (T — 62)(T — 63)
1

+ V2 (62 — 61)(62 — 63) (T — 61)(T — 63)

+ v3 ! (T —e1)(T — eq).

(e3 —e1)(es — e2)
Let g(T) = x — T — f(T)?. Then g(e;) = 0 for all 4, so
T3+ AT + B = (T — e1)(T — e3)(T — e3) divides g(T).
Therefore, g(T) = 0 (mod T3 + AT + B), so
r—T= (up +u T+ uT?)? (mod T® + AT + B).

(We say that two polynomials P;, P, are congruent mod Ps if P — P is a
multiple of P3.) This congruence for z — T can be thought of as a way of
simultaneously capturing the information that x — e; is a square for all 1.
Mod T3 + AT + B, we have

T3=—-AT - B, T*=T-T°=—-AT? - BT.
Therefore,

=T = (ug +u T + usT?)?
ug + 2ugur T + (u? + 2ugug)T? 4 2uyus T3 + u§T4
= (u2 — 2Bujus) + (2uouy — 2Auuy — Bu3)T

+(u? 4 2uguy — Aud)T?.

If two polynomials P; and P, of degree at most two are congruent mod a
polynomial of degree three, then their difference P, — P» is a polynomial of
degree at most two that is divisible by a polynomial of degree three. This can
only happen if P; = P». In our case, this means that

T = u} — 2Bujus (8.1)
—1 = 2ugu; — 2Aujuy — Bul (8.2)
0 = u? + 2uguy — Auj. (8.3)

If usg = 0 then (8.3) implies that also u; = 0. Then f(T) is constant, so
v1 = vp = v3. This means that e; = e3 = e3, contradiction. Therefore,
ug # 0. Multiply (8.3) by w1 /u3 and multiply (8.2) by 1/u3, then subtract to

obtain
1 2 Ul 3 (751
() = () o2 (i) em
U9 (5] ug
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Let
(751 1

1= —,

Ty = ’
U2 U2

so (z1,91) € E(Q). We claim that 2(z1,y1) = £(z,y).
Equation 8.3 implies that

AuZ —u? A —2?
U = = .
0 2uz 21

Substituting this into (8.1) yields

x} — 2Ax? — 8Bx; + A?
4y '

xr =

This is the a-coordinate of 2(x1,y1) (see Theorem 3.6). The y-coordinate is
determined up to sign by the z-coordinate, so 2(z1,y1) = (x, y) = +(z,y).
It follows that (x,y) = 2(z1,y1) or 2(x1, —y1). In particular, (z,y) € 2E(Q).

Example 8.6
We continue with Example 8.5. For the curve y? = z(z — 2)(x + 2), we have

¢(OO) = (17171)a ¢(070) = (_17_2’2)5
¢(270) = (27271)7 ¢(_270) = (_27_172)

(we used the fact that 4 and 1 are equivalent mod squares to replace 4 by 1).
We eliminated the triple (a,b,c) = (1,2,2) by working mod powers of 2. We
now show how to eliminate (—1,—1,1),(2,1,2),(—2,—2,1). Suppose there is
a point P with ¢(P) = (—1,—1,1). Then

¢(P + (030)) - ¢(P)¢(Oa0) = (*]-a -1, 1)(*13 72,2) = (1,2>2)'

But we showed that (1,2,2) does not come from a point in E(Q). Therefore,
P does not exist. The two other triples are eliminated similarly.

Theorem 8.14 has a very important corollary.

THEOREM 8.15 (Weak Mordell-Weil Theorem)
Let E be an elliptic curve defined over Q. Then

E(Q)/2E(Q)

s finite.

PROOF We give the proof in the case that ej,es,e3 € Q. As remarked
earlier, we may assume that ey, e, ez € Z. The map ¢ in Theorem 8.14 gives
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an injection

E(Q)/2E(Q) — (Q*/Q*") & (Q*/Q*") & (Q*/Q"").

Proposition 8.13 says that if (a,b, c) (where a, b, ¢ are chosen to be squarefree
integers) is in the image of ¢, then a,b, ¢ are products of primes in the set S
of Proposition 8.13. Since S is finite, there are only finitely many such a, b, ¢
mod squares. Therefore, the image of ¢ is finite. This proves the theorem.

REMARK 8.16 (for those who know some algebraic number theory) Let
K/Q be a finite extension. The theorem can be extended to say that if E
is an elliptic curve over K then E(K)/2FE(K) is finite. If we assume that
23+ Az + B = (z —e1)(x — ea)(z — e3) with all e; € K, then the proof is the
same except that the image of ¢ is contained in

(K /K% @ (KX /K<) @ (K /K*7).

Let Ok be the ring of algebraic integers of K. To make things simpler, we
invert some elements in order to obtain a unique factorization domain. Take
a nonzero element from an integral ideal in each ideal class of Ok and let M
be the multiplicative subset generated by these elements. Then M 'O is a
principal ideal domain, hence a unique factorization domain. The analogue of
Proposition 8.13 says that the primes of M 'Ok dividing a, b, ¢ also divide
(e1 —e2)(er —e3)(ea —e3). Let S € M 1Ok be the set of prime divisors of
(e1 — e2)(e1 — e3)(ea — e3). Then the image of ¢ is contained in the group
generated by S and the units of M ~'Og. Since the class number of K is
finite, M is finitely generated. A generalization of the Dirichlet unit theorem
(often called the S-unit theorem) says that the units of M 1O are a finitely
generated group. Therefore, the image of ¢ is a finitely generated abelian
group of exponent 2, hence is finite. This proves that F(K)/2E(K) is finite.

8.3 Heights and the Mordell-Weil Theorem

The purpose of this section is to change the weak Mordell-Weil theorem
into the Mordell-Weil theorem. This result was proved by Mordell in 1922 for
elliptic curves defined over Q. It was greatly generalized in 1928 by Weil in
his thesis, where he proved the result not only for elliptic curves over number
fields (that is, finite extensions of Q) but also for abelian varieties (higher-
dimensional analogues of elliptic curves).
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THEOREM 8.17 (Mordell-Weil)
Let E be an elliptic curve defined over Q. Then E(Q) is a finitely generated
abelian group.

The theorem says that there is a finite set of points on E from which all
other points can be obtained by repeatedly drawing tangent lines and lines
through points, as in the definition of the group law. The proof will be given
below. Since we proved the weak Mordell-Weil theorem only in the case that
E[2] C E(Q), we obtain the theorem only for this case. However, the weak
Mordell-Weil theorem is true in general, and the proof of the passage from
the weak result to the strong result holds in general.

From the weak Mordell-Weil theorem, we know that F(Q)/2E(Q) is fi-
nite. This alone is not enough to deduce the stronger result. For example,
R/2R = 0, hence is finite, even though R is not finitely generated. In our
case, suppose we have points Ry, ..., R, representing the finitely many cosets
in E(Q)/2E(Q). Let P € E(Q) be an arbitrary point. We can write

P=R;+2P,
for some i and some point P;. Then we write
Py =R; + 2P,

etc. If we can prove the process stops, then we can put things back together
and obtain the theorem. The theory of heights will show that the points
Py, Py, ... are getting smaller, in some sense, so the process will eventually
yield a point Py that lies in some finite set of small points. These points, along
with the R;, yield the generators of E(Q). We make these ideas more precise
after Theorem 8.18 below. Note that sometimes the points R; by themselves
do not suffice to generate E(Q). See Exercise 8.7.
Let a/b be a rational number, where a,b are integers with ged(a,b) = 1.
Define
H(a/b) = Max(lal, [b])

and
h(a/b) =log H(a/b).

The function h is called the (logarithmic) height function. It is closely
related to the number of digits required to write the rational number a/b.
Note that, given a constant ¢, there are only finitely many rational numbers
x with h(z) <ec.

Now let E be an elliptic curve over Q and let (z,y) € E(Q). Define

h(z,y) = h(zx), h(co) =0, H(xz,y)=H(z), H(x)=1.

It might seem strange using only the z-coordinate. Instead, we could use
the y-coordinate. Since the square of the denominator of the y-coordinate is
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the cube of the denominator of the xz-coordinate (when the coefficients A, B
of E are integers), it can be shown that this would change the function h
approximately by a factor of 3/2. This would cause no substantial change in
the theory. In fact, the canonical height h, which will be introduced shortly,
is defined using a limit of values of %h. It could also be defined as a limit of
values of 1/3 of the height of the y-coordinate. These yield the same canonical
height function. See [109, Lemma 6.3]. The numbers 2 and 3 are the orders
of the poles of the functions x and y on E (see Section 11.1).

It is convenient to replace h with a function h that has slightly better
properties. The function h is called the canonical height.

THEOREM 8.18
Let E be an elliptic curve defined over Q. There is a function

h: E(Q) — Rxo
with the following properties:
1. h(P) >0 for all P € E(Q).
2. There is a constant co such that |1h(P) — h(P)| < ¢ for all P.

3. Given a constant ¢, there are only finitely many points P € E(Q) with
h(P) < ec.

;~'>

4.

(mP) = (P) for all integers m and all P.
5 h(P+ Q)+ h(P — Q) = 2h(P) + 2h(Q) for all P,Q.
h

6. h(P) =0 if and only if P is a torsion point.

Property (5) is often called the parallelogram law because if the origin
0 and vectors P,Q, P + @ (ordinary vector addition) are the vertices of a
parallelogram, then the sum of the squares of the lengths of the diagonals
equals the sum of the squares of the lengths of the four sides:

1P +QII* + IIP = QII* = 2I|PII* + 2/|QI*.

The proof of Theorem 8.18 will occupy most of the rest of this section. First,
let’s use the theorem to deduce the Mordell-Weil theorem.
Proof of the Mordell-Weil theorem: Let Ry,..., R, be representatives for
E(Q)/2E(Q). Let A
¢ = Max;{h(R;)}
and let Q1,...,Q,, be the set of points with E(QZ) < c. This is a finite set by
Theorem 8.18. Let G be the subgroup of E(Q) generated by

Rl,...,Rn,Ql,n-,Qnr
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We claim that G = E(Q). Suppose not. Let P € E(Q) be an element not
in G. Since, for a point P, there are only finitely many points of height less
than P, we may change P to one of these, if necessary, and assume P has the
smallest height among points not in G. We may write

P—-R;,=2P

for some 7 and some P;. By Theorem 8.18,

4h(Py) = h(2P)) = h(P — R;)
= 2h(P) + 2h(R;) — h(P + R;)
< 2h(P) +2¢+40
< 2h(P) + 2h(P) = 4h(P)

(since ¢ < h(P), because P # @;). Therefore,
h(Py) < h(P).

Since P had the smallest height for points not in G, we must have P, € G.
Therefore,

P=R;+2P €@G.
This contradiction proves that E(Q) = G. This completes the proof of the

Mordell-Weil theorem. |
It remains to prove Theorem 8.18. The key step is the following.

PROPOSITION 8.19
There exists a constant c¢; such that

(P +Q) + h(P — Q) — 2h(P) — 2h(Q)| < &1
for all P,Q € E(Q).
The proof is rather technical, so we postpone it in order to complete the
proof of Theorem 8.18.

Proof of Theorem 8.18:
Proof of parts (1) and (2): Letting Q = P in Proposition 8.19, we obtain

|h(2P) — 4h(P)| < &1 (8.4)
for all P. Define

WP) = tim Lnerp).

n—oo 4m

We need to prove the limit exists. We have

n ) —1
lim_ 4—h(2 P)=h(P Z h(27P) — 4h(27~1P)). (8.5)
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By (8.4),
%(h(QjP)—ZUz( 2771p))| <

C1

47’

so the infinite sum converges. Therefore, h(P) exists. Since

oo

1
£ 47 3
Jj=1
we obtain |h(P)— 1h(P)| < ¢1/6. It is clear from the definitions that h(P) >0

for all P.

Proof of part (8): If h(P) < ¢, then h(P) < 2c+ % There are only finitely
many P satisfying this inequality.

Proof of part (5): We have

1P+ 2°Q) + h(2' P - 2'Q) — 20(2"P) — 2(2"Q)| < L.

Letting n — oo yields the result.

Proof of part (4): Since the height depends only on the z-coordinate,
h(—P) = h(P). Therefore, we may assume m > 0. The cases m = 0,1
are trivial. Letting @ = P in part (5) yields the case m = 2. Assume that we
know the result for m — 1 and m. Then

h((m+1)P) = —h((m —1)P) + 2h(mP) + 2h(P) (by part (5))
= (=(m —1)* +2m? + 2) h(P)
= (m+ 1)%h(P).
By induction, the result is true for all m. . R
Proof of part (6): If mP = oo, then mzh(P) = h(mP) = h(o0) = 0, so
h(P) = 0. Conversely, if h(P) = 0, then h(mP) = m2h(P) = 0 for all m.
Since there are only finitely many points of height 0, the set of multiples

of P is finite. Therefore, P is a torsion point. This completes the proof of
Theorem 8.18.

Proof of Proposition 8.19. It remains to prove Proposition 8.19. It can be
restated as saying that there exist constants ¢/, ¢’ such that

2h(P) 4+ 2h(Q) — ¢ < h(P + Q)+ h(P — Q) (8.6)
h(P + Q) + h(P — Q) < 2h(P) +2h(Q) + ¢’ (8.7)

for all P, Q. These two inequalities will be proved separately. We’ll start with
the second one.
Let the elliptic curve E be given by y? = 23 + Az + B with A, B € Z. Let

aq _ 02
blvyl) Qf(b

P+Q:(g7y3)7 P - Q ( ay4)

a2

P = ( ay2)7
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be points on E, where y; € Q and a;, b; are integers with ged(a;,b;) = 1. Let

g1 = 2(a1by + azby)(Abiby + ajas) + 4BbTb3
gs = (alag — Ab1b2)2 — 4B(a1b2 + agbl)ble
93 = (

albg — a2b1)2.

Then a short calculation shows that
G5 01 _ g1 0304 _ 9
by by g3’ bsbs g3

LEMMA 8.20
Let c1,c9,dy,dy € Z. Then

Max(ley|, |da]) - Max([ez|, |d2|) < 2Max(|c1cz|, [erde + cadi], |didel).
PROOF Without loss of generality, we may assume that |c¢1| < |dy| (other-

wise, switch ¢1,d;). Let L denote the left side of the inequality of the lemma
and let R denote the right side. There are three cases to consider.

1. If |Cg| S |d2‘, then L = ‘dldg‘ and 2|d1d2| S }%7 so L S R.
2. If |eo| > |dao| > (1/2)|cal, then L = |dyca| and

R 2 2|d1d2| Z |d102| Z L.

3. If |d2| < (1/2)|cz|, then L = |dico| and

R > 2|e1da + cady]
> 2(|cads| — |erda)
> 2(|eady| — |da[(1/2)]c2l)
= |ecady| = L.

This completes the proof of the lemma. |

LEMMA 8.21
Let ¢1,¢9,dy1,do € Z with ged(c;,d;) =1 fori=1,2. Then

ng(01C2, c1ds + 82d1, dldg) =1.
PROOF Let d = ged(cida + cady, dids). Suppose p is a prime such that
pler and p|d. Then p 4 d;y since ged(eq,dy) = 1. Since p|dida, we have p|ds.

Therefore, p { ca. Therefore, p|cidz and p 1 cady, so p 1 c1da + cady. Therefore
p 1 d, contradiction. Similarly, there is no prime dividing both ¢z and d. It

© 2008 by Taylor & Francis Group, LLC



SECTION 8.3 HEIGHTS AND THE MORDELL-WEIL THEOREM 221

follows that there is no prime dividing cjce and d, so the ged in the lemma is
1.

We can apply the lemmas to as,a4,bs,bs. Since ged(as,bs) = 1 and
ged(ag, by) = 1, we have

gcd(a3a4, asby + a4bs, b3b4) =1.
Therefore, there exist integers x,y, z such that
azasx + (agby + asbs)y + bsbyz = 1.
Since
g3(agbs + asbs) = g1(bzbs) and gs(azas) = ga(b3ba), (8.8)
we have
93 = g3(azas)x + g3(asbs + asbz)y + gs(bsbs)z
= g2(b3ba)x + g1(b3ba)y + g3(b3bs)z.
Therefore, bsby|gs, so
|b3ba| < |gs]-
Similarly,
lazaa| < [ga.
Equation 8.8 and the fact that |b3bs| < |g3| imply that
lasbs + asbs| < |g1].
In terms of the nonlogarithmic height H, these inequalities say that
H(P+Q)-H(P — Q) = Max(|as|, [bs]) - Max(|a4], [b])
< 2Max(|a3a4\, \a3b4 + CL41)3|7 |b3b4|)
< 2Max(|gz/, |11, |gs])-

Let H; = Max(Jay], |b1]) and Hy = Max(|az|, |b2]). Then

lg1] = |2(a1b2 + asby)(Abibs + aias) + 4Bb3b3|
< 2(HyHy + HyH)(|A|H\Hy + HiHy) + 4| B|H{ H3
< 4(|A| + 1+ |B|)H?HS.

Similarly,
l92] < (1 +|A? + 8|B)HYHy,  |gs| < AHTH3.
Therefore,

H(P+Q)-H(P—-Q) < CH{H; = CH(P)*H(Q)*
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for some constant C'. Taking logs yields
h(P+ Q)+ h(P — Q) < 2h(P) +2h(Q) + ¢’ (8.9)

for some constant ¢”.
We now need to prove the inequality in (8.6). First we’ll prove an inequality
between h(R) and h(2R) for points R.

LEMMA 8.22
Let R € E(Q). There exists a constant Cy, independent of R, such that

Ah(R) < h(2R) + Cs.

PROOF Let a

with y € Q and a,b € Z with ged(a,b) = 1. Let

hy = a* — 24a2b? — 8Bab® + A%p*
hy = (4b)(a® + Aab® + Bb?)
A =443 +27B2.

By Lemma 3.8, there exist homogeneous polynomials r1, 73, s1, s2 € Z[a, b] of
degree 3 (the coefficients depend on A, B) such that

AN = rih1 4 roho (810)
4Aa" = s1hy + sohs. (8.11)

For a homogeneous polynomial
p(x,y) = cox® + c1ay + caxy® + c31°,

we have
Ip(a,b)| < (o + lex| + |ea| + |es|)Max(al, [b])*.

Suppose |b] > |a|. It follows that

[4A[BT < [r1(a,0)lha] + [r2(a, b)||he|
< C1|o]Max(|ha . [ha]),

for some constant C; independent of R. Therefore,
A < CoMax((hu], [ha]).
Let d = ged(hq, he). Then (8.10) and (8.11) imply that
d|4Ab7 and d|4Ad”.
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Since ged(a,b) = 1, we have d|4A, so d < |[4A|. Since

|hi|  [hal
H(2R)=N —_—
(2R) ax( T g )

we have

[4A|H(R)" = [4A][p]*
< CiMax([hal, |hal)
|ha|  |he]
< 4A|Max(——, ——
— Cll ‘ aX( d I d )
< C1]4A|H(2R).
Dividing by |4A| and taking logs yields
4h(R) < h(2R) + Cs

for some constant Cs, independent of R.
The case where |a| > |b| is similar. This completes the proof of Lemma 8.22.

Changing P to P+ Q and Q to P — Q in (8.9) yields
h(2P) 4+ h(2Q) < 2h(P + Q) +2h(P — Q) + ¢".
By Lemma 8.22,
4h(P) + 4h(Q) — 20y < h(2P) + h(2Q).

Therefore,
2h(P) +2h(Q) — ¢ <h(P+ Q)+ h(P - Q)

for some constant ¢’. This completes the proof of Proposition 8.19. |

8.4 Examples

The Mordell-Weil theorem says that if F is an elliptic curve defined over
Q, then E(Q) is a finitely generated abelian group. The structure theorem
for such groups (see Appendix B) says that

EQ ~T®Z,

where T is a finite group (the torsion subgroup) and r > 0 is an integer,
called the rank of F(Q). In Section 8.1, we showed how to compute T
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The integer r is harder to compute. In this section, we show how to use the
methods of the previous sections to compute r in some cases. In Section 8.8,
we’ll give an example that shows why the computation of r is sometimes
difficult.

Example 8.7

Let E be the curve

y? =2 — da.

In Section 8.2, we showed that
E(Q)/QE(Q) = {OO, (Oa O)a (27 0)7 (72’ O)}

(more precisely, the points on the right are representatives for the cosets on
the left). Moreover, an easy calculation using the Lutz-Nagell theorem shows
that the torsion subgroup of F(Q) is

T = E[2).
From Theorem 8.15, we have E(Q) ~T @& Z", so
E(Q)/2E(Q) = (T/2T) & 75 = T & Z,
Since E(Q)/2E(Q) has order 4, we must have r = 0. Therefore,

E(Q) = E[2] = {007 (O’ O)a (270)7 (7270)}

Example 8.8
Let E be the curve
y? =2 — 25,

This curve E appeared in Chapter 1, where we found the points
(Oa 0)7 (57 0)7 (_57 0)7 (_45 6)
We also calculated the point

412 —62279

2(-4,6) = (33> 1708

).
Since 2(—4,6) does not have integer coordinates, (—4,6) cannot be a torsion

point, by Theorem 8.7. In fact, a calculation using the Lutz-Nagell theorem
shows that the torsion subgroup is

T = {0, (0,0), (5,0), (—5,0)} = Zy & Zo.
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We claim that

We know that the rank r is at least 1, because there is a point (—4,6) of
infinite order. The problem is to show that the rank is exactly 1.
Consider the map

61 B(Q) — (Q°/Q%) & (Q*/Q*") & (Q*/Q*")
of Theorem 8.14 defined by
(z,y) — (z,x —5, x +5)
when y # 0. Therefore,
(—4,6) = (-1,-1,1),

where we have used the fact that —4 and —9 are equivalent to —1 mod squares.
Also, from Theorem 8.14,

¢(o0) = (1,1,1)
$(0,0) = (—1,-5,5)
#(5,0) = (5,2,10)
¢(—5,0) = (=5, -10,2).

Since ¢ is a homomorphism, we immediately find that ¢(—4,6) times any of
these triples is in the image of ¢, so

(1,5,5), (—5,-2,10), (5,10, 2)

correspond to points.

If we write
x = au’
x—5=bv?
rT+5= cwz,

we have ¢(z,y) = (a,b, c). From Proposition 8.13, we may assume
a,b,c € {£1,+2, £5,+10}.

Also, abc is a square, so c¢ is determined by a,b. Therefore, we’ll often ignore
¢ and concentrate on the possibilities for a,b. There are 64 possible pairs a, b.
So far, we have 8 pairs that correspond to points. Let’s record them in a list,
which we’ll refer to as L in the following:

L={(1,1),(1,5),(=1,—1),(~1,-5), (5,2), (5,10), (=5, —2), (=5, —10)}.
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Our job is to eliminate the remaining 56 possibilities.
Observe that

r—5=b?<z=au’<z+5=cuw’
If a <0, then b < 0. If a > 0 then ¢ > 0, hence b > 0 since abc is a square.
Therefore, a and b have the same sign. This leaves 32 possible pairs a, b.

We now consider, and eliminate, three special pairs a,b. The fact that
¢ is a homomorphism will then suffice to eliminate all but the eight pairs
corresponding to known points.

(a,b)=(2,1). We have

z = 2u>
x—5=1>
x+5 = 2w

Therefore,
2u? —v? =5, 2w?—-2u?=5.

If one of u or v has an even denominator, then so does the other. However,
2u? has an odd power of 2 in its denominator, while v? has an even power
of 2 in its denominator. Therefore, 2u? — v? is not an integer, contradiction.
It follows that u,v have odd denominators, so we may work with them mod
powers of 2. Since v? = —5 (mod 2), we must have v odd. Therefore, v? = 1
(mod 8), so
2u> =6 (mod 8).
This implies that u?> = 3 (mod 4), which is impossible. Therefore, the pair
(a,b) = (2,1) is eliminated.
(a,b)=(5,1). We have

z = 5u?
x—5=1°
x+5 = bw?.

Therefore,
5u? —v? =5, bw?—5u?=5.

If the denominator of one of w or v is divisible by 5, then so is the other.
But 5u? then has an odd power of 5 in its denominator, while v? has an even
power of 5 in its denominator. This is impossible, so the denominators of
both u and v are not divisible by 5. Since w? —u? = 1, the same holds for w.
Therefore, we can work with u,v,w mod 5. We have v = 0 (mod 5), so we
can write v = 5vy. Then

u? —bvi =1,

so u? =1 (mod 5). Therefore, w?> =1+ u? =2 (mod 5). This is impossible.
Therefore, the pair (a,b) = (5,1) is eliminated.
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(a,b)=(10, 1). We have

x = 10u?
x—5=1°
z+5 = 10w?

Therefore,
10u? —v? =5, 10w? —10u® = 5.

As before, the denominators of u, v, w are not divisible by 5. Write v = 5uv;.
Then 2u? — 5v? = 1, so 2u? = 1 (mod 5). This is impossible, so the pair
(a,b) = (10,1) is eliminated.

The pairs (a,1) with a < 0 are eliminated since a,b must have the same
sign. Therefore, (1,1) = ¢(c0) is the only pair of the form (a, 1) corresponding
to a point.

Let (a,b) be any pair. There is a point P with ¢(P) = (a/,b) on the list L
for some a’. If there is a point @ with ¢(Q) = (a,b), then

(P —-Q)= (a/7b>(a7b)_1 = (a//7 1)
for some a”’. We showed that (a”,1) is not in the image of ¢ when a” # 1.
Therefore, a” = 1, so a = o’ and (a,b) = (a/,b) = ¢(P). Consequently, the
only pairs in the image of ¢ are those on the list L.
As stated above, the torsion subgroup of E(Q) is E[2], so
E(Q)2E(Q) ~Z: ®Zy B Z;

for some r. Since the image of ¢ has order 8 and the kernel of ¢ is 2E(Q),
the order of E(Q)/2E(Q) is 8. Therefore, » = 1. This implies that

E(Q) ~ ZQ S5 ZQ S5 Z.
Note that we have also proved that E[2] and (—4,6) generate a subgroup of
E(Q) of odd index. It can be shown that they actually generate the whole
group. This would require making the constants in the proof of Theorem 8.17
more explicit, then finding all points with heights less than an explicit bound

to obtain a generating set.

Silverman [110] proved the following.

THEOREM 8.23
Let E be defined over Q by the equation

v =2+ Az + B

© 2008 by Taylor & Francis Group, LLC



228 CHAPTER 8 ELLIPTIC CURVES OVER Q

with A, B € Z. Then

—éh(ﬁ — —h(A) = 0.973 < h(P) — %h(P)
< %h(y‘) + %h(A) +1.07

for all P € BE(Q). Here A = —16(4A3 + 27B?) and j = —1728(4A)3/A.
For the curve y? = 23 — 25z, we have A = 10° and j = 1728. Therefore,
A 1
—3.057 < h(P) — §h(P) < 2.843

for all P € E(Q). The points (0,0), (5,0),(—5,0), (—4,6) generate the group
E(Q)/2E(Q). The first three of these points have canonical height 0 since
they are torsion points. The point (—4,6) has canonical height 0.94974 ...
(this can be calculated using the series (8.5)). The proof of Theorem 8.17
shows that the points with canonical height at most 0.94974... generate
E(Q). Theorem 8.23 says that such points have noncanonical height h(P) <
8.02. Since %92 ~ 3041, the nonlogarithmic height of the z-coordinate is at
most 3041. Therefore, we need to find all points (z,y) € F(Q) such that

x = % with Max(|a|, |b]) < 3041.

It is possible to find all such points using a computer. The fact that the
denominator of x must be a perfect square can be used to speed up the
search. We find the points

(0,0),  (=5,0), (5,0), (=4,6)
(45,—300) = (—5,0) + (—4,6)
(25/4, 75/8) = (0,0) + (—4,6)
(—5/9, —100/27) = (5,0) + (—4,6)

(1681/144, —62279/1728) = 2(—4, 6)

and the negatives of these points. Since these points generate E(Q), we
conclude that (0,0), (5,0), (—5,0), (—4,6) generate F(Q).

REMARK 8.24 In Chapter 1, we needed to find an x such that z, x — 5,
and z + 5 were all squares. We did this by starting with the point (—4,6) and
finding the other point of intersection of the tangent line with the curve. In

effect, we computed

412 —62279
2(—4,6) = (—, —— "
(=4,6) = (3337 7795 )

and miraculously obtained z = 412/122 with the desired property. We now
see that this can be explained by the fact that ¢ is a homomorphism. Since
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#(2P) = (1,1,1) for any point P, we always obtain an x such that z, z — 5,
and z+5 are squares when we double a point on the curve y? = z(z—5)(x+5).

Example 8.9
One use of descent is to find points on elliptic curves. The idea is that in the
equations

x—elzau2

T — ey = bv?

T —e3 = cw?,
the numerators and denominators of u,v,w are generally smaller than those
of x. Therefore, an exhaustive search for u, v, w is faster than searching for x
directly. For example, suppose we are looking for points on

y? =23 — 36z
One of the triples that we encounter is (a,b,¢) = (3,6,2). This gives the
equations
r = 3u?
r—6 =602
T+ 6 = 2uw?.

These can be written as
3u? — 602 =6, 2w?—3u®=6,

which simplify to
u? =202 =2, 2uw?—3u? =6.

A quick search through small values of u yields (u,v,w) = (2,1, 3). This gives
(z,y) = (12,36).

Note that the value of u is smaller than x. Of course, we are lucky in this
example since the value of uw turned out to be integral. Otherwise, we would
have had to search through values of u with small numerator and small de-
nominator.

The curve y? = 23 — 362 can be transformed to the curve y? = x(x+1)(2z+
1)/6 that we met in Chapter 1 (see Exercise 1.5). The point (1/2,1/2) on
that curve corresponds to the point (12,36) that we found here.

Example 8.10

The elliptic curves that we have seen up to now have had small generators
for their Mordell-Weil groups. However, frequently the generators of Mordell-
Weil groups have very large heights. For example, the Mordell-Weil group of
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the elliptic curve (see [76])
y? = 23 — 59643
over Q is infinite cyclic, generated by

62511752209 15629405421521177
9922500 31255875000

(there are much larger examples, but the margin is not large enough to contain
them). This curve can be transformed to the curve u® + v3 = 94 by the
techniques of Section 2.5.2. I

8.5 The Height Pairing

Suppose we have points Py, ..., P, that we want to prove are independent.
How do we do it?

THEOREM 8.25 A
Let E be an elliptic curve defined over Q and let h be the canonical height
function. For P,Q € E(Q), define the height pairing

(P,Q) = h(P + Q) — h(P) — Q).

Then (, ) is bilinear in each variable. If Pi,..., P, are points in E(Q), and

the r x r determinant
det((F;, Pj)) # 0,

then Py,...,P. are independent (that is, if there are integers a; such that
a1Py + -+ a,.P. =00, then a; =0 for all i).

PROOF The second part of the theorem is true for any bilinear pairing.
Let’s assume for the moment that the pairing is bilinear and prove the second
part. Suppose a1 Py + -+ + a,.P. = 00, and a, # 0, for example. Then a,
times the last row of the matrix (P;, P;) is a linear combination of the first
r — 1 rows. Therefore, the determinant vanishes. This contradiction proves
that the points must be independent.

The proof of bilinearity is harder. Since the pairing is symmetric (that is,
(P,Q) = (Q, P)), it suffices to prove bilinearity in the first variable:

(P+Q,R) =(P,R) +(Q,R).
Recall the parallelogram law:

h(S +T) + h(S —T) = 2h(S) + 2h(T).
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Successively letting (S,T) = (P+ Q,R), (P,Q — R), (P+ R,Q), and (Q, R)
yields the following equations:

MP+Q+R)+h(P+Q—R)
2h(P) 4 2h(Q — R)
MP+R+Q)+h(P+R-Q)
4h(Q) + 4h(R)

2h(P + Q) + 2h(R)
(P+Q—-R)+h(P—Q+R)
E(P +R) +2h(Q)

(Q@+ R)+2h(Q - R).

h(P
2
2h

Adding together all of these equations yields

2 (E(P+Q Y R) - P +Q) - ﬁ(R))
—9 (h(P +R) = h(P) — h(R) + M(Q + R) — h(Q) — E(R)) .

Dividing by 2 and using the definition of the pairing yields the result. i

Example 8.11
Let E be given by y? = 23 +73. Let P = (2,9) and Q = (3,10). Then

(P,P) = 0.9239...

(P,Q) = —0.9770...

@Q.Q) = 1.9927....
Since

0.9239 —0.9770
det (—0.9770 1.9927) =0.8865--- # 0,

the points P and @ are independent on F. I

8.6 Fermat’s Infinite Descent

The methods in this chapter have their origins in Fermat’s method of
infinite descent. In the present section, we’ll give an example of Fermat’s
method and show how it relates to the calculations we have been doing.

Consider the equation

at + bt =2 (8.12)

The goal is to show that it has no solutions in nonzero integers a, b, c. Recall
the parameterization of Pythagorean triples:
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PROPOSITION 8.26
Suppose x,y, z are relatively prime positive integers such that

z? + y2 =22
Then one of x,y is even. Suppose it is x. Then there exist positive integers
m,n such that

T =2mn, y:mg—n2, z=m?+n>

Moreover, ged(m,n) =1 and m # n (mod 2).

This result is proved in most elementary number theory texts. Alternatively,
see Exercise 2.21.

Suppose now that there are nonzero integers a,b, ¢ satisfying (8.12). We
may assume a, b, ¢ are positive and relatively prime. Proposition 8.26 implies
we may assume that a is even and that there exist integers m,n with

a?=2mn, bV =m?—-—n? c=m?+n’

If n is odd, then m is even, which implies that 4> = —1 (mod 4). This is
impossible, so n is even and m is odd. Write n = 2q for some integer q. We
then have

(a/2)? = mq.

Since ged(m,n) = 1, we also have ged(m,q) = 1. Since m,q are relatively
prime and their product is a square, it follows easily from looking at the prime
factorizations of m, q that both m and ¢ must be squares:

m = t2, q= u?
for some positive integers ¢, u. Therefore, we have

b2 =m? —n? =t* — 4t

This may be rewritten as

(2u?)? +b? = t*.
Since m is odd, t is odd. Since ged(m,q) = 1, we also have ged(t,u) = 1.
Therefore, ged(t, 2u?) = 1. Proposition 8.26 implies that

2u? = 20w, b=0v?—w? =0+

with ged(v,w) = 1. Since the product vw is a square, it follows that both v
and w are squares:

Therefore, t2 = v? + w? becomes

2 =t 4§t
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This is the same equation we started with. Since
0<t<t*=m?<c, (8.13)

we have proved that for every triple (a, b, c) with a*+b* = ¢?, there is another
solution (r,s,t) with 0 < ¢t < ¢. We therefore have an infinitely descending
sequence ¢ >t > ... of positive integers. This is impossible. Therefore, there
is no solution (a, b, ¢).

Observe that m? > n?, so ¢ < 2m? = 2t*. Combining this with (8.13) yields

t* < ¢ < 2t

This implies that the logarithmic height of ¢ is approximately one fourth the
logarithmic height of c¢. Recall that the canonical height of 2P is four times
the height of P. Therefore, we suspect that Fermat’s procedure amounts to
halving a point on an elliptic curve. We’ll show that this is the case.
We showed in Section 2.5.3 that the transformation
2(z+1) 4z +1)

2 Y

maps the curve

to the curve
E:y? =25 — 4.
If we start with
at + bt =

then the point
a c¢

(z,w) - (ga bj)
lies on C'. It maps to a point (x,y) on E, with

B 2(17% +1) B 2(C+b2)
T e T @
2(t + 4rtst + (rt — s4)?)
(2rst)?

This implies that

(rs)? rs
I 2 + 21252 r? 4 52
€T = =
(rs)? TS

© 2008 by Taylor & Francis Group, LLC



234 CHAPTER 8 ELLIPTIC CURVES OVER Q

Let ¢ be the map in Theorem 8.14. Since x, © —2, x+2 are squares, ¢(x,y) =
1. Theorem 8.14 implies that

(I,y) =2P

for some point P € E(Q).
Let’s find P. We follow the procedure used to prove Theorem 8.14. In the
notation of the proof of Theorem 8.14, the polynomial

t S r2—t

T)=— - =T T?
(1) rs rs + 4rs
satisfies ) ) ) )
t re—s re+s
0 = —, 2 = s —2 =
fO) = fO=" f2) =
The formulas from the proof of Theorem 8.14 say that the point (z1,y1) with
—s/2r —2s2
$1 = =
(r2 —t)/4rs 12—t
_ dArs
Y1 = R
satisfies 2(z1,y1) = (z,v).
The transformation
2x 223
z=—, w=-14+—

Y
maps E to C. The point (z1,y1) maps to

221 S
Zl = ——= — =
Y1 r
223 st
w =—-14—F=-1—
2 22— 1)
A e A e
22—ty r2(r2—t)
_t
=3

‘We have
t 2 —S 4
— | =(— 1.
(=) - () +

Therefore, the solution (r, —s,t) corresponds to a point P on E such that 2P
corresponds to (a, b, c). Fermat’s procedure, therefore, can be interpreted as
starting with a point on an elliptic curve and halving it. The height decreases
by a factor of 4. The procedure cannot continue forever, so we must conclude
that there are no nontrivial solutions to start with.
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On y? = 23 — 4z, the points of order 2 played a role in the descent procedure
in Section 8.2. We showed that the image of the map ¢ was equal to the image
of E[2] under ¢. If we start with a possible point P € E(Q), then ¢(P) = ¢(T)
for some T' € F[2]. Therefore, P — T = 2Q for some @ € E(Q). In Fermat’s
method, the points of order 2 appear more subtly. If (x,y) on E corresponds
to the solution a, b, ¢ of a* + b* = ¢2, then a calculation shows that

(‘T7y) + (070) — *(Z,b, —C
(Z‘,y) + (270) — _b,Cl,C
(z,y) + (=2,0) < b,a, —c.

Since we assumed that a was even and b was odd, we removed the solutions
+b, a, Fc from consideration. The solution —a, b, —c was implicitly removed
by the equation ¢ = m? + n?, which required c to be positive. Therefore,
the choices that were made, which seemed fairly natural and innocent, were
exactly those that caused ¢(P) to be trivial and thus allowed us to halve the
point.

Finally, we note that in the descent procedure for F in Section 8.2, we elim-
inated many possibilities by congruences mod powers of 2. The considerations
also appear in Fermat’s method, for example, in the argument that n is even.

In Fermat’s descent, the equation

b =t — 4u?
appears in an intermediate stage. This means we are working with the point
(w,2) = (u/t,b/t?) on the curve
C':w? = —42* + 1.
The transformation (see Theorem 2.17)

241, 4G+

=T VT
maps C’ to the elliptic curve

E: y'2 =2 + 162"
There is a map ¢ : E — E’ given by

2 2

y© ylz®+4)
) = i) = (5. 1Y),
There is also a map ' : E/ — E given by

s e 1)

42/’ 812

(x,y) = q/jl(zlvy/) = (
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It can be shown that ¢’ o ¢ is multiplication by 2 on E. Fermat’s descent
procedure can be analyzed in terms of the maps 1 and .

More generally, if F is an elliptic curve given by y? = 2% +Cx? + Az and E’
is given by y'> = 2/® — 202/% + (C% — 4A)a’, then there are maps ¢ : E — E'
given by

2 2

o) = i) = (L )L 00,0 = vie) = .

)
and ¢’ : B/ — E given by

y’2 y/(x’2 — C? +44)

42/’ 82

(z,y) =¢'(«',y) = ( ) . /(0,0) = ¢/(c0) = oo.

The composition 9’ o 1 is multiplication by 2 on E. It is possible to do
descent and prove the Mordell-Weil theorem using the maps ¢ and . This
is a more powerful method than the one we have used since it requires only
one two-torsion to be rational, rather than all three. For details, see [114],
[109].

The maps ¢ and ¢’ can be shown to be homomorphisms between E(Q) and

E’'(Q) and are described by rational functions. In general, for elliptic curves

E; and Es over a field K, a homomorphism from FE;(K) to Ey(K) that is
given by rational functions is called an isogeny.

8.7 2-Selmer Groups; Shafarevich-Tate Groups
Let’s return to the basic descent procedure of Section 8.2. We start with
an elliptic curve E defined over Q by
y? = (x —e1)(x — ea)(z — e3)
with all e; € Z. This leads to equations
T —e; = au’
T — ey = bv?

T —es = cw?.

These lead to the equations
2 2

aUQ—bU2:62—61, au’ — cw’ = ez — e;.

This defines a curve C, 4. in u,v,w. In fact, it is the intersection of two
quadratic surfaces. If it has a rational point, then it can be changed to an

© 2008 by Taylor & Francis Group, LLC



SECTION 8.7 2-SELMER GROUPS; SHAFAREVICH-TATE GROUPS 237

elliptic curve, as in Section 2.5.4. A lengthy calculation, using the formulas of
Theorem 2.17, shows that this elliptic curve is the original curve E. If Cg .
does not have any rational points, then the triple (a, b, ¢) is eliminated.

The problem is how to decide which curves C, ;. have rational points. In
the examples of Section 8.2, we used considerations of sign and congruences
mod powers of 2 and 5. These can be interpreted as showing that the curves
Coab,c that are being eliminated have no real points, no 2-adic points, or no
5-adic points (for a summary of the relevant properties of p-adic numbers, see
Appendix A). For example, when we used inequalities to eliminate the triple
(a,b,c) = (—1,1,—1) for the curve y? = z(z —2)(x +2), we were showing that
the curve

C_11,-1: —u? =0t =2, —u+w?P=-2

has no real points. When we eliminated (a,b,c) = (1,2,2), we used congru-
ences mod powers of 2. This meant that

Cipo: u? — 0% =2, u?—2uw?=-2

has no 2-adic points.

The 2-Selmer group S5 is defined to be the set of (a,b, ¢) such that Cy ..
has a real point and has p-adic points for all p. For notational convenience,
the real numbers are sometimes called the co-adics Q. Instead of saying
that something holds for the reals and for all the p-adics Q,, we say that it
holds for Q,, for all p < co. Therefore,

So = {(a,b,c)|Cqp,c(Qp) is nonempty for all p < oco}.

Therefore, Ss is the set of (a, b, ¢) that cannot be eliminated by sign or congru-
ence considerations. It is a group under multiplication mod squares. Namely,
we regard

S, € (Q°/Q*%) & (Q*/Q*%) & (Q*/Q*?).

The prime divisors of a,b, ¢ divide (e; — e2)(e1 — e3)(ea — e3), which implies
that Sy is a finite group.
The descent map ¢ gives a map

¢ B(Q)/2E(Q) — S».
The 2-torsion in the Shafarevich-Tate group is the cokernel of this map:
H_IQ = SQ/IIH gb

The symbol III is the Cyrillic letter “sha,” which is the first letter of “Shafare-
vich” (in Cyrillic). We'll define the full group III in Section 8.9. The group
[T, represents those triples (a, b, c) such that C, . has a p-adic point for all
p < 00, but has no rational point. If III; # 1, then it is much more difficult
to find the points on the elliptic curve E. If (a, b, ¢) represents a nontrivial
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element of I, then it is usually difficult to show that C, . does not have
rational points.

Suppose we have an elliptic curve on which we want to find rational points.
If we do a 2-descent, then we encounter curves Cy ;.. If we search for points
on a curve Cqp . and also try congruence conditions, both with no success,
then perhaps (a,b,c) represents a nontrivial element of III;. Or we might
need to search longer for points. It is difficult to decide which is the case.
Fortunately for Fermat, the curves on which he did 2-descents had trivial
III,.

The possible nontriviality of the group Ill; means that we do not have a
general procedure for finding the rank of the group F(Q). The group Ss can
be computed exactly and allows us to obtain an upper bound for the rank.
But we do not know how much of S5 is the image of ¢ and how much consists
of triples (a,b,c) representing elements of a possibly nontrivial II5. Since
the generators of F(Q) can sometimes have very large height, it is sometimes
quite difficult to find points representing elements of the image of ¢. Without
this information, we don’t know that the triple is actually in the image.

The Shafarevich-Tate group is often called the Tate-Shafarevich group
in English and the Shafarevich-Tate group in Russian. Since III comes after
T in the Cyrillic alphabet, these names for the group, in each language, are
the reverse of the standard practice in mathematics, which is to put names
in alphabetical order. The symbol IIT was given to the group by Cassels (see
(23, p. 109]).

REMARK 8.27 The Hasse-Minkowski theorem (see [104]) states that a
quadratic form

n o n
Q((El, . 7$n) = Z Zaijmixj

i=1 j=1

with a;; € Q represents 0 nontrivially over Q (that is, Q(x1,...,z,) = 0 for
some (0,...,0) # (z1,...,2,) € Q") if and only if it represents 0 nontrivially
in Q, for all p < oco. This is an example of a local-global principle.

For a general algebraic variety over Q (for example, an algebraic curve), we
can ask whether the local-global principle holds. Namely, if the variety has a
p-adic point for all p < oo, does it have a rational point? Since it is fairly easy
to determine when a variety has p-adic points, and most varieties fail to have
p-adic points for at most a finite set of p, this would make it easy to decide
when a variety has rational points. However, the local-global principle fails in
many cases. In Section 8.8, we’ll give an example of a curve, one that arises in
a descent on an elliptic curve, for which the local-global principle fails.
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8.8 A Nontrivial Shafarevich-Tate Group
Let E be the elliptic curve over Q given by

y? = x(x — 2p)(x + 2p),

where p is a prime. If we do a 2-descent on E, we encounter the equations

2

T=u
z —2p = pv?
x4 2p = pw.

These yield the curve defined by the intersection of two quadratic surfaces:

Cipp: u* —pv®> =2p, v’ —pw’=—2p. (8.14)

THEOREM 8.28
If p=9 (mod 16), then C1,, has g-adic points for all primes g < oo, but
has no rational points.

PROOF First, we'll show that there are no rational points. Suppose there
is a rational point (u,v,w). We may assume that w,v,w > 0. If p divides
the denominator of v, then an odd power of p is in the denominator of pv?
and an even power of p is in the denominator of u2, so u? — pv? cannot be
an integer, contradiction. Therefore, u, v, and hence also w have no p in their
denominators. It follows easily that the denominators of u,v,w are equal.
Since u? = 2p + pv?, we have u = 0 (mod p). Write

_pr S t

u , V= -, w= -,
€ € (&

with positive integers r, s,t, e and with

ged(r,e) = ged(s, e) = ged(t, e) = 1.
The equations for C ;) become

pr?—s?=2e%, pr?—t? = —2¢%

Subtracting yields

52+ 4e? =12,
If s is even, then pr? = s? 4 2¢? is even, so r is even. Then 2e? = pr? —
52 = 0 (mod 4), which implies that e is even. This contradicts the fact that
ged(s, e) = 1. Therefore, s is odd, so

ged(s,2e) = 1.

© 2008 by Taylor & Francis Group, LLC



240 CHAPTER 8 ELLIPTIC CURVES OVER Q

By Proposition 8.26, there exist integers m,n with ged(m,n) = 1 such that
2e = 2mn, s:m2—n2, t =m? +n?
Therefore,

pr? =82 +2e* = (m? —n?)? +2(mn)? = m* +n'.

Let ¢ be a prime dividing r. Proposition 8.26 says that m # n (mod 2), which
implies that pr? must be odd. Therefore, ¢ # 2. Since ged(m,n) = 1, at least
one of m,n is not divisible by ¢. It follows that both m,n are not divisible by
q, since m* + n* =0 (mod ¢). Therefore,

(m/n)* = -1 (mod q).

It follows that m/n has order 8 in Ff, so ¢ = 1 (mod 8). Since r is a positive
integer and all prime factors of r are 1 mod 8, we obtain

r=1 (mod 8).
Therefore, 72 = 1 (mod 16), so
m*+n*=pr* =9 (mod 16).
But, for an arbitrary integer j, we have j4 = 0,1 (mod 16). Therefore,
m*+n*=0,1,2 (mod 16),

so pr? # m*+n?. This contradiction proves that C , , has no rational points.

We now need to show that C ,, has g-adic points for all primes ¢ < oo.
The proof breaks into four cases: ¢ = 0o, ¢ = 2, ¢ = p, and all other q.

The case of the reals is easy. Let u be large enough that u? > 2p. Then
choose v, w satisfying (8.14).

For g = 2, write

u=1/2, v=v1/2, w=w/2.
The equations for C , , become
1 —pv% =8p, 1 —pw% = —8p.
We need to solve
vi = (1-8p)/p, wi=(1+8p)/p

in the 2-adics. Since
(1+8p)/p=1 (mod 8),

and since any number congruent to 1 mod 8 has a 2-adic square root (see
Appendix A), v1,w; exist. Therefore, Ci , , has a 2-adic point.

© 2008 by Taylor & Francis Group, LLC



SECTION 8.8 A NONTRIVIAL SHAFAREVICH-TATE GROUP 241

Now let’s consider ¢ = p. Since p =1 (mod 4), there is a square root of —1
mod p. Since p =1 (mod 8), there is a square root of —2 mod p. Therefore,
both 2 and —2 have square roots mod p. Hensel’s lemma (see Appendix A)
implies that both 2 and —2 have square roots in the p-adics. Let

u=0, v=+v-2 w=12.

Then u,v,w is a p-adic point on Ci p .

Finally, we need to consider ¢ # 2, p, co. From a more advanced standpoint,
we could say that the curve C;, ) is a curve of genus 1 and that Hasse’s
theorem holds for such curves. If we use the estimates from Hasse’s theorem,
then we immediately find that C4 , , has points mod g for all ¢ (except maybe
for a few small ¢, since we are not looking at the points at infinity on Ci ;).
However, we have only proved Hasse’s theorem for elliptic curves, rather than
for arbitrary genus 1 curves. In the following, we’ll use Hasse’s theorem only
for elliptic curves and show that Ci ,, has points mod ¢. Hensel’s lemma
then will imply that there is a ¢g-adic point.

Subtracting the two equations defining C1 , , allows us to put the equations
into a more convenient form:

w?—vi=4, u®—p?=2p. (8.15)

Suppose we have a solution (ug,vg,wp) mod ¢. It is impossible for both ug
and wg to be 0 mod gq.

Suppose ug = 0 (mod ¢g). Then wy #Z 0 (mod ¢). Also, vg #Z 0 (mod q).
Let u = 0. Since —pv3 = 2p (mod q), Hensel’s lemma says that there exists
v =wp (mod ¢) in the g-adics such that —pv? = 2p. Applying Hensel’s lemma
again gives the existence of w = wy satisfying w? —v? = 4. Therefore, we have
found a g-adic point. Similarly, if wy = 0 (mod g), there is a g-adic point.
Finally, suppose up Z 0 (mod ¢) and wg Z 0 (mod ¢). Choose any v = vg
(mod ¢). Now use Hensel’s lemma to find w,w. This yields a g-adic point.

It remains to show that there is a point mod ¢. Let m be a quadratic
nonresidue mod g. Then every element of F is either of the form u? or nuZ.
Consider the curve

' w? =P =4, nu®—p®=2p.

Let N be the number of points mod ¢ on Cj p,, and let N’ be the number of
points mod ¢ on C’. (We are not counting points at infinity.)

LEMMA 8.29
N+ N =2(q—1).

PROOF Let z # 0 (mod g). Solving

wt+v=x, w—v=4/x (mod q)
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yields a pair (v, w) for each x. There are ¢ — 1 choices for z, hence there are
q — 1 pairs (v, w) satisfying w? — v? = 4. Let (v, w) be such a pair. Consider
the congruences

u? =2p+pv?  (mod ¢) and nu?® =2p +pv? (mod q).

If 2p + pv? #Z 0 (mod q), then exactly one of these has a solution, and it has
2 solutions. If 2p 4+ pv? = 0 (mod ¢), then both congruences have 1 solution.
Therefore, each of the g — 1 pairs (v, w) contributes 2 to the sum N 4+ N’ so
N+N =20¢-1). |

The strategy now is the following. If N > 0, we’re done. If N’ > 0,
then ¢’ can be transformed into an elliptic curve with approximately N’
points. Hasse’s theorem then gives a bound on N’, which will show that
N =2(¢g—1)— N’ > 0, so there must be points on C , .

LEMMA 8.30
If ¢ > 11, then N > 0.

PROOF If N =0then N’ =2(¢g—1) > 0, by Lemma 8.29. In Section 2.5.4,
we showed how to start with the intersection of two quadratic surfaces and
a point and obtain an elliptic curve. Therefore, we can transform C’ to
an elliptic curve E’. By Hasse’s theorem, E’ has less than ¢ + 1 + 2,/q
points. We need to check that every point on C’ gives a point on E’. In the
parameterization

4 2428
1o YT g

v (8.16)

of w? —v? = 4, the value t = oo corresponds to (v,w) = (0,—2). All of
the other points (v, w) correspond to finite values of t. No (finite) pair (v, w)
corresponds to t = 1 (the lines through (0, 2) of slope t = 1 are parallel to
the asymptotes of the hyperbola). Substituting the parameterization (8.16)
into nu? — pv? = 2p yields the curve

2
Q: w?=Lut 62 11),
n

where u; = (1 — t?)u. A point on €’ with (v,w) # (0,—2) yields a finite
point on the quartic curve @’. Since C' has 2(¢ — 1) > 1 points mod ¢, there
is at least one finite point on @Q’. Section 2.5.3 describes how to change Q'
to an elliptic curve E’ (the case where @’ is singular does not occur since @’
is easily shown to be nonsingular mod ¢ when ¢ # 2,p). Every point mod ¢
on @' (including those at infinity, if they are defined over F,) yields a point
(possibly oco) on E’ (points at infinity on @’ yield points of order 2 on E’).
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Therefore, the number of points on C’ is less than or equal to the number of
points on E’. By Hasse’s theorem,

20¢—1)=N'<qg+1+2\4q.
This may be rearranged to obtain
(Vi-1) <4,
which yields ¢ < 9. Therefore, if ¢ > 11, we must have N # 0. |

It remains to treat the cases ¢ = 3,5,7. First, suppose p is a square mod
g. There are no points on C ,;, with coordinates in F3, for example, so we
introduce denominators. Let’s try

u=ui/q, v=1/q, w=wi/q.
Then we want to solve
w? =1+4¢%, u? =p+2pd>.

Since p is assumed to be a square mod ¢, Hensel’s lemma, implies that there
are g-adic solutions uy, wy.

Now suppose that p is not a square mod ¢. Divide the second equation in
(8.15) by p to obtain

Let n be any fixed quadratic nonresidue mod ¢, and write 1/p = nz? (mod g).
Letting u; = xu, we obtain

w? —v? =4, nui -0 =2
For ¢ = 3 and ¢ = 5, we may take n = 2 and obtain

w? —v?=4, 2u?—v?=2 (mod q).

This has the solution (u1,v,w) = (1,0,2). As above, Hensel’s lemma yields a
g-adic solution.
For ¢ = 7, take n = 3 to obtain

w? —v* =4, 3ui-v*=2 (mod?7).
This has the solution (uq,v,w) = (3,2,1), which yields a 7-adic solution.

Therefore, we have shown that there is a g-adic solution for all ¢ < oo. This
completes the proof of Theorem 8.28.
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8.9 Galois Cohomology

In this section, we give the definition of the full Shafarevich-Tate group.
This requires reinterpreting and generalizing the descent calculations in terms
of Galois cohomology. Fortunately, we only need the first two cohomology
groups, and they can be defined in concrete terms.

Let G be a group and let M be an additive abelian group on which G acts.
This means that each g € G gives a automorphism g : M — M. Moreover,

(9192)(m) = g1(g2(m))

for all m € M and all ¢g1,92 € G. We call such an M a G-module. One
possibility is that g is the identity map for all g € G. In this case, we say that
the action of G is trivial.

If G is a topological group, and M has a topology, then we require that the
action of G on M be continuous. We also require all maps to be continuous.
In the cases below where the groups have topologies, this will always be the
case, so we will not discuss this point further.

A homomorphism ¢ : M; — My of G-modules is a homomorphism of
abelian groups that is compatible with the action of G:

¢(gma) = g d(ma)

for all g € G and all my € M;. Note that ¢(mq) is an element of My, so
g ¢(mq) is the action of g on an element of M. An exact sequence

0— M — My — M3z —0

is a short way of writing that the map from M; to Ms is injective, the map from
M> to Ms is surjective, and the image of M; — M, is the kernel of My — M3.
The most common situation is when M; C My and M3 = My /M;.

More generally, a sequence of abelian groups and homomorphisms

- A—-B—->(C—-.-.

is said to be exact at B if the image of A — B is the kernel of B — C. Such
a sequence is said to be exact if it is exact at each group in the sequence.
Define the zeroth cohomology group to be

H(G,M)=M® = {me M|gm=m forall g€ G}.

For example, if G acts trivially, then HY(G, M) = M.
Define the cocycles

Z(G, M) =
{maps f: G — M| f(9192) = f(g91) + 91 f(g2) for all g1, 9> € G}.
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The maps f are (continuous) maps of sets that are required to satisfy the
given condition. Note that g; f(g2) means that we evaluate f(g2) and obtain
an element of M, then act on this element of M by the automorphism g¢;.
The set Z is sometimes called the set of twisted homomorphisms from G
to M. It is a group under addition of maps.

We note one important case. If G acts trivially on M, then

Z(G, M) = Hom(G, M)

is the set of group homomorphisms from G to M.
There is an easy way to construct elements of Z(G, M). Let m be a fixed
element of M and define

fm(g) = gm —m.
Then f,, gives a map from G to M. Since

fm(g192) = g1(gam) —m
= g1m —m+ g1(gam —m)
= fm(91) + g1 fm(g2),

we have f,, € Z(G,M). Let
B(G,M) ={fm|me M}.

Then B(G,M) C Z(G,M) is called the set of coboundaries. Define the
first cohomology group

HY(G,M) = Z/B.

In the important special case where G acts trivially, B(G, M) = 0 since
gm —m = 0 for all g, m. Therefore

HY(G, M) = Hom(G, M)

is simply the set of group homomorphisms from G to M.
A homomorphism ¢ : M7 — My of G-modules induces a map

¢» : HY (G, My) — H' (G, My)
of cohomology groups for j = 0,1. For HY, this is simply the restriction of ¢

to M. Note that if gm; = my, then gp(my) = ¢(gmy) = ¢(m1), so ¢ maps
ME into M§. For H', we obtain ¢. by taking an element f € Z and defining

(@+())(9) = o(f(9))-

It is easy to see that this induces a map on cohomology groups.
The main property we need is the following.
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PROPOSITION 8.31
An exact sequence
00— M — My — M3z —0

of G-modules induces a long exact sequence

0 — H°(G,M,) — H°(G, My) — H°(G, M3)
— HY(G, M,) — H' (G, M) — H'(G, M3)

of cohomology groups.

For a proof, see any book on group cohomology, for example [132], [21],
or [6]. The hardest part of the proposition is the existence of the map from
HO(G, M3) to Hl(G,Ml).

Suppose now that we have an elliptic curve defined over Q. Let n be
a positive integer. Multiplication by n gives an endomorphism of E. By
Theorem 2.22, it is surjective from E(Q) — E(Q), since Q is algebraically
closed. Therefore, we have an exact sequence

0 — E[n] — E(Q) LN E(Q) — 0. (8.17)
Let o
G =Gal(Q/Q)

be the Galois group of Q/Q. The reader who doesn’t know what this group
looks like should not worry. No one does. Much of modern number theory
can be interpreted as trying to understand the structure of this group. The
one property we need at the moment is that

H°(G,EQ)) = E(Q)° = BE(Q).

Applying Proposition 8.31 to the exact sequence (8.17) yields the long exact
sequence

0— B(Q)ln] — E(Q) = E(Q)
— H'Y(G,En]) — H'(G,E(Q)) = H'(G, E(Q)).

This induces the short exact sequence
0— B(Q)/nE(Q) — H'(G,E[n]) — H'(G,E(Q))[n] — 0, (8.18)

where we have written A[n] for the n-torsion in an abelian group A. This
sequence is similar to the sequence

0— E(Q)/2E(Q) = S; — Iy — 0

that we met in Section 8.7. In the remainder of this section, we’ll show how the
two sequences relate when n = 2 and also consider the situation for arbitrary
n.
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First, we give a way to construct elements of H*(G,FE(Q)). Let C be a
curve defined over Q such that C' is isomorphic to E over Q. This means that
there is a map ¢ : E — C given by rational functions with coefficients in Q
and an inverse function ¢~! : C — E also given by rational functions with
coefficients in Q. Let g € G, and let ¢¢ denote the map obtained by applying
g to the coefficients of the rational functions defining ¢. Since C' is defined
over Q, the map ¢9 maps E to gC = C. Note that

9(o(P)) = (7)(9P) (8.19)

for all P € E(Q), since the expression g(¢(P)) means we apply g to ev-
erything, while ¢9 means applying g to the coefficients of ¢ and gP means
applying g to P.

We have to be a little careful when applying g;g2. The rule is

d)glgz — (d)gz )91 ,

since applying g;g2 to the coefficients of ¢ means first applying go, then ap-
plying g7 to the result.

We say that a map ¢ is defined over Q if ¢9(P) = ¢(P) for all P € E(Q)
and all g € G (this is equivalent to saying that the coefficients of the rational
functions defining ¢ can be taken to be in Q, though proving this requires
results such as Hilbert’s Theorem 90).

The map ¢~ '¢? gives a map from E to E. We assume the following:

Assumption: Assume that there is a point Ty € E(Q) such that

¢~ (¢7(P)) = P+ 1T, (8.20)

for all P € E(Q). Equation (8.20) can be rewritten as

¢?(P) = ¢(P +Tj) (8.21)

for all P € E(Q). If we let P = (¢9)71(Q) for a point Q € C(Q), then the
assumption becomes

¢~H(Q) = (¢7)71(Q) + Ty, (8.22)

which says that ¢~! and (¢9)~! differ by a translation. We’ll give an example
of such a map ¢ below.

LEMMA 8.32
Define 7 : G — E(Q) by 7(g) = Ty. Then 74 € Z(G, E(Q)),
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PROOF

91_1¢(P + Tglgz) = 9f1¢glg2(P)
= ¢%(g;'P) (by (8.19))
= ¢(g; 'P+Ty,) (by (8:21))
=91 9" (P +qiTy,) (by (8.19))
= 91_1¢(P + 91Ty, +T91) (by (8-21))-

Applying g1 then ¢! yields

Tglgz = nggz + Tfh'

This is the desired relation. |

Suppose we have curves C; and maps ¢; : B — C;, for i = 1,2, as above.
We say that the pairs (C1, ¢1) and (Ca, ¢2) are equivalent if there is a map

0 : C1 — Cy defined over Q and a point Py € E(Q) such that
¢ 0¢1(P) =P+ Py (8.23)

for all P € F(Q). In other words, if we identify C; and Cy with E via ¢; and
@2, then 6 is simply translation by F.

PROPOSITION 8.33

The pairs (C1, ¢1) and (Ca, ¢p2) are equivalent if and only if the cocycles T4,
and 74, differ by a coboundary. This means that there is a point P, € E(Q)
such that

o1 (9) = T4, (9) = gP1 — P1
forall g € G.

PROOF For i = 1,2, denote 74,(g) = T, so
¢?(P) = ¢i(P +Ty) (8.24)

for all P € E(Q). Suppose the pairs (C1, $1) and (Cy, $2) are equivalent, so
there exists 6 : C; — Cy and Py as above. For any P € E(Q), we have

P+ Ty +Po=¢5'0¢1(P+T,) (by (8.23))
= ¢3'067(P) (by (8.24))
= ¢y 09 (¢ 01)7(P)  (since 69 = )
= (¢3'001)7(P) +T; (by (8.20))
= g(d3 '001) (¢ P) +T; (by (8.19))
=g(g7'"P+ Py) + T2 (by (8.23))
=P+gP+T,.
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Therefore,
Ty = T3 =14,(9) = 742 (9) = gPo — Po.
Conversely, suppose there exists P; such that
To:1(9) — Toa(9) = gP1 — Pr. (8.25)
Define 6 : C; — C3 by

0(Q) = ¢2(¢7 ' (Q) + Pr).

Clearly, 0 satisfies (8.23). We need to show that 6 is defined over Q. If
Q € C(Q), then

0°(Q) = g0(g7'Q) (by (8.19))
=902 (61 (97 Q) + P1)
= ¢5((¢)"H(Q) + gP1)

= ¢2(3 ' 93)((6)) "1 (Q) + gP1)

=2 ((61)7HQ) + 9P +T7)  (by (8.24))
=2 (¢71(Q) =T, (9) + gP1 + T;) (by (8.22))
= ¢a2(671(Q) + P1)  (by (8:25))

=0(Q).

Therefore, 6 is defined over Q, so the pairs (C1, ¢1) and (Cs, ¢2) are equivalent.

Proposition 8.33 says that we have a map
equivalence classes of pairs (C, ¢) — H' (G, E(Q)).

It can be shown that this is a bijection (see [109]). The most important
property for us is the following.

PROPOSITION 8.34
Let 74 correspond to the pair (C, ¢). Thents € B(G, E(Q)) (= coboundaries)
if and only if C has a rational point (that is, a point with coordinates in Q).

PROOF Let P € E(Q). Then
gP+T, = ¢~ '¢%(gP) = ¢~ (9¢(P))

and
P =6 (8(P)).
Therefore,
Ty=P—gP < go(P) = ¢(P).
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If C has a rational point @, choose P such that ¢(P) = Q. Then gQ = @ for
all g implies that

T, = g(~P) - (~P)
for all g € G. Conversely, if T, = g(—P) — (—P) for all g then g¢(P) = ¢(P)
for all g € G, so ¢(P) is a rational point. |

Propositions 8.33 and 8.34 give us a reinterpretation in terms of cohomol-
ogy groups of the fundamental question of when certain curves have rational
points.

Example 8.12
Consider the curve C p, , from Section 8.8. It was given by the equations

2

T=u
x —2p = pv?
z + 2p = pw.

These were rewritten as
w? —v? =4, u®—p?® =2p.
The method of Section 2.5.4 changes this to
C: s*=2p(t* +6t* +1).
Finally, the transformation

2 2 2% (x — 2+ dpx — 4p?
poV2@t2p) o a2 o) ot dpr—dp
y V2p z(z — 2p)

(use the formulas of Section 2.5.3, plus a minor change of variables) changes
the equation to
E: y?* = x(z — 2p)(x + 2p).

We want to relate the curve Cf 55, from Section 8.8 to a cohomology class in
HY(G, E(Q)). The map

¢: E —-C
(z,y) — (t,5)

gives a map from F to C. Since the equations for E and C' have coefficients
in Q, these curves are defined over Q. However, ¢ is not defined over Q.
A short computation shows that

(z,y) + (—2p,0) = (21,%1)
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on F, where
0, 20— —8p%y
x] = , =——
! p2p+:17 u (x +2p)?

Another calculation shows that

o(z1,11) = (—t, —s).

Let g € G be such that g(v/2p) = —v/2p. Then ¢? is the transformation
obtained by changing 1/2p to —+/2p in the formulas for ¢. Therefore,

ng(x’y) = (7t7 75) = ¢($1,y1)~

‘We obtain
¢ (x,y) = (x,y) + (—2p,0).

Now suppose g € G satisfies g (v/2p) = +v/2p. Then ¢9 = ¢, so
¢~ ¢ (x,y) = (z,y)-

Putting everything together, we see that the pair (C, ¢) is of the type con-
sidered above. We obtain an element of H'(G, E[2]) that can be regarded as
an element of H'(G, E(Q)). The cocycle 7, is given by

o Joo ifg(v2p) =+V2p
7ol9) =Ty = {(—2p, 0) it g (v3p) =~/

The cohomology class of 7, is nontrivial in H(G, E(Q)), and hence also in
H'(G, E[2]), because C has no rational points. Note that 74 is a homomor-
phism from G to E[2]. This corresponds to the fact that G acts trivially on
E[2] in the present case, so H'(G, E[2]) = Hom(G, E[2]). The kernel of 7 is
the subgroup of G of index 2 that fixes Q(v/2p).

In general, if E is given by y? = (z —e1)(z — e2)(z — e3) with e1,ez,e3 € Q,
then a 2-descent yields curves Cgp.c, as in Section 8.2. These curves yield
elements of H'(G, E[2]). The curves that have rational points give cocycles
in Z(G, E(Q)) that are coboundaries. We also saw in the descent procedure
that a rational point on a curve Cj p . comes from a rational point on E. This

discussion is summarized by the exact sequence
0— B(Q)/2E(Q) — H'(G, E[2]) - H'(G,E(Q))[2] — 0.

All of the preceding applies when Q is replaced by a p-adic field Q, with
p < co. We have an exact sequence

0— E(Qp)/2E(Qp) - Hl(Gvam) - Hl(GmE(Q_p))[?] — 0,

where

G, = Gal(Q,/Qp)-
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The group G, can be regarded as a subgroup of G. Recall that cocycles in
Z(G, E[2]) are maps from G to E[2] with certain properties. Such maps may
be restricted to G, to obtain elements of Z(G,, E[2]). A curve Cy . yields an
element of H'(G, E[2]). This yields an element of H'(G,, E[2]) that becomes
trivial in H'(Gp, E(Q,)) if and only if Cy . has a p-adic point.

In Section 8.7, we defined Sy to be those triples (a,b,c) such that Cyp.c
has a p-adic point for all p < co. This means that S is the set of triples
(a,b,c) such that the corresponding cohomology class in H' (G, E[2]) becomes
trivial in H'(G,, E(Q,)) for all p < co. Moreover, Il is S modulo those
triples coming from points in F(Q). All of this can be expressed in terms
of cohomology. We can also replace 2 by an arbitrary n > 1. Define the
Shafarevich-Tate group to be

Il = Ker | H'(G,E(Q)) — [[ H'(G,.EQ,))

p<oo

and define the n-Selmer group to be

S, = Ker Hl(GmE[nD - H H1<GP’E(Q_;D>)

p<oo

The Shafarevich-Tate group can be thought of as consisting of equivalence
classes of pairs (C,¢) such that C' has a p-adic point for all p < co. This
group is nontrivial if there exists such a C' that has no rational points. In
Section 8.8, we gave an example of such a curve. The n-Selmer group .S,, can
be regarded as the generalization to n-descents of the curves Cy 3 . that arise
in 2-descents. It is straightforward to use the definitions to deduce the basic
descent sequence

0— E(Q)/nE(Q) — S, — II[n] — 0,

where ITI[n] is the n-torsion in IIT. When one is doing descent, the goal is to
obtain information about F(Q)/nE(Q). However, the calculations take place
in S,,. The group III[n| is the obstruction to transferring information back to
E(Q)/nE(Q).

The group S,, depends on n. It is finite (we proved this in the case where n =
2 and E[2] C F(Q)). The group I is independent of n. Its n-torsion IT[n] is
finite since it is the quotient of the finite group .S,,. It was conjectured by Tate
and Shafarevich in the early 1960s that III is finite; this is still unproved in
general. The first examples where III was proved finite were given by Rubin
in 1986 (for all CM curves over Q with analytic rank 0; see Section 14.2) and
by Kolyvagin in 1987 (for all elliptic curves over Q with analytic rank 0 or 1).
No other examples over Q are known.
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Exercises

8.1 Show that each of the following elliptic curves has the stated torsion
group.

(a) > =2%-2;0

(0) y? = a® — 1386747z + 368636886; Zs @ Zo

Parameterizations of elliptic curves with given torsion groups can be
found in [67].

8.2 Let E be an elliptic curve over Q given by an equation of the form
y? = 2% + Cx?® + Az + B, with A, B,C € Z.

(a) Modify the proof of Theorem 8.1 to obtain a homomorphism
At By /Es — Zyor

(see [68, pp. 51-52]).
(b) Show that (z,y) € E(Q) is a torsion point, then z,y € Z.

8.3 (a) Show that the map A, applied to the curve y? = 2?, is the map of
Theorem 2.30 divided by p” and reduced mod p*".

(b) Consider the map ), of Exercise 8.2, applied to the curve E : y? =
23 4+ ax?. Let ¥ be as in Theorem 2.31. The map A1) ! gives a

map

Y+ ax Hp_rg (mod pQT’).

y—ax
Use the Taylor series for log((1+t)/(1 —t)) to show that the map
(2a)Ap~1 is p~" times the logarithm map, reduced mod p?".
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8.4 Let E be given by y?> = 2% + Az + B with A, B € Z. Let P = (x,y) be
a point on F.

(a) Let 2P = (z2,y2). Show that
y? (422(32® + 4A) — 32° + 5Ax + 27B) = 44° + 27B>.

(b) Show that if both P and 2P have coordinates in Z, then 3? divides
4A3 + 27B2. This gives another way to finish the proof of the
Lutz-Nagell theorem.

8.5 Let E be the elliptic curve over Q given by y? + 2y = 2% + 22 — 11x.

Show that the point
po(L 1
4 8

is a point of order 2. This shows that the integrality part of Theorem 8.7
(see also Exercise 8.2), which is stated for Weierstrass equations, does
not hold for generalized Weierstrass equations. However, since changing
from generalized Weierstrass form to the form in Exercise 8.2 affects
only powers of 2 in the denominators, only the prime 2 can occur in the
denominators of torsion points in generalized Weierstrass form.

8.6 Show that the Mordell-Weil group E(Q) of the elliptic curve y? = 23—
is isomorphic to Zo @ Zs.

8.7 Suppose E(Q) is generated by one point @ of infinite order. Suppose
we take Ry = 3Q), which generates E(Q)/2E(Q). Show that the process
with Py = @ and

P;=R;, +2P; 1,

as in Section 8.3, never terminates. This shows that a set of represen-
tatives of F(Q)/2E(Q) does not necessarily generate E(Q).

8.8 Show that there is a set of representatives of F(Q)/2E(Q) that gener-
ates F(Q). (Hint: This mostly follows from the Mordell-Weil theorem.
However, it does not handle the odd order torsion. Use Corollary 3.13
to show that the odd order torsion in E(Q) is cyclic. In the set of rep-
resentatives, use a generator of this cyclic group for the representative
of the trivial coset.)

8.9 Let F be an elliptic curve defined over Q and let n be a positive integer.

Assume that E[n] C E(Q). Let P € E(Q) and let @ € E(Q) be such
that nQ = P. Define amap 6p : Gal(Q/Q) — E[n] by ép(0) = cQ—Q.

(a) Let 0 € Gal(Q/Q). Show that cQ — Q € E[n].
(b) Show that dp is a cocycle in Z(G, E[n]).
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(¢) Suppose we choose Q' with n@Q’ = P, and thus obtain a cocycle
0. Show that dp — % is a coboundary.

(d) Suppose that dp(o) is a coboundary. Show that there exists @ €
E(Q) such that nQ = P.

This shows that we have an injection E(Q)/nE(Q) — H!(G, E[n]).
This is the map of Equation 8.18.
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Chapter 9

Elliptic Curves over C

The goal of this chapter is to show that an elliptic curve over the complex
numbers is the same thing as a torus. First, we show that a torus is isomor-
phic to an elliptic curve. To do this, we need to study functions on a torus,
which amounts to studying doubly periodic functions on C, especially the
Weierstrass p-function. We then introduce the j-function and use its proper-
ties to show that every elliptic curve over C comes from a torus. Since most
of the fields of characteristic 0 that we meet can be embedded in C, many
properties of elliptic curves over fields of characteristic 0 can be deduced from
properties of a torus. For example, the n-torsion on a torus is easily seen to
be isomorphic to Z, ® Z,, so we can deduce that this holds for all elliptic
curves over algebraically closed fields of characteristic 0 (see Corollary 9.22).

9.1 Doubly Periodic Functions
Let wy, w2 be complex numbers that are linearly independent over R. Then
L =2w + 2wy, = {n1w1 + Nows | ni,Ng € Z}

is called a lattice. The main reason we are interested in lattices is that C/L
is a torus, and we want to show that a torus gives us an elliptic curve.
The set
F = {a1w1 +CL2W2|OSCL@ <l1l,i= 172}

(see Figure 9.1) is called a fundamental parallelogram for L. A differ-
ent choice of basis wi,ws for L will of course give a different fundamental
parallelogram. Since it will occur several times, we denote

W3 = w1 + wa.
A function on C/L can be regarded as a function f on C such that f(z +
w) = f(z) for all z € C and all w € L. We are only interested in meromorphic
257
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Figure 9.1
The Fundamental Parallelogram

functions, so we define a doubly periodic function to be a meromorphic
function

f:C—-CUx
such that

flz+w) = [f(2)
for all z € C and all w € L. Equivalently,

fz+w)=[f(2), i=12

The numbers w € L are called the periods of f.
If f is a (not identically 0) meromorphic function and w € C, then we can
write
fz)=ar(z —w)" + apa(z —w) " 4o
with a, # 0. The integer r can be either positive, negative, or zero. Define
the order and the residue of f at w to be

r = ordy f

a_; = Resy f.
Therefore, ord,, f is the order of vanishing of f at w, or negative the order of
a pole. The order is 0 if and only if the function is finite and nonvanishing at
w. It is not hard to see that if f is doubly periodic, then ord,, 4. f = ord, f

and Resy1wf = Res,, f for all w € L.
A divisor D is a formal sum of points:

D = ny[wi] + nafws] 4 - - - 4+ npfwi],

where n; € Z and w; € F. In other words, we have a symbol [w] for each
w € F, and the divisors are linear combinations with integer coefficients of
these symbols. The degree of a divisor is

deg(D) = Z ;.
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Define the divisor of a function f to be

div(f) = > (ordy f)[w].

weF

THEOREM 9.1
Let f be a doubly periodic function for the lattice L and let F' be a fundamental
parallelogram for L.

1. If f has no poles, then f is constant.

2. Y wer Resyf =0.
3. If f is not identically 0,

deg(div(f)) = Z ord, f = 0.

welF
4. If f is not identically 0,
Z w-ord,f € L.

weF

5. If [ is not constant, then f: C — CU oo is surjective. If n is the sum
of the orders of the poles of f in F and zg € C, then f(z) = 2o has n
solutions (counting multiplicities).

6. If f has only one pole in F', then this pole cannot be a simple pole.

All of the above sums over w € F have only finitely many nonzero terms.

PROOF Because f is a meromorphic function, it can have only finitely
many zeros and poles in any compact set, for example, the closure of F.
Therefore, the above sums have only finitely many nonzero terms.

If f has no poles, then it is bounded in the closure of F', which is a compact
set. Therefore, f is bounded in all of C. Liouville’s theorem says that a
bounded entire function is constant. This proves (1).

Recall Cauchy’s theorem, which says that

f(z)dz = 2mi Z Resy f,

or weF

where OF is the boundary of F' and the line integral is taken in the coun-
terclockwise direction. Write (assuming wy,ws are oriented as in Figure 9.1;
otherwise, switch them in the following)

f(2)dz =

oF

- f(z)dz + /Wﬁwl f(2)dz + /W1 J(2)dz + /0 J()dz

0 w2 w1 +ws2 w1
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Since f(z +w1) = f(z), we have

/w1 f(z)dz = /wo f(z)dz = — - f(z)dz.

w1 +ws
/:ﬁw f(z)dz = /MO f(z)dz.

Therefore, the sum of the four integrals is 0. There is a small technicality
that we have passed over. The function f is not allowed to have any poles on
the path of integration. If it does, adjust the path with a small detour around
such points as in Figure 9.2. The integrals cancel, just as in the above. This
proves (2).

Similarly,

W2

Figure 9.2

T

Suppose r = ord, f. Then f(z) = (z — w)
nonzero. Then , )
f'z) v g

flz) z—w o g(2)’

Res,, (f?l) =r.

If f is doubly periodic, then f’ is doubly periodic. Therefore, (2) applied to

f'/f yields
2mi Y ordyf =2mi Y  Res, (%) = 0.

weF weF

9(z), where g(w) is finite and

SO

This proves (3).
For (4), we have

211 Z w - ordy, f = 2mi Z Res,, z <J}/> = / zj;dz.

weF weF

© 2008 by Taylor & Francis Group, LLC



SECTION 9.1 DOUBLY PERIODIC FUNCTIONS 261

However, in this case, the function zf’/f is not doubly periodic. The integral
may be written as a sum of four integrals, as in the proof of (2). The double
periodicity of f and f’ yield

S O NI
/Wfﬂz) dz‘/wf Ty

e / ZJ;&) de e / J;((;) o

1 vz f,(Z)dZ

2ri Jo  f(2)
is the winding number around 0 of the path

But

z=f(twg), 0<t<1.

Since f(0) = f(ws2), this is a closed path. The winding number is an integer,

SO
2 f'(2) o f(®)
A R e =1
= | {; ((,:)) dz € 2miZw,.
Similarly, .
wi1tws2 f’(z) f’(z) )
/w2 zf(z)dz—&—/wlzf(z)dzEQmeQ.
Therefore,

271 Z w - ordy, f € 2miL.
weF

This proves (4).

To prove (5), let zp € C. Then h(z) = f(2) — 2o is a doubly periodic
function whose poles are the same as the poles of f. By (3), the number
of zeros of h(z) in F (counting multiplicities) equals the number of poles
(counting multiplicities) of h, which is n. This proves (5).

For (6), suppose f has only a simple pole, say at w, and no others. Then
Res, f # 0 (otherwise, the pole doesn’t exist). The sum in (2) has only one
term, and it is nonzero. This is impossible, so we conclude that either the
pole cannot be simple or there must be other poles.

REMARK 9.2 As we saw in the proof of (5), part (3) says that the number
of zeros of a doubly periodic function equals the number of poles. This is a
general fact for compact Riemann surfaces (such as a torus) and for projective
algebraic curves (see [42, Ch. 8, Prop. 1] or [49, II, Cor. 6.10]).
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If (6) were false for a function f, then f would give a bijective (by (5)) map
from the torus to the Riemann sphere (= CUoo). This is impossible for many
topological reasons (the torus has a hole but the sphere doesn’t). |

So far, we do not have any examples of nonconstant doubly periodic func-
tions. This situation is remedied by the Weierstrass p-function.

THEOREM 9.3
Given a lattice L, define the Weierstrass p-function by

Then

1. The sum defining p(z) converges absolutely and uniformly on compact
sets not containing elements of L.

2. p(2) is meromorphic in C and has a double pole at each w € L.

3. p(—z) = p(z) for all z € C.

4. p(z+w) =p(z) forallw e L.

5. The set of doubly periodic functions for L is C(gp, ¢'). In other words,
:Z)ng{p/doubly periodic function is a rational function of © and its deriva-

PROOF Let C be a compact set, and let M = Max{|z||z€ C}. If z€ C
and |w| > 2M, then |z — w| > |w|/2 and |2w — z| < 5|w]|/2, so

1 1 22w —2)
(z—w)? w?|  |(z—w)2w?
M(5lwl/2)  10M (9-2)
wit/4 - wl*

The preceding calculation explains why the terms 1/w? are included. With-
out them, the terms in the sum would be comparable to 1/w?. Subtracting
this 1/w? makes the terms comparable to 1/w®. This causes the sum to con-
verge, as the following lemma shows.

LEMMA 9.4
If k > 2 then
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CONVETgES.

PROOF Let F be a fundamental parallelogram for L and let D be the
length of the longer diagonal of F. Then |z| < D for all z € F. Let w =
miwy + mowse € L with |w| > 2D. If 21,z are real numbers with m; < z; <
m; + 1, then w and xyw; 4+ xows differ by an element of F', so

1
|miwt + maws| > |T1w1 + Tows| — D > |T1w1 + Tows| — §|m1w1 + mows|,
since |miwy + maows| > 2D. Therefore,
2
|m1w1 + mQ(UQ| > gll‘lwl + 1]20.)2|.

Similarly,
|:U1w1 + .TQW2| > D.

Comparing the sum to an integral yields

1 3/2)k
Z —— < (1/area of F') // Ldaﬁdaﬁg.
|w|* |z1w1 + Tows |k

|w|=2D |zywi+zows|>D

The change of variables defined by u + iv = z1w; + Zows changes the integral

’ C // ;dudv—c 27r/OO i7“cl7"d€<oo
(u? + v?2)k/2  Jo—oJr=p * ’

|u+iv|>D

where C' = (3/2)¥/(area of F). Therefore, the sum for |w| > 2D converges.
Since there are only finitely many w with |w| < 2D, we have shown that the

sum converges.

Lemma 9.4 and Equation 9.2 imply that the sum of the terms in Equa-
tion 9.1 with |w| > 2M converges absolutely and uniformly for z € C. Since
only finitely many terms have been omitted, we obtain (1). Since a uniform
limit of analytic functions is analytic, p(z) is analytic for z & L. If z € L,
then the sum of the terms for w # z is analytic near z, so the term 1/(z — w)?
causes @ to have a double pole at z. This proves (2).

To prove (3), note that w € L if and only if —w € L. Therefore, in the sum
for p(—z), we can take the sum over —w € L. The terms of this sum are of

the form
1 1 1 1

(—z+w)? (—w)? - (z—w)? W

Therefore the sum for p(—z) equals the sum for p(z).
The proof of (4) would be easy if we could ignore the terms 1/w?, since
changing z to z +w would simply shift the summands. However, these terms

© 2008 by Taylor & Francis Group, LLC



264 CHAPTER 9 ELLIPTIC CURVES OVER C

are needed for convergence. With some care, one could justify rearranging the
sum, but it is easier to do the following. Differentiating p(z) term by term
yields

©'(2) = -2 Z ﬁ

Note that w = 0 is included in the sum. This sum converges absolutely (by
comparison with the case k = 3 in Lemma 9.4) when z ¢ L, and changing z
to z + w shifts the terms in the sum. Therefore,

oz +w) = /(2).
This implies that there is a constant ¢, such that
Pz +w) —p(2) = co,
for all z ¢ L. Setting z = w/2 yields
o = p(-w/2) — p(w/2) =0,

by (3). Therefore p(z + w) = p(z). This proves (4).
Let f(z) be any doubly periodic function. Then

f(2) = f(2) +2f(—2) L 1) _2f<_Z)

expresses f(z) as the sum of an even function and an odd function. Therefore,
it suffices to prove (5) for even functions and for odd functions. Since p(—z) =
p(2), it follows that ©'(—z) = —p'(2), so ©'(2) is an odd function. If f(2)
is odd, then f(z)/¢'(z) is even. Therefore, it suffices to show that an even
doubly periodic function is a rational function of p(z).

Let f(z) be an even doubly periodic function. We may assume that f is
not identically zero; otherwise, we’re done. By changing f, if necessary, to

af +b
cf +d

for suitable a, b, ¢, d with ad — bec # 0, we may arrange that f(z) does not have
a zero or a pole whenever 2z € L (this means that we want f(0) # 0, co and
f(wi/2) #0 fori=1,2,3). If we prove (af +b)/(cf +d) is a rational function
of p, then we can solve for f and obtain the result for f.

Since f(z) is even and doubly periodic, f(ws — z) = f(z), so

ord, f = ordy, . f-

We can therefore put the finitely many elements in F' where f(z) = 0 or
where f(z) has a pole into pairs (w,ws — w). Since we have arranged that
w # ws/2, the two elements of each pair are distinct. There is a slight
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problem if w lies on a side of F. Suppose w = xw, with 0 < x < 1. Then
w3 —w = (I —x)w; +ws € F. In this case, we translate by ws to get
(1—2z)w; € F. Since w # wy /2, we have x # 1/2, hence zw; # (1 —x)wy, and
again the two elements of the pair are distinct. The case w = zws is handled
similarly.

For a fixed w, the function p(z) — p(w) has zeros at z = w and z = w3 — w.
By Theorem 9.1(5), these are the only two zeros in F' and they are simple
zeros. Therefore, the function

he) = [ (o) = p(w))” !

(w, wz—w)

(the product is over pairs (w,ws — w)) has a zero of order ord, f at w and
at w3 — w when ord, f > 0 and has a pole of the same order as f when
ord, f < 0. Since Y ord,f = 0 by Theorem 9.1, the poles at z € L of the
factors in the product cancel. Therefore, f(z)/h(z) has no zeros or poles in F'.
By Theorem 9.1(1), f(2)/h(z) is constant. Since h(z) is a rational function

of p(z), sois f(z). This completes the proof of Theorem 9.3. |
In order to construct functions with prescribed properties, it is convenient

to introduce the Weierstrass o-function. It is not doubly periodic, but it
satisfies a simple transformation law for translation by elements of L.

PROPOSITION 9.5

Let
z 1 2
o(z)=0(z;L) =z 1— 2 e/wtzlz/w)”,
Ie-3)
wA0
Then

1. o(z) is analytic for all z € C
2. o(z) has simple zeros at each w € L and has no other zeros
3. dd—; logo(z) = —p(2)
4. given w € L, there exist a = a,, and b = b, such that
o(z +w) = e¥tbo(2)

for all z € C.

PROOF The exponential factor is included to make the product converge.
A short calculation yields the power series expansion

(1- u)e“Jr%“2 =14 csud +equt 4+ .
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Therefore, there is a constant C' such that
(1= we ™3 — 1] < Cluf

for u near 0. In particular, this inequality holds when u = z/w for |w| suffi-
ciently large and z in a compact set. Recall that if a sum > |a,| converges,
then the product [[(14a,) converges. Moreover, if (14a,) # 0 for all n, then
the product is nonzero. Since > |z/w|® converges by Lemma 9.4 with k = 3,
the product defining o(z) converges uniformly on compact sets. Therefore,
o(z) is analytic. This proves (1). Part (2) follows since the product of the
factors, omitting one w, is nonzero at z = w.

To prove (3), differentiate the logarithm of the product for o(z) to obtain

d 1 1 1 z
4, — - L2
dz 0g(2) Z+Z<zw+w+w2>

Taking one more derivative yields the sum for —p(z). This proves (3).
Let w € L. Since
d? o(z +w)
dz? a(z)

there are constants a = a,, and b = b, such that

:0,

o(z+w)
o(z)

Exponentiating yields (4). We can restrict z in the above to lie in a small re-
gion in order to avoid potential complications with branches of the logarithm.
Then (4) holds in this small region, and therefore for all z € C, by uniqueness

log =az+b.

of analytic continuation.

We can now state exactly when a divisor is a divisor of a function. The
following is a special case of what is known as the Abel-Jacobi theorem,
which states when a divisor on a Riemann surface, or on an algebraic curve,
is the divisor of a function.

THEOREM 9.6
Let D = > ni[w;] be a divisor. Then D is the divisor of a function if and
only if deg(D) =0 and > n;w; € L.

PROOF  Parts (3) and (4) of Theorem 9.1 are precisely the statements
that if D is the divisor of a function then deg(D) = 0 and > n;w; € L.
Conversely, suppose deg(D) =0 and > n;w; =€ € L. Let

_ o) i
f(z)fm];‘[a(z—wz) .
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If we L, then

f(2+w) — eawz—}-bw—aw(z—f)—bu, eZni(aw(z—wi)+bw) — 1’

f(2)

since Y n; = 0 and > n,w; = £. Therefore, f(z) is doubly periodic. The
divisor of f is easily seen to be D, so D is the divisor of a function.

Doubly periodic functions can be regarded as functions on the torus C/L,
and divisors can be regarded as divisors for C/L. If we let C(L)* denote the
doubly periodic functions that do not vanish identically and let Div®(C/L)
denote the divisors of degree 0, then much of the preceding discussion can be
expressed by the exactness of the sequence

sum

0— C* — L) W pi(c/L) ™ c/L — 0. (9.3)
The “sum” function adds up the complex numbers representing the points in
the divisor mod L. The exactness at C(L)* expresses the fact that a function
with no zeros and no poles, hence whose divisor is 0, is a constant. The
exactness at Div’(C/L) is Theorem 9.6. The surjectivity of the sum function
is easy. If w € C, then sum([w] — [0]) = w mod L.

9.2 Tori are Elliptic Curves

The goal of this section is to show that a complex torus C/L is naturally
isomorphic to the complex points on an elliptic curve.

Let L be a lattice, as in the previous section. For integers k > 3, define the
Eisenstein series

Gy = Gk Z w . (9.4)

welL
w#0

By Lemma 9.4, the sum converges. When £ is odd, the terms for w and —w
cancel, so G, = 0.

PROPOSITION 9.7
For 0 < |z| < Mingxuer(Jwl),
1 oo

= —2+Z 2§+ 1)Gajpa22™. 2
Jj=1
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PROOF When |z| < |w|,

1 1,
(z —w)? wr Y

n=1
Therefore,
1 = z"
o) = T+ Tt )T
w#0n=1
Summing over w first, then over n, yields the result. |

THEOREM 9.8
Let p(z) be the Weierstrass p-function for a lattice L. Then

¢ (2)? = 4p(2)® — 60G4p(z) — 140Gs.

PROOF From Proposition 9.7,

p(z) = 2_2 + 3G42’2 + 5G6z4 + ...
p'(z) = —2273 4+ 6G4z + 20Gg2>3 + -+ - .

Cubing and squaring these two relations yields

9(2)% = 270 4+ 9G4272 + 115G + - --
O(2)? =427 - 24G,272 = 80GG + - - - .

Therefore,
f(2) = 9/ (2)* — 4p(2)® + 60G4p(2) + 140Gs = c12 + o2 + - -

is a power series with no constant term and with no negative powers of z.
But the only possible poles of f(z) are at the poles of p(z) and ¢’(z), namely,
the elements of L. Since f(z) is doubly periodic and, as we have just shown,
has no pole at 0, f(z) has no poles. By Theorem 9.1, f(z) is constant. Since
the power series for f(z) has no constant term, f(0) = 0. Therefore, f(z) is

identically 0. 1

It is customary to set

g2 = 60G4
g3 = 14OG6
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The theorem then says that
9 (2)* = 4p(2)° — g20(2) — g5. (9-5)
Therefore, the points (p(z), ©'(z)) lie on the curve
y* = 42° — gax — gs.

It is traditional to leave the 4 as the coefficient of 23, rather than performing a
change of variables to make the coefficient of 23 equal to 1. The discriminant
of the cubic polynomial is 16(g3 — 27g3).

PROPOSITION 9.9
A= g3 —27g5 # 0.

PROOF  Since ¢'(z) is doubly periodic, ¢'(w;/2) = ¢'(—w;/2). Since
o' (—2) = —¢'(2), it follows that

O (wi/2) =0, i=1,23 (9.6)

Therefore, each p(w;/2) is a root of 42° — gax — g3, by (9.5). If we can show
that these roots are distinct, then the cubic polynomial has three distinct
roots, which means that its discriminant is nonzero. Let

hi(z) = p(2) — p(wi/2).

Then h;(w;/2) = 0 = hf(w;/2), so h; vanishes to order at least 2 at w; /2. Since
hi(z) has only one pole in F, namely the double pole at z = 0, Theorem 9.1(5)
implies that w;/2 is the only zero of h;(z). In particular,

hi(w;/2) #0, when j # i.
Therefore, the values p(w;/2) are distinct. i

The proposition implies that
E: g =42° — gox — g3

is the equation of an elliptic curve, so we have a map from z € C to the
points with complex coordinates (p(z), p'(z)) on an elliptic curve. Since p(z)
and p'(z) depend only on z mod L (that is, if we change z by an element of
L, the values of the functions do not change), we have a function from C/L
to E(C). The group C/L is a group, with the group law being addition of
complex numbers mod L. In concrete terms, we can regard elements of C/L
as elements of F'. When we add two points, we move the result back into F' by
subtracting a suitable element of L. For example, (.7w; 4 .8ws) + (.4wy +.9ws)
yields . 1wy + .Tws.
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THEOREM 9.10
Let L be a lattice and let E be the elliptic curve y?> = 423 — gox — g3. The
map

$:C/L — E(C)
2 — (p(2), ©'(2))

0+ o0

is an isomorphism of groups.

PROOF  The surjectivity is easy. Let (z,y) € E(C). Since the function
p(z) — = has a double pole, Theorem 9.1 implies that it has zeros, so there
exists z € C such that p(z) = z. Theorem 9.8 implies that

9'(2)" =9,
so p'(z) = ty. If ©'(2) =y, we're done. If p/(2) = —y, then p'(—2) = y and
p(—2) =x,80 —z — (x,y).

Suppose p(z1) = p(z2) and @' (21) = ¢’(22), and 21 # 2o mod L. The only
poles of p(z) are for z € L. Therefore, if 21 is a pole of p, then z; € L and
zo € L, 80 z1 = 2o mod L. Now assume z; is not a pole of g, so z; is not in
L. The function

h(z) = pl2) — pl=1)

has a double pole at z = 0 and no other poles in F'. By Theorem 9.1, it has
exactly two zeros. Suppose z; = w;/2 for some i. From Equation 9.6, we
know that p'(w;/2) =0, so z; is a double root of h(z), and hence is the only
root. Therefore zo = z;. Finally, suppose z; is not of the form w;/2. Since
h(—z1) = h(z1) = 0, and since z; Z —z1 mod L, the two zeros of h are z;
and —z; mod L. Therefore, z9 = —2z; mod L. But

y=¢'(22) =9 (-2) = —¢(21) = —y.

This means that p’(z1) = y = 0. But p'(z) has only a triple pole, so has only
three zeros in F'. From Equation 9.6, we know that these zeros occur at w; /2.
This is a contradiction, since z # w;/2. Therefore, 21 = 2o mod L, so @ is
injective.
Finally, we need to show that ® is a group homomorphism. Let 27,25 € C
and let
®(zi) = P = (24,95)-

Assume that both Py, P» are finite and that the line through Py, P, intersects
E in three distinct finite points (this means that Py # +Ps, that 2P+ Py # o0,
and that P; + 2P, # c0). For a fixed z;, this excludes finitely many values of
z5. There are two reasons for these exclusions. The first is that the addition
law on F has a different formula when the points are equal. The second is
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that we do not need to worry about the connection between double roots
in the algebraic calculations and double roots of the corresponding analytic
functions.

Let y = ax + b be the line through Py, P». Let P; = (x3,y3) be the third
point of intersection of this line with E and let (x3,y3) = P3 = ®(z3) with
z3 € C. The formulas for the group law on F show that

2
1 (yz—?h)
Iy = — | —— — Tl — X2
4 To — T
_1 (p’(ZQ) —¢'(z1)

-3 (5E=aT) e -t

The function
U(z) = ¢'(2) —ap(z) = b

has zeros at z = z1,29,23. Since £(z) has a triple pole at 0, and no other
poles, it has three zeros in F'. Therefore,

div(f) = [z1] + [22] + [23] — 3[0].
By Theorem 9.1(4), 21 + 22 + z3 € L. Therefore,

P21+ 22) = p(—23) = p(23) = 3.

‘We obtain

(9 =g\
oot = (S 0EN) — ) o )

By continuity, this formula, which we proved with certain values of the z;
excluded, now holds for all z; for which it is defined.

We now need to consider the y-coordinate. This means that we need to
compute (21 4 z2). We sketch the method (the interested and careful reader
may check the details). Differentiating (9.7) with respect to zo yields an
expression for p'(z; + 23) in terms of x1,x2,y1,y2, and p”(z2). We need to
express p” in terms of p and @'. Differentiating (9.5) yields

20" = (120" — ga)¢'.
Dividing by ¢'(z) (this is all right if ©’(2) # 0; the other cases are filled in by
continuity) yields

20" (22) = 120(22)* — go. (9.8)

Substituting this into the expression obtained for p’(z1 + 22) yields an expres-
sion for ©'(z1 + 22) in terms of p(z1), '(21), P(22), ©'(22). Some algebraic
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manipulation shows that this equals the value for —y3 obtained from the ad-
dition law for (z1,y1) + (22,y2) = (3, —y3). Therefore,

(0(21), 9'(21)) + (p(22), ¢ (22)) = (p(21 + 22), ¢ (21 + 22)).
This is exactly the statement that

It remains to check (9.9) in the cases where (9.7) is not defined. The
cases where p(z;) = co and where 21 = —z3 mod L are easily checked. The
remaining case is when z1 = z9. Let 2o — 21 in (9.7), use 'Hopital’s rule, and
use (9.8) to obtain

(@”(21)

) i)

21 21 2 2

6x2 — 1
(7134 292) —2371.
1

This is the formula for the coordinate z3 that is obtained from the addition
law on E. Differentiating with respect to z; yields the correct formula for the
y-coordinate, as above. Therefore,

This completes the proof of the theorem. |

The theorem shows that the natural group law on the torus C/L matches
the group law on the elliptic curve, which perhaps looks a little unnatural.
Also, the classical formulas (9.7) and (9.10) for the Weierstrass gp-function,
which look rather complicated, are now seen to be expressing the group law
for .

9.3 Elliptic Curves over C

In the preceding section, we showed that a torus yields an elliptic curve. In
the present section, we’ll show the converse, namely, that every elliptic curve
over C comes from a torus.

Let L = Zw; + Zw> be a lattice and let

T =wi/ws.
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Since w; and wy are linearly independent over R, the number 7 cannot be
real. By switching w; and wy if necessary, we may assume that the imaginary
part of 7 is positive:

(1) > 0.
In other words, we assume 7 lies in the upper half plane
H={x+iye C|y >0}
The lattice
L, =Zr+7Z

is homothetic to L. This means that there exists a nonzero complex number
A such that L = AL,. In our case, A = ws.
For integers k > 3, define

G(r) = Gr(lr) = S ——— 9.11)

(a0 M7
We have
Gi(7) = wyGr(L),
where G (L) is the Eisenstein series defined for L = Zw; + Zws by (9.4). Let
2miT

q=¢e

It will be useful to express certain functions as sums of powers of ¢q. If 7 =
x +iy with y > 0, then |g| = e~2™ < 1. This implies that the expressions we
obtain will converge.

PROPOSITION 9.11
Let () =>"7" n~ " and let

:de

d|n

be the sum of the £th powers of the positive divisors of n. If k > 2 is an
integer, then

2m >
ng(T)ZZC(Qk)—‘rQ 2]{:—1 ZO’Qk 1

(2#2)% > J2k71q
—1)! —aqJ
(k- = 1-¢

2C(2k) + 2
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PROOF We have

COSTT €T T TiT
T— = Ti— -
sinr e™T —eT T
1 2714
:Wi—Q+ =+ ™
qg—1 qg—1
oo
= i — 2mi Z ¢ (9.12)
i=0

Recall the product expansion

i T T
Sin’ITT:’ITTH (1— —) (1+—)
it n n

(see [4]). Taking the logarithmic derivative yields

costr 1 & 1 1
= - . 9.13
Tsinrr T+Z(T—n+7'—|—n> ( )

n=1

Differentiating (9.12) and (9.13) 2k — 1 times with respect to 7 yields

o0

i(%i)2kj2k1qj _ (71)21@71(% Y Z - +1n)2k

n=—oo

Consider (9.11) with 2k in place of k. Since 2k is even, the terms for (m,n)
and (—m, —n) are equal, so we only need to sum for m = 0,n > 0 and for
m > 0,n € Z, then double the answer. We obtain

Gar(T *22 2k+22 Z (m7 +n)2k

m=1n=—o0

¢(2k) +2ZZ 27” i 1(1””
m=1 j=1
2g(2k)4-2 i j;i 5;3 2™
m=1 j=1

Let n = myj in the last expression. Then, for a given n, the sum over j can
be regarded as the sum over the positive divisors of n. This yields the first
expression in the statement of the proposition. The expansion ). -, ¢™ =

@ /(1 = ¢7) yields the second expression. 1

Recall that we defined g2 = g2(L) = 60G4(L) and g3 = g3(L) = 140G¢(L)
for arbitrary lattices L. Restricting to L., we define

92(7) = 92(L7),  g3(7) = g3(Lr).
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Using the facts that

7t 70

4)=— d —

() =7- and ((6) =,

we obtain

4qt 4qt = 3
= (142400 +---)= — [ 14240 .
92(7) = 5~ (1+240g +---) = — + ;:1 T
876 876 = 4o
= (1-504g+---)=— | 1—-504 .
93(7) o7 ( q+---) o7 ]; 1—¢

Since A = g3 — 27g2, a straightforward calculation shows that

A1) = (2m) (g + ).

Define
j(r) = 172892
A
Then j(1) = é + ---. Including a few more terms in the above calculations
yields

1
i(r) = [ T+ 1068840 + 21493760¢> + - - - .

For computational purposes, this series converges slowly since the coefficients
are large. It is usually better to use the following.

PROPOSITION 9.12

3
(1+2402j 1 £5)
.
(1+24oz] i qj) (1—50427 il q])

j(r) = 1728

PROOF  Substitute the above expressions for go, g3 into the definition of
the j-function. The powers of m and other constants cancel to yield the present
expression.

It can be shown (see [70, p. 249]) that

P[0 -a”
k=1
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This yields the expression

B\’
| (1+240Zj_1 : _qj>
j= :

gz, (1 —¢k)*

which also works very well for computing j.
More generally, if L is a lattice, define

92(L)?
g2 (L)3 — 2793 (L)2 '
If A € C*, then the definitions of G4 and Gg easily imply that
@(AL) = A'go(L) and  gs(AL) = A"Cgs(L). (9.14)

F(L) = 1728

Therefore
J(L) = j(AL).
Letting L = Zwy + Zw, and \ = w;l, we obtain
J(Zwr + Zws) = j(7),

where 7 = w1 /ws.
Recall that

e { (1)

acts on the upper half plane H by

ab _ar+b
cd) T T r+d

a,b,c,d € Z, ad—bc=1}

for all 7 € H.

PROPOSITION 9.13

Let 7 € H and let (CCL b

d) € SLy(Z). Then

() -0

PROOF We first compute what happens with Gy:

ar +b 1
o < ) = X Emor
et +d (2 (0.0) (mCTer +n)
1
= (cm + d k
( ) - 11)2.7;(0,0) (m(at +b) + n(er + d))k
1
= 07—+d k '
( ) (m%(o,o) ((ma + nc)T + (mb + nd))*
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Since (z Z) has determinant 1, we have

(e = (22).

(!, 1) = (m,n) <‘C‘ Z) — (ma + ne,mb + nd).

() =t (470,

—C a

Let
Then

so there is a one-to-one correspondence between pairs of integers (m,n) and
pairs of integers (m’,n’). Therefore,

at +b 1
Gy < ) = (et +ad)* Z e ——iva
ct+d (! 1 (0.0) (m/T +n')
= (e + d) "Gy (7).

Since g2 and g3 are multiples of G4 and Gg, we have

a7_+b o 4 aT+b o 6
g2 (cr—i—d) = (et +d)%g2(1), 93 <c7‘+d> = (e + d)°g3(7).

Therefore, when we substitute these expressions into the definition of j, all
the factors (¢ + d) cancel.

Let F be the subset of z € H such that

i0 ™ m
, for - <0< —-.
z#e or o >

|
N =

Figure 9.3 is a picture of F. Since we will need to refer to it several times, we
let
p= 6271'1'/3.

PROPOSITION 9.14
Given T € H, there exists

such that

Moreover, z € F is uniquely determined by 7.
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Figure 9.3
The Fundamental Domain for SLs(Z)

The proposition says that F is a fundamental domain for the action of
SLy(Z) on 'H. For a proof of the proposition, see [104] or [108].

COROLLARY 9.15
Let L C C be a lattice. There exists a basis {w1, wa} of L with wy/we € F.
In other words,

L=(\)(Zr +17)

for some A € C* and some uniquely determined T € F.

PROOF Let {«, 8} be a basis for L and let 79 = /3. By changing the
sign of « if necessary, we may assume that 7y € H. Let

(‘CL Z) € SLy(Z)

a7'0+b_
cro+d

be such that
TeF.

Let
w1 =aa+ b8, wy=ca+dj.

Since the matrix is in SLq(Z),
L=Za+ 73 ="2uw + Zwy = wy(Z7 + Z).

This proves the corollary. i
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If z € C, recall that ord, f is the order of f at z. That is,
() = (=) Dg(r),
with g(z) # 0,00. We can also define the order of f at ico. Suppose
(1) = ang" + anprg" - (9.15)

with n € Z and a,, # 0, and assume that this series converges for all ¢ close
to 0 (with ¢ # 0 when n < 0). Then

ord;eo (f) = n.

Note that ¢ — 0 as 7 — i00, s0 ord;so (f) expresses whether f vanishes (n > 0)
or blows up (n < 0) as 7 — ico.

PROPOSITION 9.16
Let f be a function meromorphic in ‘H such that f is not identically zero and

such that ,
f <z::d) = f(r)  for all (‘; Z) € SLy(Z).

Then 1 1
ordiso (f) + gord,(f) + Sordi(f) + > ord.(f) =0.

3
271,p,100

REMARK 9.17 The function f can be regarded as a function on the
surface obtained as follows. Identify the left and right sides on F to get a
tube, then fold the part with |2| = 1 at ¢. Then pinch the open end at ico to
a point. This gives a surface that is topologically a sphere. The proposition
expresses the fact that the number of poles of f equals the number of zeros on
such a surface, just as occurred for doubly periodic functions in Theorem 9.1.
The point 7 is special since a small neighborhood around 4 contains only half
of a disc inside F. Similarly, a small neighborhood around p includes only
1/3 of a disc from F (namely, 1/6 near p and 1/6 near 1 + p, which is folded
over to meet p). This explains the factors 1/2 and 1/3 in the proposition. For

a related phenomenon, see Exercise 9.3. |

PROOF Let C be the path shown in Figure 9.4. Essentially, C' goes around
the edge of F. However, it consists of a small circular arc past each of p, 1+ p,
and 4. If there is a pole or zero of f at a point on the path, we make a small
detour around it and a corresponding detour at the corresponding point on
the other side of F. The arcs near p, 1 + p, and i have radius ¢, where € is
chosen small enough that there are no zeros or poles of f inside the circles,
except possibly at p, 14 p, or ¢. Similarly, the top part of C' is chosen to have
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> >
0\/m\f0

Figure 9.4

imaginary part N, where N is large enough that f(z) has no zeros or poles
with imaginary part greater than IV, except perhaps at ioo. This is possible
since

f(2) = q"(an + anp1g+---).

Since the series a,, + a,4+19+- - - is assumed to converge for g small, it is finite
and is approximately equal to a, # 0 for sufficiently small q.
As in the proof of Theorem 9.1, we have

RO
=8 f(z)d ;odz(ﬁ-

z2#£1,p

Since (é 1) € SLo(Z) gives the map z — z + 1, we have

f(z) = f(z+1). (9.16)

Therefore, the integrals over the left and right vertical parts of C' are the
same, except that they are in opposite directions, so they cancel each other.
Now we’ll show that the integral over the part of the unit circle to the left of

10
SLy(Z) gives the map z — —1/z, which interchanges the left and right arcs of
the unit circle. In addition, differentiating the relation f(—1/z) = f(z) yields

£(2)4(2)- e

1 cancels the part to the right. This is proved by using the fact that (0 -1 ) €
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Therefore, the integral over C from p to i equals the integral from —1/p = 1+p
to —1/i = i, which is the negative of the integral from ¢ to 1 + p. Therefore,
the two parts cancel.

All that remains are the parts of C' near p, 1 + p, i, and ico. Near i, we
have f(z) = (z —i)¥g(2) for some k, with g(i) # 0, co. Therefore,

FE kg
)~ i e &1

The integral over the small semicircle near i is

1 /(7 6 .
L[ L) i g, (9.18)
211 Jo f(i + ee™?)
where 6 ranges from slightly more than 7 to slightly less than 0. (Note that
C is traveled clockwise. Because of the curvature of the unit circle, the limits
are 0 and 7 only in the limit as e — 0.) Substitute (9.17) into (9.18) and
let e — 0. Since g’/g is continuous at i, the integral of ¢’/g goes to 0. The
integral of k/(z — 7) yields

1 1 1

[ kidd=—Zk=—-ordi(f).
o Joo 2 zordi(f)

Similarly, the contributions from the parts of C near p and 1 + p add up to
—(1/3)ord,(f) (we are using the fact that f(p) = f(p+ 1), by (9.16)).
Finally, the integral along the top part of C' is

1 [7E fI(t+iN) 0
27 t=1 FE+iN)

Since f(7) = ¢"(an + ant19 + -+ ), we have

/ 2i
I'(7) = 2min + AMilnt1q + - .
f(/r) an + e

The second term goes to 0 as ¢ — 0, hence as N — oo. The limit of the
integral as N — oo is therefore

1

R
— 2mindt = —n = —ord; oo (f).
2mi Ji— 1

Combining all of the above calculations yields the theorem. |

COROLLARY 9.18
If z € C, then there is exactly one 7 € F such that j(7) = 2.
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PROOF First, we need to calculate j(p) and j(i). Recall that 7 corresponds
to the lattice L, = Z7+Z. Since p? = —1— p, it follows easily that pL, C L,,.
Therefore,

L,=p’L, Cp’L, C pL, C Ly,

so pL, = L,. It follows from (9.14) that

92(Ly) = g2(pL,) = p~*g2(L,) = p~ ' g2(L,).

Since p # 1, we have g2(p) = g2(L,) = 0. Therefore,

92(Lp)3

] = 1728
I = Y 2TgalL, )2

=0

(note that the denominator is nonzero, by Proposition 9.9).
Similarly, 7 = ¢ corresponds to the lattice L; = Zi + Z, and iL; = L;.
Therefore,
93(Li) = g3(iL;) = i °g3(Ls) = —gs(Ls),

so g3(i) = g3(L;) = 0. Therefore,

g2(Li)°
92(Li)? — 27g3(Li)?
We now look at the other values of 7. Consider the function h(7) = j(7)—=.

Then h has a pole of order 1 at ico and no other poles. By Proposition 9.16,
we have

(i) = 1728 = 1728.

%ordp(h) + %ordi(h) + Z ord,(h) = 1.
2#£4,p,00
If z # 0,1728, then h has order 0 at p and at i. Therefore, h has a unique zero
in F, so j(7) = z has a unique solution in F. If z = 1728, then (1/2)ord;(h) >
0. Since the order of h at a point is an integer, the order must be 0 when z #
1, p; otherwise, the sum would be larger than 1. Also, there is no combination
of m/2 + n/3 that equals 1 except when either m = 0 or n = 0. Therefore,
j(7) — 1728 has a double zero at ¢ and no other zero in F. Similarly, j(7) has
a triple zero at p and no other zero in F. |

COROLLARY 9.19
Let 1,70 € H. Then j(11) = j(72) if and only if there exists (ZL Z) € SLy(Z)

such that
aTy —+ b o

et +d

T2.

PROOF  Proposition 9.13 gives one direction of the statement. Assume
conversely that j(m) = j(72). Let 71,74 € F map to 71,72 via the action of
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SLy(Z), as in Proposition 9.14. Then, by Proposition 9.13,
J(ri) = j(n) = j(r2) = j(73).
By Corollary 9.18, 71 = 74. Since an element of SLy(Z) maps 71 to 74, and

an element of SLy(Z) maps 7{ = 74 to 72, the product of these two matrices
(see Exercise 9.2) maps 71 to 72, as desired. i

There is also a version of Corollary 9.19 for lattices (the j-invariant of a
lattice is defined on page 276).

COROLLARY 9.20
Let Ly, Ly C C be lattices. Then j(L1) = j(Lz2) if and only if there exists
0 # X\ € C such that AL, = Lo.

PROOF  One direction was proved on page 276. Conversely, suppose
J(L1) = j(L2). Write L; = (N)(Z7; + Z) with 7, € F, as in Corollary 9.15.
Then j(m1) = j(L1) = j(L2) = j(72), so Corollary 9.18 implies that 7, = 7o.
Let A = X2/A\1. Then AL, = Lo.

We can now show that every elliptic curve over C corresponds to a torus.

THEOREM 9.21
Let y? = 423 — Az — B define an elliptic curve E over C. Then there is a
lattice L such that

g2(L) = A and g5(L) = B.

There is an isomorphism of groups

C/L ~ E(C).

PROOF Let

43
A3 —27B2°
By Corollary 9.18, there exists a lattice L = Z7+Z such that j(7) = j(L) = j.
Assume first that go(L) # 0. Then j = j(L) # 0, so A # 0. Choose A € C*
such that

j = 1728

g2(AL) = Mg (L) = A.
The equality j = j(L) implies that
QS(AL)z =B
so g3(AL) = £B. If g3s(\L) = B, we're done. If g3(AL) = —B, then
g3(iIAL) =i %g3(AL) =B and go(i\L) = i'ga(\L) = A.
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Therefore, either AL or i\L the desired lattice.

If go(L) = 0, then j = j(L) = 0, so A = 0. Since A% — 27B% # 0 by
assumption and since go(L)? — 27g3(L)? # 0 by Proposition 9.9, we have
B # 0 and g3(L) # 0. Choose € C* such that

g3(uL) = p~%gs(L) = B.

Then go(puL) = p=*g2(L) = 0 = A, so uL is the desired lattice.
By Theorem 9.10, the map

C/L — E(C)
is an isomorphism. |

The elements of L are called the periods of L.

Theorem 9.21 gives us a good way to work with elliptic curves over C. For
example, let n be a positive integer and let E be an elliptic curve over C.
By Theorem 9.21, there exists a lattice L = Zw; + Zwsy such that C/L is
isomorphic to E(C). It is easy to see that the n-torsion on C/L is given by
the points

J k .
“w+ —ws, 0<4k<n-—1.
n n
It follows that
En]| ~Z, ®Z,.

In fact, we can use this observation to give a proof of Theorem 3.2 for all fields
of characteristic 0.

COROLLARY 9.22
Let K be a field of characteristic 0, and let E be an elliptic curve over K.
Then

En)|={P € E(K)|nP =} ~Z, ®Z,.

PROOF Let L be the field generated by Q and the coefficients of the
equation of E. Then L has finite transcendence degree over Q, hence can be
embedded into C (see Appendix C). Therefore, we can regard E as an elliptic
curve over C. Therefore, the n-torsion is Z,, & Z,.

There is a technical point to worry about. The definition of E[n] that
we have used requires the coordinates of the n-torsion to lie in the algebraic
closure of the base field. How can we be sure that the field K isn’t so large
that it allows more torsion points than C? Suppose that E[n] C E(K) has
order larger than n?. Then we can choose n? + 1 of these points and adjoin
their coordinates to L. Then L still has finite transcendence degree over Q,
hence can be embedded into C. The coordinates of the n? + 1 points will yield
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n?+1 points in E(C) that are n-torsion points. This is impossible. Therefore,
E[n] is no larger than it should be.

There is also the reverse possibility. How do we know that K is large enough
to account for all the n-torsion points that we found in E(C)? We need to
show that the n-torsion points in F(C) have coordinates that are algebraic
over L (where L is regarded as a subfield of C). Let P = (z,y) be an n-torsion
point in E(C), and suppose that = and y are transcendental over L (since x
and y satisfy the polynomial defining F., they are both algebraic or both
transcendental over K). Let o be an automorphism of C such that o(z) =
x+1, and such that o is the identity on L. Such an automorphism exists: take
o to be the desired automorphism of K (z), then use Zorn’s Lemma to extend
o to all of C (see Appendix C). The points ¢™(P) for m = 1,2,3,..., have
distinct z-coordinates x + 1,z + 2,z + 3,..., hence are distinct points. Each
must be an n-torsion point of E in E(C). But there are only n? such points,
so we have a contradiction. Therefore, the coordinates of the n-torsion points
are algebraic over L, hence are algebraic over K, since L C K. Therefore, the
passage from K to C does not affect E[n].

Suppose we have an elliptic curve E defined over the real numbers R.
Usually, it is represented by a graph, as in Chapter 2 (see Figure 2.1 on
page 10). It is interesting to see how the torus we obtain relates to this graph.
It can be shown (Exercise 9.5) that the lattice L for E has one of two shapes.
Suppose first that the lattice is rectangular: L = Zw; + Zws with w; € iR
and ws € R. Then

(0(2), ¢'(2)) € E(R)
when
(I) z=twy with 0<t<1,

and also when
(II) z=(1/2)w; +twy with 0 <t <1.

The first of these is easy to see: if z is real and the lattice L is preserved by
complex conjugation, then conjugating the defining expression for p(z) leaves
it unchanged, so p maps reals to reals. The second is a little more subtle:
conjugating z = (1/2)w; + twe yields z = —(1/2)w; + twq, which is equivalent
to z mod L. Therefore, the defining expression for p(z) is again unchanged
by complex conjugation, so p maps reals to reals.

Fold the parallelogram into a torus by connecting the right and left sides to
form a tube, then connecting the ends. The paths (I) (see Figure 9.5) starts
and ends at points that differ by ws. Therefore the endpoints are equivalent
mod L, so (I) yields a circle on the torus. Similarly, (I) yields a circle on the
torus.

When the ends of path (I) are disconnected at 0 (which corresponds to oo
in the Weierstrass form), we obtain a slightly deformed version of the graph
of Figure 2.1(a) on page 10.
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Wi
1 II
—w
2 1
0 L W2

Figure 9.5
The Real Points on C/L

In the case of a skewed parallelogram, that is, when ws is real and the
imaginary part of wy is half of wy, the real axis is mapped to the reals, but
the analogue of path (II) is not mapped to the reals. This corresponds to the
situation of Figure 2.1(b) on page 10.

9.4 Computing Periods

Suppose E is an elliptic curve over C. From Theorem 9.21, we know that
FE corresponds to a lattice L = Zw, + Zws via the doubly periodic functions
p and @', but how do we find the periods w; and ws?

For simplicity, let’s consider the case where E is defined over R and E[2] C
E(R). Then the equation for E' can be put in the form

y? = 4a® — gor — g3 = 4(x —e1)(x — e2)(x —e3)  with e; < ep < e3.

We may assume wy € R with wy > 0 and w; € iR with $(wy) > 0, as in
Figure 9.5. The graph of F is as in Figure 2.1(a) on page 10. The Weierstrass
p-function and its derivative map C/L to E via

(z, y) = (p(2), 9'(2))-

As z goes from 0 to wy/2, the function p(z) takes on real values, starting with
x = oco. The first point of order two is encountered when z = ws/2. Which
point (e;, 0) is it? The graph of the real points of E has two components. The
one connected to oo contains the point (es,0) of order two, so = p(z) must
run from oo to es as z goes from 0 to ws/2. The expansion of p'(z) starts
with the term —2/2z3, from which it follows that y = ¢/(z) < 0 near z = 0,
hence ©'(z) < 0 for 0 < 2z < wy/2.
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Consider now the integral

/°° dx
s VA@ —er)(x —ez)(x — e3)

Substitute z = p(z). The denominator becomes /p'(2)? = —g'(z) (recall
that p’(z) < 0) and the limits of integration are from z = wy/2 to 0. Adjusting
the direction of integration and the sign yields

wa /2
/ dz = ﬂ.
0 2

" /°° dx

2 = .
es V(@ —e1)(w —e2)(w —es)

The change of variables

(63 —/(es —e1)(es — 62)) t+ (63 +/(es —e1)(es — 62))
t+1

Therefore,

xr =

(plus a lot of algebraic manipulation) changes the integral to

2 /1 dt
Wy = )
P Ves—erit+es—e2 J V(1 —2)(1 - k212)

where

k: \/63—61—\/63—62
Ves —ei+es—ex

(9.19)

Since the integrand is an even function, we can take twice the integral over
the interval from 0 to 1 and obtain

o 4 /1 dt
T Va—atvVes—e )y JI-2)(1- kR

This integral is called an elliptic integral (more precisely, an elliptic integral
of the first kind). It is usually denoted by

! dt
K= / V-2 - ke)

In the following, we’ll see how to compute K (k) numerically very accurately
and quickly, but first let’s find an expression for w.

When z runs along the vertical line from ws/2 to wa/2 + w1 /2, the function
p(z) takes on real values (see Exercise 9.6) from ez to es, and its derivative
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©'(z) takes on purely imaginary values. Reasoning similar to that above
(including the same change of variables) yields

B 2 1/k dt
\/63—61+\/63—62 1 \/(t2—1)(1—k2t2)

w1

Let &' = /1 — k2 and make the substitution
t=01- k’qu)_l/Q.

The integral becomes

/1 at — K(K) = K(V1—F2).
o Ju-ma- e

Therefore,

wy 2 K(V/1—-k2).

ez —e1++es — e

Therefore, both w; and wy can be expressed in terms of elliptic integrals.

9.4.1 The Arithmetic-Geometric Mean

In this subsection, we introduce the arithmetic-geometric mean. It yields a
very fast and ingenious method, due to Gauss, for computing elliptic integrals.

Start with two positive real numbers a, b. Define a,, and b,, by

ap = a, b():b

1
an = §(an_1 +by—1) (9.20)

bn =V an—lbn—1~

Then a,, is the arithmetic mean (=average) of a,—; and b,_1, and b, is their
geometric mean.
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Example 9.1
Let a = +v/2 and b= 1. Then

a1 = 1.207106781186547524400844362 . . .
b1 = 1.189207115002721066717499970. . .

az = 1.198156948094634295559172166 . . .
b = 1.198123521493120122606585571 . . .

a3z = 1.198140234793877209082878869 . . .
bz = 1.198140234677307205798383788 . . .

as = 1.198140234735592207440631328 . . .
by = 1.198140234735592207439213655 . . ..

The sequences are converging very quickly to the limit

Goo = boo = 1.198140234735592207439922492 . . ..
[

The rapid convergence is explained by the following.

PROPOSITION 9.23
Suppose a > b > 0. Then

and
0 S Ap — bn < —(an_l — bn—l)- (9.21)
Therefore

M(a,b) = hm a, = lim b,

n— n—oo
exists. Moreover, if b > 1 then

m

an — by \ >
Antm — bpym < 8 (%) (9.22)

for all m,n > 0.

PROOF The fact that a, > b, for all n is the arithmetic-geometric mean
inequality, or the fact that

Ap — Gp—1 — \/nl
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Therefore, since a,—1 > b,_1, it follows immediately from (9.20) that

an < %(an,1 +an1)=an1 and by > /by 1bp_1 =by_1.
Also,
oo == (VT = Vi)
< 3 (Vo Vi) (v + i)
= (1~ bu)

Therefore, a, — b, < (1/2)"(a — b), so a, — b, — 0. Since the a,’s are
a decreasing sequence bounded below by the increasing sequence of b,’s, it
follows immediately that the two sequences converge to the same limit, so
M (a,b) exists. If b,_1 > 1, then \/a,—1 + \/bp—1 > 2, s0

= g (vt - Vi)
< L (Ve - i)t o )

_ Gp—1 — bnfl ?

Inequality 9.22 follows easily by induction. |

The limit M (a,b) is called the arithmetic-geometric mean of a and b.
Since
M(ca,cb) = cM(a,b),

we can always rescale a and b to make b > 1. Also, since M (b,a) = M(a,b)
(because a7 and b; are symmetric in a,b), we may always arrange that a > b.
By Inequality (9.21), a,, — b, < 1 for sufficiently large n. The numbers a4,
and by, give approximations to M (a,b). Inequality (9.22) predicts that
the number of decimal places of accuracy doubles with each iteration. This
phenomenon occurs in the above example.

The reasons we are interested in the arithmetic-geometric mean are the
following two propositions.

PROPOSITION 9.24
Let a,b be positive real numbers. Define

df
\/&2 cos? 6 + b2 sin? 9
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Then )
I <a; m) = I(a,b).
Moreover,
/2
I(a,b) = M(ab)

PROOF Let u =btanf. The integral becomes

00 du 1 [ du
I(a,b) :/0 V2 + a?) (W2 + b%) T2 /,OO V(@2 +a?)(u? +02)
Therefore,
a+b’\/a— _ 1 > du )
[( 5 b) 2/700 \/<u2+(aTM)2)(u2+ab)
Let

1( ab)
u=—=-(v—— ], 0<v<oo.
2 v

Then v = u + vVu? + ab. Since

+b\> 1
U2+ (az ) _ m(v2+a2)(v2+b2)7

it is straightforward to obtain

! (a;b’@) - /OOO V(02 +aci1;(v2 +b?) = 1{ab).

By induction, we obtain

I(a,b) :I(al,b1> =I(a2,b2) =

Let
Qoo = boo = M(a,b) = nlgréo a, = nlirrgo b
It is fairly easy to justify taking the limit inside the integral sign to obtain
I(a,b) = nhﬂn;(} I(ap,by)
= (G0, boo)

0 \/agc cos?  + b2 sin? 0

1 /“/2 do
M(a,b) Jo Vcos2 0 + sin? 0
- 7T/2 I
- M(a,b)’
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PROPOSITION 9.25
If0 <k <1, then

K@ﬁ:I(LMl—W):I@+kJ—k)

PROOF

! dt
KW :/o V- 2)1 - e)

w/2 do
- A (let t = sin6)
0 1—k2sin%0
do

/'TF/Z
0 \/00829+(1—k2)sin29

=1I(1,v/1—k?)
=I(1+k1—Fk).

The last equation follows from Proposition 9.24, witha = 14+k and b = 1—k.

Putting everything together, we can now express the periods w; and ws in
terms of arithmetic-geometric means.

THEOREM 9.26
Suppose E is given by
y? =42® — gox — g3 = d(x —e1)(z — ea)(x — e3)
with real numbers e; < ea < ez. Then Zwy + Zws is a lattice for E, where

i
w1 =
! M (es —e1, \ea —e1)
T

wy = .
2T M (Ves —er, ez —e2)

PROOF We have, with k as in (9.19),

4
= Kk
2 Vves —e1 ++/e3 — e (k)
4 I+ k1 k).

C Ves—er+ Ve — e
Use the definition (9.19) of k and the relation cI(ca, cb) = I(a,b) with

:\/63—61+\/€3—62
2

C
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to obtain

wy = 2I(\/es —e1, Ves —e2)
T

- M(\/eg —61,\/63 — 62)-

The proof of the formula for w; uses similar reasoning to obtain

Wy 21 K(/1-k?)

o \/63—61+\/63—62
B 21

Vves —el ++/e3 —es
= 2il(\es —e1 + ez —e2, ez —e1 — ez —ea).

I(1,k)

If we let

a=+es—el++e3—ez, b=+le3—er —+e3— ey,

then (9.20) yields
a1 =+e3—ey, by =+/es —eq.

Proposition 9.24 therefore implies that

wr = 2il(\e3 — e1, Vea — e1)

- e I
M(\/e3 —e1, \es —e1)

Example 9.2
Consider the elliptic curve E given by

y? = 42% — 4x.
Then e; = -1, e =0, e3 =1, so
W) = — L 9.62205755429211981046483959 . . .
M(VZ 1)
Wy = — 1 9.62205755429211981046483959 . . ..
M(VZ 1)

Therefore, the fundamental parallelogram for the lattice is a square. This also
follows from the fact that £ has complex multiplication by Z[i]. See Chapter
10. The number 2.622... can be shown (see Exercise 9.8) to equal

_ I(/4ra/2)

! dx
/_1 V1—at 2U(3/4)

where T is the gamma function (for its definition, see Section 14.2). This is
a special case of the Chowla-Selberg formula, which expresses the periods of
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elliptic curves with complex multiplication in terms of values of the gamma
function (see [101]). I

There are also formulas similar to those of Theorem 9.26 for the case where
92,93 € R but 423 — g%z — g3 has only one real root. Let e; be the unique

real root of 423 — gox — g3 and let ¢’ = \/3e? — (1/4)ga. Then

2w
w = 9.23
YT M(Vie, V20 T 3e)) (9.23)
wy = — 21 ik (9.24)

J— + .
2 M(V4e,\/2e" —3ey)

The proof is similar to the one when there are three real roots.

For more on the arithmetic-geometric mean, including how it has been used
to compute 7w very accurately and how it behaves for complex arguments, see
[17] and [30].

9.5 Division Polynomials

In this section, we prove Theorem 3.6, which gives a formula for n(z,y),
where n > 1 is an integer and (z,y) is a point on an elliptic curve. We'll
start with the case of an elliptic curve in characteristic zero, then use this to
deduce the case of positive characteristic.

Let E be an elliptic curve over a field of characteristic 0, given by an
equation 32 = 23 + Az + B. All of the equations describing the group law
are defined over Q(A, B). Since C is algebraically closed and has infinite
transcendence degree over Q, it is easy to see that Q(A, B) may be considered
as a subfield of C. Therefore, we regard E as an elliptic curve defined over
C. By Theorem 9.21, there is a lattice L corresponding to E. Let p(z) be the
associated Weierstrass gp-function, which satisfies the relation

(9')° =40 — g2 — g3,

with go = —4A4, g3 = —4B. We'll derive formulas for p(nz) and ©'(nz), then
use z = p(z) and y = p'(2)/2 to obtain the desired formulas for n(z,y).

LEMMA 9.27
There is a doubly periodic function f,(z) such that

a2 =n* I (p(2) = p(u).

0#ue(C/L)[n]

The sign of f, can be chosen so that
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1. ifn is odd, f, = P,(p), where P,(X) is a polynomial of degree (n>—1)/2
with leading coefficient n,

2. if n is even, f, = @' Pn.(p), where P,(X) is a polynomial of degree
(n? — 4)/2 with leading coefficient n/2.

The expansion of f, at 0 is

_1\n+1
RENC

The zeros of fn are at the points 0 # u € (C/L)[n], and these are simple
zeros.

PROOF  The product is over the nonzero n-torsion in C/L. Since p(u) =
p(—u), the factors for u and —u are equal. Suppose n is odd. Then w is
never congruent to —u mod L, so every factor in the product occurs twice.
Therefore, f,, can be taken to be n[[(p(z) — p(u)), where we use only one
member of each pair (u, —u). This is clearly a polynomial in g(z) of degree
(n? —1)/2 and leading coefficient n. When n is even, there are three values
of u that are congruent to their negatives mod L, namely, w;/2 for j =1,2,3.

Since
(¢)* = 4] (0 = owi/2),

these factors contribute ©’/2 to f,,. The remaining factors can be paired up,
as in the case when n is odd, to obtain a polynomial in g of degree (n? —4)/2
and leading coefficient n. Therefore, f,, has the desired form.

Since p(z) = 272 + -+ and @'(2) = —2273 + -+, we immediately obtain
the expansion of f,, at 0.

Clearly f, has a zero at each nonzero u € (C/L)[n]. There are n? — 1 such
points. Since the only pole mod L of f, is one of order n?> — 1 at z = 0, and
since the number of zeros equals the number of poles (counting multiplicities),

these zeros must all be simple.

LEMMA 9.28

Letn > 2. Then

_ 2) — fnfl(z)fnqtl('z)

PROOF  Let g(2) = p(nz) — p(z). We'll show that g and f,_1 fri1/f>
have the same divisors.

The function g(z) has a double pole at each v € (C/L)[n] with u # 0. At
z = 0, it has the expansion

9(2) = S

n2z2 22
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so g also has a double pole at 0. Therefore, g has a total of 2n? poles, counting
multiplicities.

The function g has a zero at z = w when nw = +w # 0 (mod L). For such
w?

o) = nef ) — () = Engf () — ¢f () = (20— 1! ().
Since the zeros of ¢'(z) occur when z = w;/2, we have ¢'(w) # 0 when
w # w;/2, so such w are simple zeros of g. Moreover, when n is odd, n(w;/2) =
w;/2, so the points w;/2 are at least double zeros of g in this case.

If nw = w (mod L), then (n —1)w = 0. Let § =0 if n is even and § =1
if n is odd. There are (n — 1)2 — 1 — 3§ points w with (n — 1)w = 0 and
w # 0, w;/2. Similarly, there are (n+1)? — 1 — 34 points w with (n+1)w =0
and w # 0, w;/2. There are at least 60 zeros (counting multiplicities) at the
points w; /2. Therefore, we have accounted for at least

(n—12-1-30+(n+1)? —1— 30 + 65 = 2n*

zeros. Since g(z) has exactly 2n? poles, we have found all the zeros and their
multiplicities.
The function
fn— 1 fn+1

Iz

has a double pole at each of the zeros of f,,. If w # 0 and (n + 1)w = 0 then
frn+1 has a simple zero at w. If both (n + 1)w = 0 and (n — 1)w = 0, then
2w =0, so w = w;/2 for some j. Therefore, f,,_1f,+1 has a simple zero at
each w with (n £ 1)w = 0, except for those where w = w;/2, at which points
it has a double zero. At z = 0, the expansions of the functions yield

fn—lfn+1 _

2
n

(o) (e ) /(e LY

so there is a double zero at z = 0. Therefore, —f,,_1fn11/f? has the same
divisor as p(nz) — p(z), so the two functions are constant multiples of each
other. Since their expansions at 0 have the same leading coefficient, they must
be equal. This proves the lemma.

LEMMA 9.29
f2n+1 - fn+2f’s - fr%-i-lfn—l-

© 2008 by Taylor & Francis Group, LLC



SECTION 9.5 DIVISION POLYNOMIALS 297

PROOF  As in the proof of Lemma 9.28, we see that
_ foni1
1t
since the two sides have the same divisors and their expansions at 0 have the
same leading coefficient. Since

p((n+1)z) — pnz) = (p((n+1)2) — p(2)) — (p(nz) — p(2))
— _fn+2fn fn+1fn—1

p((n+1)2) — p(nz) =

+ ;
e f3
the result follows by equating the two expressions for p((n + 1)z) — p(nz).
i
LEMMA 9.30

© fon = (fn)(fn+2f1%—1 - fn—2f72L+1)'

PROOF As in the proofs of the previous two lemmas, we have

_ p/f2n
plln+1)2) —p((n —1)2) = = —5—
n—1Jn+1

(A little care is needed to handle the points w;/2.) Since

pl(n+1)2) = p((n = 1)z) = (p((n +1)2) = p(2)) = (p((n = 1)z) = p(2))
_ _fn+2fn + fnfn—Z

2 2 ’
n+1 fnfl

the result follows. 1

LEMMA 9.31
For alln > 1,

1) = ((2). 3642

where 1, is defined in Section 3.2.

PROOF Since 91 = 1 and ¥9 = 2y, the lemma is easily seen to be true for
n = 1,2. From Equations (9.10) and (9.8) in Section 9.2, we have

- —jf— = p(22) — pl2) (9.25)
a% 2
-1 (28 -2 - ot
3" — 3920° — 3930 — 1595
(9')? '
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Therefore,

3 1
fz3=3p 5928 393 1692

= 3p* + 6A4p% + 12Bp — A% = ¢3(p).

This proves the lemma for n = 3.
By Equation (9.7) in Section 9.2, we have

o2z +2) = 1 (M) —p(22) — p(2)

10029~ o2
and ) ) )
o2z -2 = 1 (2B p0s) - o)
Therefore,

This yields f1fs = ©/(22)p/(2)°. We know that $¢’(2z) is the y-coordinate of
2(p(2), 3¢'(2)), which means that ¢'(2z) can be expressed in terms of p(z)
and '(z), using the formulas for the group law. When this is done, we obtain

fa=1ly (@7 %@’) )

so the lemma is true for n = 4.
Since the f,,’s satisfy the same recurrence relations as the v,,’s (see Lem-
mas 9.29 and 9.30 and the definition of the v,,’s), and since the lemma holds

for enough small values of n, the lemma now follows for all n. |
LEMMA 9.32
o (n) = 222
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PROOF  The function p/(nz) has triple poles at all points of (C/L)[n].
Therefore, there are 3n2 poles. Since the zeros of g’ are at the points in
(C/L)[2] other than 0, the zeros of ¢'(nz) are at the points that are in
(C/L)[2n] but not in (C/L)[n]. There are 3n? such points. Since the num-
ber of zeros equals the number of poles, all of these zeros are simple. The
expansion of p/(nz) at z =0 is
-2
o' (nz) = 33

The function fa,/f2 is easily seen to have the same divisor as ¢’(nz) and
their expansions at z = 0 have the same leading coefficients. Therefore, the
functions are equal.

Finally, we can prove the main result of this section.

THEOREM 9.33
Let E be an elliptic curve over a field of characteristic not 2, let n be a
positive integer, and let (z,y) be a point on E. Then

n(z,y) = (% w—Z)

where ¢, ¥y, and w, are defined in Section 3.2.

PROOF First, assume F is defined over a field of characteristic 0. As
above, we regard E as being defined over C. We have

(@) = (o 3691 ) ) = (s02). 50/(02)

for some z. Therefore,

pnz) = oz) - T
o pfﬁ B fnflfnJrl
B f2
= 2 = Z’é‘lw""'l (by Lemma 9.31)
_ Pn
=0

This proves the formula for the z-coordinate.
For the y-coordinate, observe that the definition of w,, can be rewritten as

w. — 1Y
E
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Therefore, by Lemmas 9.32 and 9.31,

1 /( ) 11/}277, W,

—p'(nz) = =-— = —..

2" 294 0B
This completes the proof of the theorem when the characteristic of the field
is 0.

Suppose now that E is defined over a field K of arbitrary characteristic
(not 2) by y? = 23 + Az + B. Let (z,y) € E(K). Let a, 3, and X be three
independent transcendental elements of C and let Y satisfy Y2 = X34+aX +8.
There is a ring homomorphism

P Z[O[,B,X,Y] - K(l’,y)
such that
g(a7/87X7Y) Hg(A7B7x7y)

for all polynomials g. Let R = Z[o, 8, X,Y] and let E be the elliptic curve
over R defined by y? = 23 + ax + 3. We want to say that by Corollary 2.33,
p induces a homomorphism

p: BE(R) — E(K(z,y)).

But we need to have R satisfy Conditions (1) and (2) of Section 2.11. The
easiest way to accomplish this is to let M be the kernel of the map R —
K(z,y). Since K(x,y) is a field, M is a maximal ideal of R. Let R4 be the
localization of R at M (this means, we invert all elements of R not in M).
Then R C Ryq and the map p extends to a map

p: Ry — K(z,y).

Since R is a local ring, and projective modules over local rings are free, it
can be shown that R satisfies Condition (2). Since we are assuming that
K (z,y) has characteristic not equal to 2, it follows that 2 is not in M, hence
is invertible in Rq. Therefore, R, satisfies Condition (1). Now we can apply
Corollary 2.33.

The point n(X,Y) in E(R,) is described by the polynomials ¥j, ¢, and wj,
which are polynomials in X, Y with coefficients in Z[a, 8]. Applying p shows
that these polynomials, regarded as polynomials in z,y with coefficients in K,
describe n(z,y) on E. Therefore, the theorem holds for E.

As an application of the division polynomials, we prove the following result,
which will be used in Chapter 11.

PROPOSITION 9.34
Let E be an elliptic curve over a field K. Let f(z,y) be a function from E to
K U{oco} and let n > 1 be an integer not divisible by the characteristic of K.
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Suppose f(P+T) = f(P) for all P € E(K) and all T € E[n]. Then there is
a function h on E such that f(P) = h(nP) for all P.

PROOF  The case n = 1 is trivial, so we assume n > 1. Let T € El[n].
There are rational functions R(z,y), S(z,y) depending on T' such that

('r7y) +7T = (R(x,y), S(J;ay))

Let y? = 23 +Az+ B be the equation of E and regard K(z,y) as the quadratic
extension of K(z) given by adjoining va3 + Az + B. Since (R, S) lies on E,
we have S?2 = R3 + AR + B. The map

or: K(z,y) — K(2,y)

f(@,y) — f(R,S)

is a homomorphism from K (z,y) to itself. Since o_1 is the inverse of or, the
map or is an automorphism. Because (z,y) + T # (z,y) + T" when T # T7,
we have or(z,y) # or(z,y) when T'# T". Therefore, we have a group of n?
distinct automorphisms o, where T runs through E[n], acting on K (x,y). A
basic result in Galois theory says that if G is a group of distinct automorphisms
of a field L, then the fixed field F' of G satisfies [L : F| = |G|. Therefore, the
field F of functions f satisfying the conditions of the proposition satisfies

[K(z,y): F] =n? (9.26)
Let n(x,y) = (gn(x), y hn(x)) for rational functions g,,, hy,. Then
K(gn(x), y hn(z)) C F. (9.27)

Moreover,

[K(gn(@),y hn(2)) = K(gn())] > 2 (9.28)
since clearly y h,,(z) € K(g,(z)). Therefore, by (9.26), (9.27), and (9.28),
(K (2,y) : K(gn(2))] > 2n*.

From Theorem 3.6,

(@) = 25,
and ¢, and 2 are polynomials in x. Therefore, X = z is a root of the
polynomial
P(X) = ¢n(X) = gn(2)¥7(X) € K[ga(2)][X].
By Lemma 3.5,

On(X) = X" -
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and 12 (X) has degree n? — 1. Therefore,
PX)=X""+---,

so x is of degree at most n? over K (g,(z)). Since
[K(z,y) : K(x)] =2,

we obtain B B
[K(z,y) : K(gn(2))] < 2n°.

Combined with the previous inequality from above, we obtain equality, which
means that we had equality in all of our calculations. In particular,

F = F(gn(m), Y hn ().

The functions in F' are those that are invariant under translation by elements
of E[n]. Those on the right are those that are of the form h(n(x,y)). There-
fore, we have proved the proposition. |

9.6 The Torsion Subgroup: Doud’s Method

Let E : 3?2 = 23 + Az + B be an elliptic curve defined over Z. The Lutz-
Nagell Theorem (Section 8.1) says that if (z,y) € F(Q) is a torsion point,
then either y = 0 or y%|4A3 4+ 27B2. This allows us to determine the torsion,
as long as we can factor 443 4+ 27B2, and as long as it does not have many
square factors. In this section, we present an algorithm due to Doud [35] that
avoids these difficulties and is usually much faster in practice.

Let p > 11 be a prime not dividing 443 +27B2. By Theorem 8.9, the kernel
of the map from the torsion of E(Q) to E(F,) is trivial. Therefore, the order
of the torsion subgroup of E(Q) divides #E(F),). If we use a few values of
p and take the greatest common divisor of the values of #E(F,), then we
obtain a value b that is a multiple of the order of the torsion subgroup of
E(Q). We consider divisors n of b, running from largest divisor to smallest,
and look for a point of order n on E (of course, we should look at only the
values of n allowed by Mazur’s theorem).

In order to work analytically, we multiply the equation for E by 4 to obtain
Ey: y? =423 + 4Ax + 4B, with y; = 2y.

The period lattice for E; is generated by w; and we, with wy € R. The
points in the fundamental parallelogram corresponding to real x,y under the
map of Theorem 9.10 lie on the line woR, and also on the line %wl + w2 R
when the cubic polynomial 423 +4Ax +4B has 3 real roots. Doubling a point
on the second line yields a point on the first line. Therefore, if n is odd, all
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n- torsion points come from the line wyR, hence lie in the subgroup generated
by Lws, s0 p(+wsy) must be an integer. If n is even and z € C/(Zwy + Zws)
has order n, then 7 generates the same subgroup of C/(Zw; + Zws) as one of
%wg or %wg + %wl or %wg + %wl + %wg. Therefore, if there is a torsion point
of order n, then at least one of these three values of z must yield an integral
value of z = p(z).

The strategy is therefore to evaluate

1 .
o(—wy) if nis odd or if 42 + 4Ax + 4B has only one real root
n

—Ww —Ww9 + —w —Wo + —w1 + —w
pn 2/ pn 2 2 17 p’I’L 2 2 ! 2 2

if n is even and 42 + 4Ax + 4B has 3 real roots

for each divisor of b, starting with the largest n. If we find a numerical value
of x that is close to an integer, we test whether y? = 23 4+ Ax + B yields
an integral value of y. It can be checked whether or not (z,y) has order n
by computing n(z,y). If so, then (since n is the largest divisor of b not yet
excluded), we have the largest cyclic subgroup of the torsion group. Since
only the 2-torsion can be noncyclic (Corollary 3.13), we need to see only if
there is a point of order 2 not already in the subgroup generated by (z,y).
If n(z,y) # oo, we continue with n and smaller divisors that are still allowed
by Mazur’s theorem and the value of b. We thus obtain all torsion points in
EQ).

The AGM method (Theorem 9.24) calculates wy and wy quickly. The fol-
lowing allows us to compute p.

PROPOSITION 9.35
Let z € C and let u = €2™#/%2. Let 7 = wy Jwy (with the requirement that T
is in the upper half plane) and let ¢ = €*™7. Then p(z) =

(%)2<112 *Z" <1qu> +<qnuu>2‘<12qn>2)>'

PROOF Let f(z) denote the right-hand side of the equation. Since |q| < 1,
it is easy to see that the series defining f(z) converges uniformly on compact
subsets of C that do not contain points in the lattice wiZ + woZ. Therefore,
f(z) is analytic away from these lattice points. Moreover, it has a double pole
at each lattice point. Using the fact that u = 1 + (2mi/w3)z + - -, we find
that the Laurent expansion of f(z) around z = 0 starts (1/22) +

Since w is invariant under z — z + wo, so is f(z). Changing z to z + w
multiplies u by ¢. A straightforward calculation shows that f is invariant
under u — qu. Therefore f is doubly periodic.

The difference f(z) —p(z) is a doubly periodic function with no poles except
possibly simple poles at the lattice points. By Theorem 9.1, this implies that

© 2008 by Taylor & Francis Group, LLC



304 CHAPTER 9 ELLIPTIC CURVES OVER C

the difference is a constant; call it C'. The roots of the cubic polynomial
AT3 — goT — g3 are the z-coordinates of the points of order 2, namely p(Fw1),
p(3ws), and p(2 (w1 +ws)). Since there is no T2 term, the sum of these three
roots is 0. Therefore,

1

FGw) + 15 w2)+f( (w1 +ws)) = 3C.

The following lemma shows that C' = 0, which yields the proposition.

LEMMA 9.36

e

Jwi) +f(5 w2)+f( (w1 +w2)) =0.

PROOF  The values of u corresponding to the three values of z are
u=—-1, u= ql/27 u:qil/Q.

We may divide by the factor (27i/w2)?, hence we ignore it. The sum of
the three terms 1/12 yields 1/4, which cancels the value of u/(1 — u)? when
u = —1. The final term inside the sum defining f(z) is independent of v and
thus yields

z:: gy (9.29)

We now consider the remaining terms.
The value u = —1 (substituted into the sum in f) yields

> qn
-2 —_—. 9.30
,;1 (1+4¢)? (930

Combining (9.29) and (9.30) yields

X n 2n 3n
g +q" +q
—8 E - 9.31
— (]_ _ q2n)2 ( )

The value u = ¢'/? (substituted into the sum in f) yields (the value of
u/(1 —u)? at u = ¢'/? is included in the first summation)

e’} n—i
"""2 2

Z:(lfq’”r +Z —1)?
_ q":
= 2; eI

(9.32)
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Similarly, the value v = —q'/? (substituted into the sum in f) yields

—22 i qn% > (9.33)
Since
qnfé qnfé 4q2n71
G- 52 (Qtq b (-@
the sum of (9.31), (9.32), (9.33) is
’ﬂ +q2n +q3n q2n—1
82( T T ) (9.34)

Differentiating the series for 1/(1 — X)) yields the identity

[e's)

— m—1

5 = g mX .
m=1

Substituting X = ¢?*~!, multiplying by ¢?"~!, and summing over n yields

2n—1

i 2n 1 Zqu(zn b (935)

n:l m=0n=1

i >oood| 4V (9.36)

N=1 \d|N, N/d odd

Similarly, we obtain

Z i Z qun(Zm 1)

n=1 m=0n=1 (9 37)
_ = d+1\ '
NZ:I dN,;odd
and
oo
Z 2n Z qu”(2m+1
n=1 ].—(] m=0n=1
(9.38)

> d—1
I I

N=1 \d|N,d odd

Also, the method yields

2n

> —— 1_q2n => > dlqV. (9.39)

n:l N=1 \d|N, N/d even
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Using (9.35), (9.37), (9.38), and (9.39), we find that (9.34) equals

o0

8 oood = > d - Y d]dV. (940)

N=1 \d|N, N/d odd d|N,d odd d|N, N/d even
We claim that for all N > 1,
S 0o Y a- Y -
d|N, N/d odd d|N,d odd d|N, N/d even

Write N = 2% with @ > 0 and u odd. Then

Yoood=) 2%,

d|N, N/d odd di|u
>, d=>.d
d|N, d odd dlu
E d= E ds.
d|N, N/d even da|20—1u

If a = 0, the last sum is interpreted to be 0. In this case, the claim is easily
seen to be true. If @ > 1, then the divisors of 2%~ are of the form 27ds with
0 <j<a—1 and ds|u. Therefore,

S o d=Y (142422442 = (20— 1) ds.

da|29—1u ds|u ds|u
The claim follows easily. This completes the proof of the lemma. |

Since C' = 0, the proof of the proposition is complete. |
Example 9.3
Consider the curve
E: y? = 2% — 58347z + 3954150.

We have 442 + 27B% = —372386507784192, which factors as 2831711, al-
though we do not need this factorization. Since 11 divides this number, we
skip 11 and start with p; = 13. The number of points in E(F;3) is 10. The
number of points in E(Fy7) is also 10. Either of these facts implies that the
number of torsion points in E(Q) divides 10. Using the AGM, we calculate

wy =10.156713..., we =0.198602--- .
This yields 7 = 40.78908 - - - and ¢ = 0.0070274 - - -. We calculate
p(w2/10) = 2539.82553 . . .,
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which is not close to an integer. However,

1
p(wn/10 + Swr) = ~213.00000. ...

This yields the point
(z,y) = (—213,2592)

on E. An easy check shows that this is a point of order 10. Since the order of
the torsion subgroup divides 10, we have determined that the torsion in E(Q)
consists of the multiples of (—213,2592). I

Exercises

9.1 (a) Show that d®> = d° (mod 12) for all integers d.
(b) Show that
5% d*+7» d°=0 (mod 12)
dn dn
for all positive integers n.

(¢) Show that
2m)*
12

—~

go = (1+240X),

where X =" o3(n)q".
(d) Show that
(2m)°
216

gs = (1-504Y),

where Y =Y | 05(n)q".
(e) Show that
1728(27) 12A = (1 +240X)% — (1 — 504Y)2. (9.41)

(f) Show that the right side of (9.41) is congruent to 144(5X + 7Y)
mod 1728.

(g) Conclude that (2m) "2A =" d,q", with d,, € Z.

(h) Compute enough coefficients to obtain that

2m) A =q(1+ ) enq")

n=1

with e, € Z.
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(i) Show that (27)12/A = ¢~ 13> fnq™ with f, € Z.
(j) Show that

1 oo
j=-+ chqn
q n=0

with ¢, € Z.
9.2 Let M; = (‘c’ Z?) € SLy(Z) for i = 1,2,3 with MpM; = M. Let
71 € F. Let
a1+ by - _asTa +bo
am +di’ T amtdy
Show that
a7y + b3
c3m +ds

9.3 Let k > 0 be an integer. Let f be a meromorphic function on the upper
half plane such that f has a g-expansion at ico (as in Equation (9.15))

and such that b
(25) = e atse

et +d

for all ~ € H and for all (Z Z) € SLy(Z). Show that

ord;so (f) + éordp(f) + %ordl-(f) + Z ord,(f) = ﬁ

— 12
2714,p,i00

9.4 The stabilizer in SLy(Z) of a point z € H is the set of matrices ((CI 2)
such that (az +b)/(cz + d) = 2.

(a) Show that the stabilizer of ¢ has order 4.
(b) Show that the stabilizer of p has order 6.

(c¢) Show that the stabilizer of ico consists of the matrices of the form

i(é?) with b € Z.

(d) Show that the stabilizer of each z € H has order at least 2.

It can be shown that the stabilizer of each element in the fundamental
domain F has order 2 except for ¢ and p.

9.5 Let E: y?> = 42% + Ax + B, with A, B € R be an elliptic curve defined
over R. We know by Theorem 9.21 that E(C) ~ C/L for some lattice
L. The goal of this exercise is to show that L has one of the two shapes
given in part (i) below.
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(a) Let 7 € F. Show that j(7) = j(—7).

(b) Show that if 7 is in the fundamental domain F, then either —7 € F,
or R(7) =—1/2, or |7| =1 with —1/2 <R(7) < 0.

(¢) Suppose that 7 € F and that j(r) € R. Show that R(r) = 0,
or R(r) = —1/2, or |7| = 1 with —1/2 < R(7) < 0 (Hint: Use
Corollary 9.18.)

(d) Let 7 € H. Show that if |7| = 1 then R(-1/(7+ 1)) = —1/2.

(e) Let L be a lattice with go(L) = —A and g5(L) = —B. Show
that there exists 7/ € H such that #(7') = 0 or —1/2 and j(L) =
J(Z7' + 2).

(f) Show that if 7 € H is such that (7)) = 0 or —1/2, then we have
92(7),93(1) € R.

(g) By Corollary 9.20, there exists A € C such that L = (A\)(Z7' + Z).
Show that if j # 0,1728 then A2 € R. (Hint: Use Equations
(9.14).)

This shows that L is obtained from the lattice Z7' + Z by an ex-
pansion by |A| and a rotation by 0,90°,180°, or 270°.

(h) Let 0 #y € R. Let M be the lattice (3 +iy)Z + Z. Show that iM
has {y + 34, 2y} as a basis.

(i) Assume that j # 0,1728. Show that L has a basis {w1, wa} with
we € R and R(w;) = 0 or %(Ug. Therefore, the lattice L is either
rectangular or a special shape of parallelogram.

(j) Use the facts that j(p) = 0 and j(i) = 1728 to prove (i) in the
cases that j(E) = 0 and j(E) = 1728. (The condition that \> € R
gets replaced by A\® € R and A\* € R, respectively. However, the
lattices for 7 = p and 7 = ¢ have extra symmetries.)

9.6 Let L be a lattice that is stable under complex conjugation (that is, if
w € L then @ € L). This is the same as requiring that the elliptic curve
associated to L is defined over R (see Exercise 9.5).

(a) Show that p(z) = p(Z).
(b) Show that if t € R and if wy € R is a real period, then

1

(Hint: Use (a), the periodicity of g, and the fact that p(—z) =
p(2).)

(c) Differentiate the result of (b) to show that '(z) € iR for the
points %wg + 4t in (b). This path, for 0 < ¢ < wy, corresponds to
x moving along the z-axis between the two parts of the graph in
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Figure 2.1(a) on page 10. The points don’t appear on the graph
because y is imaginary. For the curve in Figure 2.1(b) on page 10,
moves to the left along the z-axis, from the point on the z-axis back
to the point at infinity, corresponding to the fact that w; = %wg +it
for appropriate ¢ (see Exercise 9.5).

9.7 Define the elliptic integral of the second kind to be

\/ — k222
Vi 2 de, —-1<k<l1.
— X

(a) Show that
/2
E(k) :/ (1 — k?sin®0)Y/2dp.
0

(b) Show that the arc length of the ellipse

with b > a > 0 equals 40E(1/1 — (a/b)?).

This connection with ellipses is the origin of the name “elliptic inte-
gral.” The relation between elliptic integrals and elliptic curves, as in
Section 9.4, is the origin of the name “elliptic curve.” For more on
elliptic integrals, see [78].

9.8 Let E be the elliptic curve y? = 423 — 4. Show that

o [T LN e gy
) / N et / 31— )" V2 dt = 5(1/4,1/2),

where 3(p,q) = fol tP=1(1 — ¢)771 dt is the beta function. A classical
result says that

_T(p)T(q)
B(p,q) = Tr+q)
Therefore,
1T(1/4)T(1/2)
27T rEMA)
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Chapter 10

Complex Multiplication

The endomorphisms of an elliptic curve E always include multiplication by
arbitrary integers. When the endomorphism ring of F is strictly larger than Z,
we say that F has complex multiplication. As we’ll see, elliptic curves over
C with complex multiplication correspond to lattices with extra symmetry.
Over finite fields, all elliptic curves have complex multiplication, and often the
Frobenius provides one of the additional endomorphisms. In general, elliptic
curves with complex multiplication form an interesting and important class
of elliptic curves, partly because of their extra structure and partly because
of their frequent occurrence.

10.1 Elliptic Curves over C

Consider the elliptic curve E given by y? = 423 — 4z over C. As we saw
in Section 9.4, E corresponds to the torus C/L, where L = Zw + Ziw, for
a certain w € R. Since L is a square lattice, it has extra symmetries. For
example, rotation by 90° sends L into itself. This can be expressed by saying
that ¢:L = L. Using the definition of the Weierstrass gp-function, we easily see

that
o Loy (L1
pliz) = (iz)? * ((zz —w)? w2>

w#0

<z’i>2 t2 ((iz—l w)? (z‘i>2>

iw#0

= —p(2).

Differentiation yields
¢'(iz) = ig(2).

On the elliptic curve E, we obtain the endomorphism given by

i(.]?, y) = (_xv Zy)

311
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312 CHAPTER 10 COMPLEX MULTIPLICATION
Therefore, the map
Z =iz
gives a map
(z,9) = (p(2), ¢'(2)) = (pliz), ¢ (i2)) = (—=,iy).

This is a homomorphism from F(C) to E(C) and it is clearly given by rational
functions. Therefore, it is an endomorphism of F, as in Section 2.9. Let

Z[i] = {a + bi|a,b € Z}.

Then Z[i] is a ring, and multiplication by elements of Z[i] sends L into it-
self. Correspondingly, if a + bi € Z[i] and (z,y) € E(C), then we obtain an
endomorphism of E defined by

(z,y) = (a+bi)(z,y) = a(z,y) + b(—z,iy).

Since multiplication by a and b can be expressed by rational functions, mul-
tiplication of points by a + bi is an endomorphism of E, as in Section 2.9.
Therefore,
Z[i] C End(E),

where End(F) denotes the ring of endomorphisms of E. (We’ll show later
that this is an equality.) Therefore, End(F) is strictly larger than Z, so E
has complex multiplication. Just as Z[i] is the motivating example for a lot
of ring theory, so is £ the prototypical example for complex multiplication.

We now consider endomorphism rings of arbitrary elliptic curves over C.
Let E be an elliptic curve over C, corresponding to the lattice

L= Z(.L)l + ZUJQ.

Let a be an endomorphism of E. Recall that this means that « is a homo-
morphism from F(C) to E(C), and that « is given by rational functions:

a(z,y) = (R(x), yS(x))
for rational functions R, S. The map
?:C/L— E(C), (z) = (p(2), ¢(2))
(see Theorem 9.10) is an isomorphism of groups. The map
a(z) = 271 o(2(2)))

is therefore a homomorphism from C/L to C/L. If we restrict to a sufficiently
small neighborhood U of z = 0, we obtain an analytic map from U to C such
that

(21 + z2) = &(z1) + @(z2) (mod L)
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for all z1,z95 € U. By subtracting an appropriate element of L, we may
assume that @(0) = 0. By continuity, &(z) is near 0 when z is near 0. If U is
sufficiently small, we may therefore assume that

ONé(Zl —+ 22) = 6&(21) —+ 5[(22)

for all z1,29 € U (since both sides are near 0, they can differ only by the
element 0 € L). Therefore, for z € U, we have

&(2) = lim SN —a)

h—0 h

a2 +alh) —a(e)
h—0 h

_ @) —a(0)

= }ILILI%) 3 =« (0)

Let 8 = &’(0). Since &'(z) = S for all z € U, we must have

a(z) = Bz
forall z e U.
Now let z € C be arbitrary. There exists an integer n such that z/n € U.
Therefore,

a(z) = na(z/n) =n(Bz/n) = Bz (mod L),

so the endomorphism @& is given by multiplication by 8. Since &(L) C L, it
follows that
BL C L.

We have proved half of the following.

THEOREM 10.1
Let E be an elliptic curve over C corresponding to the lattice L. Then

End(E) ~{#€C|BLCL}.

PROOF We have shown that all endomorphisms are given by numbers
B. We need to show that all such 3’s give endomorphisms. Suppose 3 € C
satisfies BL C L. Then multiplication by § gives a homomorphism

6:C/L — C/L.

We need to show that the corresponding map on F is given by rational func-
tions in z, y.

The functions p(8z) and ’(Bz) are doubly periodic with respect to L, since
BL C L. By Theorem 9.3, there are rational functions R and S such that

0(B2) = R(p(2)), ¢'(Bz) = ¢'(2)S(p(2)).
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Therefore, multiplication by 5 on C/L corresponds to the map
(z,y) — (R(z), yS(z))

on F. This is precisely the statement that 3 induces an endomorphism of E.

Theorem 10.1 imposes rather severe restrictions on the endomorphism ring
of E. We'll show below that End(E) is either Z or an order in an imaginary
quadratic field. First, we need to say what this means. We’ll omit the proofs
of the following facts, which can be found in many books on algebraic number
theory. Let d > 0 be a squarefree integer and let

K=Q(\—-d)={a+b/=d|a,be Q}.

Then K is called an imaginary quadratic field. The largest subring of K
that is also a finitely generated abelian group is

v/ {Lﬁ] ifd=3 (mod 4)
Ok =
Z[V—d ifd=1,2 (mod4),

where, in these two cases, Z[d] = {a+bd | a,b € Z}. An order in an imaginary
quadratic field is a ring R such that Z C R C Ok and Z # R. Such an order
is a finitely generated abelian group and has the form

R=17+7f5,

where f > 0 and where 6 = (1 ++/—d)/2 or v/—d, corresponding respectively
to the two cases given above. The integer f is called the conductor of R and
is the index of R in Og. The discriminant of R is

De— —f?d ifd=3 (mod 4)
B=\ —4f%d ifd=1,2 (mod 4).

It is the discriminant of the quadratic polynomial satisfied by f¢.

A complex number 3 is an algebraic integer if it is a root of a monic
polynomial with integer coefficients. The only algebraic integers in Q are the
elements of Z. If § is an algebraic integer in a quadratic field, then there are
integers b, ¢ such that 32 + b3 + ¢ = 0. The set of algebraic integers in an
imaginary quadratic field K is precisely the ring Ok defined above. An order
is therefore a subring (not equal to Z) of the ring of algebraic integers in K.
If 8 € C is an algebraic number (that is, a root of a polynomial with rational
coefficients), then there is an integer u # 0 such that u/ is an algebraic integer.

THEOREM 10.2
Let E be an elliptic curve over C. Then End(E) is isomorphic either to Z
or to an order in an imaginary quadratic field.
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PROOF Let L = Zw, + Zws be the lattice corresponding to F, and let
R={peC|BLCL}.

It is easy to see that Z C R and that R is closed under addition, subtraction,
and multiplication. Therefore, R is a ring. Suppose 3 € R. There exist
integers j, k, m,n such that

Buwi = jwi + kwa, Pws = mwi + nwa.

B—j —k wi\ _
(T s ) () =0

so the determinant of the matrix is 0. This implies that

Then

8% = (j+n)B+ (jn — km) = 0.

Since j, k,m,n are integers, this means that 3 is an algebraic integer, and
that 3 lies in some quadratic field K.

Suppose 8 € R. Then (8 — j)w; — kws = 0 gives a dependence relation
between w; and wy with real coefficients. Since w; and wsy are linearly inde-
pendent over R, we have § = j € Z. Therefore, RNR = Z.

Suppose now that R # Z. Let § € R with 8 € Z. Then [ is an algebraic
integer in a quadratic field K. Since § ¢ R, the field K must be imaginary
quadratic, say K = Q(v/—d). Let ' ¢ Z be another element of R. Then
B € K' = Q(v—d') for some d’. Since 3+ (' also must lie in a quadratic
field, it follows (see Exercise 10.1) that K = K’. Therefore, R C K, and since
all elements of R are algebraic integers, we have

R C Ok.

Therefore, if R # Z, then R is an order in an imaginary quadratic field. |

Example 10.1

Let E be y?> = 423 — 4x. We showed at the beginning of this section that
Z[i] C End(E). Since End(F) is an order in Q(¢) and every such order is
contained in the ring Z[i] of algebraic integers in Q(i), we must have

End(E) = Z]i].
I

Suppose from now on that E has complex multiplication, which means that
R = End(F) is an order in an imaginary quadratic field K. Rescaling L does
not change R, so we may consider

wy 'L =7+ Zr,
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with 7 € H = {z € C|S(2) > 0}. Let 8 € R with 8 ¢ Z. Since 1 € w, 'L, we
have 81 =m -1+ nt with m,n € Z and n # 0. Therefore,

T=(8—-—m)/n€K. (10.1)

Let u be an integer such that ur € R. Such an integer exists since 7 multiplied
by n is in Ok, and R is of finite index in Og. Then

L' =uw; 'L = Zu+ Zur C R.

Then L' is a nonempty subset of R that is closed under addition and sub-
traction, and is closed under multiplication by elements of R (since L' is a
rescaling of L). This is exactly what it means for L’ to be an ideal of R. We
have proved the first half of the following.

PROPOSITION 10.3

Let R be an order in an imaginary quadratic field. Let L be a lattice such
that R = End(C/L). Then there exists v € C* such that vL is an ideal of
R. Conversely, if L is a subset of C and v € C* is such that yvL is an ideal
of R, then L is a lattice and R C End(C/L).

PROOF By End(C/L), we mean End(E), where E is the elliptic curve
corresponding to L under Theorem 9.10.

We proved the first half of the proposition above. For the converse, assume
that vL is an ideal of R. Let 0 # = € vL. Then

Rx CvyL CR.

Since R and therefore also Rx are abelian groups of rank 2 (that is, isomorphic
to ZBZ), the same must be true for yL. This means that there exist wj,wh € L
such that

yL = yZW'| + yZW).

Since R contains two elements linearly independent over R, so does Rz, and
therefore so does L. It follows that w] and wj are linearly independent over
R. Therefore, L = Zw) + Zw} is a lattice. Since yL is an ideal of R, we have
RyL C vL, and therefore RL C L. Therefore R C End(C/L). i

Note that sometimes R is not all of End(C/L). For example, suppose
R =172 = {a+ 2bi|a,b € Z} and let L = Z[i]. Then R is an order in Q(%)
and RL C L, but End(C/L) = Z[i] # R.

We say that two lattices L1, Lo are homothetic if there exists v € C*
such that vL; = Ly. We say that two ideals I1, Is of R are equivalent if there
exists A € K* such that \I; = Is. Regard I; and I, as lattices, and suppose
I; and I are homothetic. Then vI; = I for some . Choose any x # 0 in I7.
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Then yx € I, C K, so v € K. It follows that I; and I, are equivalent ideals.
Therefore, we have a bijection

Homothety classes of lattices L Equivalence classes of
with RL C L nonzero ideals of R

It can be shown that the set of equivalence classes of ideals is finite (when
R = Ok, this is just the finiteness of the class number). Therefore, the set of
homothety classes is finite. This observation has the following consequence.

PROPOSITION 10.4
Let R be an order in an imaginary quadratic field and let L be a lattice such
that RL C L. Then j(L) is algebraic over Q.

PROOF Let FE be the elliptic curve corresponding to L. We may assume
that F is given by an equation y? = 423 — gox — g3. Let o be an automorphism
of C. Let E° be the curve y? = 423 — o (g2)x —0(g3). If a is an endomorphism
of E, then a7 is an endomorphism of E?, where o’ means applying ¢ to all
of the coefficients of the rational functions describing . This implies that

End(FE) ~ End(E?).

Therefore, the lattice corresponding to E° belongs to one of the finitely many
homothety classes of lattices containing R in their endomorphism rings (there
is a technicality here; see Exercise 10.2). Since o(j(L)) is the j-invariant
of E?, we conclude that j(L) has only finitely many possible images under
automorphisms of C. This implies (see Appendix C) that j(L) is algebraic

over Q. |

In Section 10.3, we’ll prove the stronger result that j(L) is an algebraic
integer.

COROLLARY 10.5
Let K be an imaginary quadratic field.

1. Let 7 € H. Then C/(Zt + Z) has complex multiplication by some order
in K if and only if T € K.

2. If 7 € H is contained in K, then j(T) is algebraic.
PROOF  We have already shown (see (10.1)) that if there is complex mul-
tiplication by an order in K then 7 € K. Conversely, suppose 7 € K. Then

T satisfies a relation
ar®> +br +c,
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where a, b, ¢ are integers and a # 0. It follows that multiplication by ar maps
the lattice L, = Z7 + Z into itself (for example, ar -7 = —br — ¢ € L,).
Therefore, C/L, has complex multiplication. This proves (1).

Suppose 7 € K. Let R be the endomorphism ring of C/L.. By (1), R # Z,
so R is an order in K. By Proposition 10.4, j(7) is algebraic. This proves (2).

10.2 Elliptic Curves over Finite Fields

An elliptic curve E over a finite field F; always has complex multiplication.
In most cases, this is easy to see. The Frobenius endomorphism ¢, is a root
of

X? —aX +q=0,

where |a| < 2,/g. If |a| < 2,/q, then this polynomial has only complex roots,
so ¢q & Z. Therefore,
Z # Zl$,) € End(E).

When a = 2, /g, the ring of endomorphisms is still larger than Z, so there
is complex multiplication in this case, too. In fact, as we’ll discuss below, the
endomorphism ring is an order in a quaternion algebra, hence is larger than
an order in a quadratic field.

Recall the Hamiltonian quaternions

H={a+0bi+cj+dk|a,b,c,deQ},

where i2 = j2 = k? = —1 and ij = k = —ji. This is a noncommutative
ring in which every nonzero element has a multiplicative inverse. If we allow
the coefficients a, b, c,d to be real numbers or 2-adic numbers, then we still
obtain a ring where every nonzero element has an inverse. However, if a, b, ¢, d
are allowed to be p-adic numbers (see Appendix A), where p is an odd prime,
then the ring contains nonzero elements whose product is 0 (see Exercise 10.4).
Such elements cannot have inverses. Corresponding to whether there are zero
divisors or not, we say that H is split at all odd primes and is ramified at
2 and oo (this use of co is the common way to speak about the real numbers
when simultaneously discussing p-adic numbers; see Section 8.8).
In general, a definite quaternion algebra is a ring of the form

Q={a+ba+cB+daf|a,b,c,de Q},

where
Oé2,ﬁ2 S Q7 OéQ < Oa ﬁQ < 0) B(X = —Oéﬁ

(“definite” refers to the requirement that a? < 0 and 3% < 0). In such a ring,
every nonzero element has a multiplicative inverse (see Exercise 10.5). If this
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is still the case when we allow p-adic coefficients for some p < oo, then we say
that the quaternion algebra is ramified at p. Otherwise, it is split at p.

A maximal order O in a quaternion algebra Q is a subring of Q that is
finitely generated as an additive abelian group, and such that if R is a ring
with O C R C Q and such that R is finitely generated as an additive abelian
group, then O = R. For example, consider the Hamiltonian quaternions H.
The subring Z + Zi + Zj + Zk is finitely generated as an additive abelian
group, but it is not a maximal order since it is contained in

1+i+j+k

O=Z+Zi+Zj+7Z .

(10.2)
It is not hard to show that O is a ring, and it can be shown that it is a
maximal order of H.

The main theorem on endomorphism rings is the following. For a proof, see
[33].

THEOREM 10.6
Let E be an elliptic curve over a finite field of characteristic p.

1. If E is ordinary (that is, #E[p] = p), then End(E) is an order in an
imaginary quadratic field.

2. If E is supersingular (that is, #E[p] = 1), then End(FE) is a maximal
order in a definite quaternion algebra that is ramified at p and co and
is split at the other primes.

If F is an elliptic curve defined over Q and p is a prime where F has good
reduction, then it can be shown that End(E) injects into End(F mod p).
Therefore, if £ has complex multiplication by an order R in an imaginary
quadratic field, then the endomorphism ring of £ mod p contains R. If £
mod p is ordinary, then R is of finite index in the endomorphism ring of
FE mod p. However, if E mod p is supersingular, then there are many more
endomorphisms, since the endomorphism ring is noncommutative in this case.
The following result shows how to decide when E mod p is ordinary and when
it is supersingular.

THEOREM 10.7

Let E be an elliptic curve defined over Q with good reduction at p. Suppose
E has complex multiplication by an order in Q(v/—D). If —D is divisible by
p, or if —D is not a square mod p, then E mod p is supersingular. If —D is
a monzero square mod p, then E mod p is ordinary.

For a proof, see [70, p. 182].
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Example 10.2
Let E be the elliptic curve y2 = 23 — 2. It has good reduction for all primes
p # 2. The endomorphism ring R of F is Z[i], where

3

i(l‘, y) = (—1', Zy)

(see Section 10.1). This endomorphism ring is contained in Q(y/—4), where
we use —D = —4 since it is the discriminant of R. We know that —4 is a
square mod an odd prime p if and only if p =1 (mod 4). Therefore, E mod
p is ordinary if and only if p =1 (mod 4). This is exactly what we obtained
in Proposition 4.37.

When p = 3 (mod 4), it is easy to see that the endomorphism ring of F
mod p is noncommutative. Since i = —i, we have

bp(i(2,y)) = dp(—w,iy) = (=a”, —iy®),

and
i(¢p(xa y)) = i<xp7 yp) = (_'rpv Zyp)
Therefore,
i¢p = _(bpiv
so 4 and ¢, do not commute. I

The following result, known as Deuring’s Lifting Theorem, shows that
the method given in Theorem 10.7 for obtaining ordinary elliptic curves mod
p with complex multiplication is essentially the only way. Namely, it implies
that an elliptic curve with complex multiplication over a finite field can be
obtained by reducing an elliptic curve with complex multiplication in charac-
teristic zero.

THEOREM 10.8
Let E be an elliptic curve defined over a finite field and let « be an endo-
morphism of E. Then there exists an elliptic curve E defined over a finite
extension K of Q and an endomorphism & ofE such that E is the reduction
of E mod some prime ideal of the ring of algebraic integers of K and the
reduction of & is «.

For a proof in the ordinary case, see [70, p. 184].

It is not possible to extend the theorem to lifting two arbitrary endomor-
phisms simultaneously. For example, the endomorphisms ¢ and ¢, in the
above example cannot be simultaneously lifted to characteristic 0 since they
do not commute. All endomorphism rings in characteristic 0 are commutative.

Finally, we give an example of a supersingular curve in characteristic 2. In
particular, we’ll show how to identify the maximal order of H in the endo-
morphism ring.
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Example 10.3
Let E be the elliptic curve defined over Fy by

vty =2a".
An easy calculation shows that E(F5) consists of 3 points, so
a=24+1—-#FEF3)=24+1-3=0.
Therefore, F is supersingular and the Frobenius endomorphism ¢, satisfies
¢3+2=0.
If (z,y) € E(F5), then
2(x,y) = —¢3(z,y) = —(a',y") = (a",y" + 1),
since negation on FE is given by
—(z,y) = (z,y +1).

By Theorem 10.6, the endomorphism ring is a maximal order in a quaternion
algebra ramified at only 2 and co. We gave such a maximal order in (10.2)
above. Let’s start by finding endomorphisms corresponding to i,j,k. Let
w € Fy satisfy

wWwtw+1=0.

Define endomorphisms i, j, k by
i(z,y) =(@+Ly+z+w)
i@y) = (@ +w y+o’s+w)
k(z,y) = (z 4+ w?, y +wz + w).
An easy calculation shows that

and that
i=k’=k’=-1
A straightforward calculation yields
1 +i+j+k)(z,y) = (wa',y!) = gh(wr,y) = —2(w(z,y)),
where w is used to denote the endomorphism (x,y) — (wx,y). Therefore,
1+i+j+k
% = —w € End(F).
It follows that

I +itjtk
z+Zi+Zj+z¥

C End(E).

In fact, by Theorem 10.6, this is the whole endomorphism ring. I
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10.3 Integrality of j-invariants

At the end of Section 10.1, we showed that the j-invariant of a lattice,
or of a complex elliptic curve, with complex multiplication by an order in an
imaginary quadratic field is algebraic over Q. This means that the j-invariant
is a root of a polynomial with rational coefficients. In the present section, we
show that this j-invariant is an algebraic integer, so it is a root of a monic
polynomial with integer coefficients.

THEOREM 10.9

Let R be an order in an imaginary quadratic field and let L be a lattice with
RL C L. Then j(L) is an algebraic integer. Equivalently, let E be an elliptic
curve over C with complex multiplication. Then j(E) is an algebraic integer.

The proof of the theorem will occupy the remainder of this section. The
1+\/7163}
2

theorem has an amusing consequence. The ring R = Z [ is a prin-

cipal ideal domain (see [16]), so there is only one equivalence class of ideals
of R, namely the one represented by R. The proof of Proposition 10.4 shows
that all automorphisms of C must fix j(R), where R is regarded as a lattice.
Therefore, j(R) € Q. The only algebraic integers in Q are the elements of Z,
50 j(R) € Z. Recall that j(7) is the j-invariant of the lattice Z7 +Z, and that

1
G(T) = = 4 744 + 196884q + 21493760¢° + - - - ,
q

where ¢ = 2™, When 7 = 15/ -163 V2_163, we have R = Z7 + Z and

g = —e VI

Therefore,
—e™V163 L 744 — 1968847 ™V1I63 4 21493760 2" VI03 4 ... € Z.

Since
1968847V 163 _ 9149376027V 163 4 ... < 10712,

we find that e™V163 differs from an integer by less than 1072, In fact,

e™V163 — 262537412640768743.999999999999250 . . . ,

as predicted. In the days when high precision calculation was not widely
available, it was often claimed as a joke that e™!63 was an integer. Any

calculation with up to 30 places of accuracy seemed to indicate that this was
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the case. This was in contradiction to the Gelfond-Schneider theorem, which
implies that such a number must be transcendental.

We now start the proof of the theorem. If L = Zw; + Zw- is a lattice, we
may divide by ws and thus assume that

L=727+17Z,
with 7 € H. If € R, then SL C L implies that there exist integers j, k,m,n

S()-(0)

Let N = jn—km be the determinant of the matrix. Rather than concentrating
only on (3, it is convenient to consider all 2 x 2 matrices with determinant NV
simultaneously.

LEMMA 10.10
Let N be a positive integer and let Sy be the set of matrices of the form

ab

0d
with a,b,d € Z, ad = N, and 0 < b < d. If M is a 2 X 2 matriz with integer
entries and determinant N, then there is a unique matriz S € Sy such that

MS™' € SLy(Z).
In other words, if we say that two matrices My, My are left SLo(Z)-equivalent
when there exists a matrix X € SLy(Z) with XM, = Msy, then Sy contains

exactly one element in each equivalence class of the set of integer matrices of
determinant N.

PROOF Let <f z> be an integer matrix with determinant N. Write

with ged(z,y) = 1. There exist w, z € Z such that zz — wy = 1. Then

<Z w) € SLy(Z)

yx

() (1) =62,

and

© 2008 by Taylor & Francis Group, LLC



324 CHAPTER 10 COMPLEX MULTIPLICATION

Therefore, we may assume at the start that » = 0, and hence ps = N. By

multiplying by ( 0 —1

) if necessary, we may also assume that s > 0. Choose

t € Z such that
0< g+ts <s.

1t pq\ _[(p qg+ts
(01)(%)‘(0 s >€SN'

Therefore, the elements of Sy represent all SLy(Z)-equivalence classes for
matrices of determinant N.

Then

a; b;

0 di) € Sy for i = 1,2 are left

For the uniqueness, suppose that M; = (
SLo(Z)-equivalent. Then,

-1
al/ag (b1a2 — a1b2)/N _ ay b1 ag b2
( 0 dy /ds “loa)\oa) €52
Therefore, a1 /as and dy/dy are positive integers with product equal to 1, so

they are both equal to 1. Consequently, a; = as and d; = ds. This implies

that
b1a2 — albg - b1a1 — albz - b1 — bg

N ardq dy

Since this must be an integer (because the matrix is in SL2(Z)), we have

by =by (mod dy).

Since 0 < by,by < dy = do, we have by = by. Therefore, My = Ms,. This
proves the uniqueness.

ab

ForS(Od

> € Sy, the function

Geos)m =i ()

is analytic in H. Define

Fy(X,m)= [ (X =(@o8)(m) = a(n)X",

SeSN k

so Fi is a polynomial in the variable X with coefficients ay(7) that are ana-
lytic functions for 7 € H.

LEMMA 10.11
ar(M7) = ai(7) for all M € SLy(Z).
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PROOF If S € Sy, then SM has determinant N, so there exists Ag €
SLs(Z) and a uniquely determined Mg € Sy such that AsMg = SM. If
S1,5 € Sy and Mg, = Mg,, then

AGlSIM = Mg, = Mg, = Ag] S, M,

which implies that Ag, Agll S1 = S5. By the uniqueness part of Lemma 10.10,
S1 = S9. Therefore, the map S — Mg is an injection on the finite set Sy,
hence is a permutation of the set. Since jo A = j for A € SLy(Z), we have

Fy(X,M7) = ] (X —j(SMr))
SeSN

= J] (X —i(AsMsT))
SeSN

= ] (X —i(Ms7))

SeSN

=[] x-i(sm)
SeSn
::fﬁch,T)

The next to last equality expresses the fact that S — Mg is a permutation of
Sn, hence does not change the product over all of Sy.
Since Fy is invariant under 7 — M7, the same must hold for its coefficients

ap(T).

LEMMA 10.12
For each k, there exists an integer n such that

ar(1) € ¢ "Z[q]],

where Z[[q]] denotes power series in q with integer coefficients. In other words,
ar(T) can be expressed as a Laurent series with only finitely many negative
terms, and the coefficients are integers.

PROOF The j-function has the expansion
1 o0
G(1) = = + 744 +196884q + - - - = cxq® = P(q),
(7) . > (9)

k=-1

where the coefficients ¢, are integers (see Exercise 9.1). Therefore,

o0

j((aT + b)/d) — Z Ck(cbeQm'aT/d)k — P(CbeQWiaT/d),
k=-1
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where ¢ = e?™/?, Fix a and d with ad = N.

CLAIM 10.1 3d

—1 d
H(X _ P(Cbezmaf/d)) _ Zpk(e%rim—/d)xk
b=0 k=0

is a polynomial in X whose coefficients py, are Laurent series in €2™%7/% with
integer coefficients.

In the statement of the claim and in the following, a Laurent series will
always be one with only finitely many negative terms (in other words, a power
series plus finitely many terms with negative exponents). Everything in the
claim is obvious except the fact that the coefficients of the Laurent series py
are integers. One proof of this is as follows. The coefficients of each py lie in
Z[¢]. The Galois group of Q(¢)/Q permutes the factors of the product, hence
leaves the coefficients of py unchanged. Therefore, they are in Q. But the
elements of Z[¢] N Q are algebraic integers in Q, hence are in Z. This proves
the claim.

For a proof of the claim that does not use Galois theory, consider the matrix

010---0
001---0
Z:
100---0
Let 0 < b < d and let
1
Cb
b
’Ub: CQ
Cb(d.fl)

Then Zuvy, = ¢y, Tt follows that
P(€27ria~r/dZ)vb — P(CbGQﬂ-iaT/d)w).

Therefore, the numbers P((%e?™¢7/4), for 0 < b < d, are a complete set of
eigenvalues for the d x d matrix P(eQT”‘”/ 47), so the characteristic polynomial
is

d—1

H (X o P(Cbe%riar/d)).

b=0
But the entries of the matrix P(e?>7%7/?Z) are Laurent series in e2™7/¢ with
integer coefficients. Therefore, the coefficients of the characteristic polynomial
are power series in e2™7/4 with integer coefficients. This proves the claim.
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Since ad = N for each matrix in Sy,

. . 2
6271’%0,7'/d _ e27rza T/N'

Therefore, the pg(7) in the claim can be regarded as a Laurent series in
e?™7/N  The claim implies that the coefficients ay () of Fi (X, 7) are Laurent
series in e2™7/N with integer coefficients. To prove the lemma, we need to

remove the N. The matrix
11
(0 1) € SLy(Z)

acts on H by 7 +— 7+ 1. Lemma 10.11 implies that ay(7) is invariant under
7+ 7 + 1. Since (e2™7/N)¢ is invariant under 7 + 7 + 1 only when N|¢, the
Laurent series for a, must be a Laurent series in (e2™7/N)N = ¢2™7  This
proves Lemma 10.12. |

PROPOSITION 10.14
Let f(7) be analytic for T € H, and suppose

f (aT—i—b) — )

ct+d

for all (i Z) € SLy(Z) and all T € H. Also, assume

f(r) € ¢ Z][q]]

for some integer n. Then f(7) is a polynomial in j with integer coefficients:

f(r) € Z[j].
PROOF Recall that 1
J(r) — i Z[[q]]
Write
fo)= 2
q" ’

with b, € Z. Then

with b,,_1 € Z. Therefore,

F(7) =bpj" —bp1j" = 5
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Continuing in this way, we obtain

g(m) = f(7) = buj"™ — - bo € qZ][q]]

for integers by, ..., by. The function g(7) is analytic in H and vanishes at ioco.
Also, ¢g(7) is invariant under the action of SLy(Z). Proposition 9.16 says that
if g is not identically zero then a sum of the orders of g at various points is 0.
But these orders are all nonnegative since g is analytic. Moreover, the order
of g at i00 is positive. Therefore the sum of the orders must be positive, hence
cannot be zero. The only possibility is that g is identically zero. This means
that

g(1) = f(1) = bpj" —---bo =0,
so f(7) € Z[j]. |

Combining Lemma 10.12 and Proposition 10.14, we obtain the first part of
the following.

THEOREM 10.15
Let N be a positive integer.

1. There is a polynomial with integer coefficients
On(X,Y) € Z[X,Y]
such that the coefficient of the highest power of X is 1 and such that

Fy(X,7)=dN(X,j(7)).

2. If N is not a perfect square, then
Hy(X) = ®y(X, X) € Z[X]

s monconstant and the coefficient of its highest power of X is +1.

PROOF We have already proved the first part. For the second part, we
know that

Hy(j) =®n(i.j) = FnGir) = J[ G—io9)
SeSN

is a polynomial in j with integer coefficients. We need to look at the coefficient

of the highest power of j. Let S = (82

j —joS as a Laurent series in ™7/ the first term for j is

) € Sy. If we expand the factor

6727ri7- — (6727”'7-/N)N
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and the first term for jo S is

C—be—Qﬂ'iar/d — C—b(e—QTriT/N)az )

Since N is not a perfect square, N # a?. Therefore, these terms represent
different powers of €2™7/N | so they cannot cancel each other. One of them
must be the first term of the expansion of j — j o S, which therefore has
coefficient 1 or —¢?. In particular, for each factor j — j o S, the coefficient of
the first term of the expansion is a root of unity. The coefficient of the first
term of the expansion of Hy(j) is the product of these roots of unity, hence
a root of unity. Also, since the terms don’t cancel each other, the first term
of each factor contains a negative power of €277/N Therefore, the first term
of the expansion Hy (j) is a negative power of ¢, so Hy(X) is nonconstant.

Suppose Hy(X) = uX’ + lower terms. We know that u € Z. Since the
Laurent series for j starts with 1/¢,

Hy(j) = ug™" + higher terms.

We have shown that u is a root of unity. Since it is an integer, uw = £1. This
completes the proof of (2).

The modular polynomial ®5(X,Y) has rather large coefficients. For

example,
Po(X,Y) = XY+ X? +V?4+2%.3-31XY(X +Y)
+3%.5%.4027 XY — 2. 3* . 53(X2 + YV?)
+28.37.5%(X + V) —212.37. 5%
and
d3(X,Y) = X1 X3Y3 4 2232X3Y? — 1069956 X3Y 4 36864000X 3

+2232X2Y3 4 2587918086 X 2Y 2 + 8900222976000.X Y
+452984832000000.X 2 — 1069956 X Y2 + 8900222976000 Y 2
—T770845966336000000X Y + 1855425871872000000000X + Y*
+36864000Y3 + 452984832000000Y 2 + 1855425871872000000000Y
For @ for higher N, see [50], [53], [54].
We can now prove Theorem 10.9. Let R be an order in an imaginary

quadratic field and let L be a lattice with RL C L. By multiplying L by a
suitable factor, we may assume that

L=Z+7Zr

with 7 € H. The order R is of finite index in Ok for some imaginary quadratic
field K = Q(v/—d). Since v—d € Ok, there is a nonzero integer n such that
nv —d € R. Therefore, nv/—dL C L, so

nv—d-t=tr+u, nv—d-l=vr+w (10.3)
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for some integers ¢, u, v, w. Dividing the two equations yields

_ tT+u

T +w

As in the proof of Theorem 10.2; the two equations in (10.3) yield
(nvV—d)? — (t +w)(nvV—d) + (tw — uv) = 0.

Therefore, nv/—d is a root of X2 — (t +w)X + (tw — uv) and is also a root of
X? + n2d. If these are not the same polynomial, we can subtract them and
find that nv/—d is a root of a polynomial of degree at most 1 with integer
coefficients, which is impossible. Therefore the two polynomials are the same,

SO
det(t u) = tw — uwv = n2d.
vw

By Lemma 10.10, there exist M € SLy(Z) and S; € S,,24 such that
(t “) = MSy.
v w

i) =i (25 ) = i) = i(5ir),

vT +w

Then

since j o M = j. Therefore,

Ho2q(j(r)) = [[ Gi(r)—i(Sm)) =0,

5€85,24

since j(7) — j(S17) = 0 is one of the factors.

Assume now that d # 1. Since n?d is not a square, Theorem 10.15 implies
that the highest coefficient of H,24(X) is £1. Changing the sign of Hy if
necessary, we find that j(7) is a root of a monic polynomial with integer
coefficients. This means that j(L) = j(7) is an algebraic integer.

If d = 1, then K = Q(i). Replace v/—d in the above argument with 1 + .
The argument works with a minor modification; namely, n(1 + ¢) is a root of
X2 —2nX +2n2. This yields tw — uv = 2n?, which is not a square. Therefore,
we can apply Theorem 10.15 to conclude that j(7) is an algebraic integer.
This completes the proof of Theorem 10.9. |

10.4 Numerical Examples

Suppose we want to evaluate

_ .(1+\2T71>.
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This is the j-invariant of an elliptic curve that has complex multiplication

by Z [Hi V;m} The others are j(72),(73),j(74), which are given below,

1rv=19 {19), which corresponds to an elliptic curve with a larger

along with j (
endomorphism ring. We can evaluate z numerically using Proposition 9.12.
This yields

j<1+\éT71>

—694282057876536664.01228868670830742604436745364124466 . . . .

This number is an algebraic integer by Theorem 10.9. Suppose we want a
polynomial that has = as its root. One way to do this is to find the Galois
conjugates of x, namely, the other roots of a polynomial satisfied by x. We’ll
show how to proceed for this particular x, then describe the general method.

Let 70 = (1 ++/—171)/2. Then
K =Q(n) = Q(v-171) = Q(v-19).

Let

R:Z[ = Og.

14++v/-171 7 1++v-19

el o
The endomorphism ring of the lattice R C C is R. As we showed in the
proof of Proposition 10.4, the Galois conjugates of j(R) are j-invariants of
lattices with the same endomorphism ring, namely R. These have the form
j(I), where I is an ideal of R. However, I cannot be an ideal for any order
larger than R since then [ has an endomorphism ring larger than R.

If I is an ideal of R, it has the form

I=~(Z7+7Z)

for some v € C* and some 7 € H. By an appropriate change of basis, we can
assume 7 € F, the fundamental domain for SLs(Z) acting on the upper half
plane. See Proposition 9.15. As we saw in Equation 10.1, 7 € K. Let

ar? +br+¢ =0,

with a,b,c € Z. We may assume that ged(a,b,¢) = 1 and that a > 0. The
fact that I is an ideal for R but not for any larger order can be shown to
imply that the discriminant is exactly —171:

b? — 4ac = —171.

(On the other hand, the polynomial X2+ X +5 has a root 7 = (14++/—19)/2,
which corresponds to the ideal 3Ok C R. This is an ideal not only of R, but
also of Ok.) The fact that 7 € F means that
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1. —a<b<a
2. a<c,
3. if a =c then b > 0.

The first of these expresses the condition that —1/2 < R(7) < 1/2, while the
second says that |7| > 1. The case where a = ¢ corresponds to 7 lying on the
unit circle, and b > 0 says that it lies on the left half. It can be shown (see
[16]) that there is a one-to-one correspondence between the ideals I that we
are considering (endomorphism ring exactly R) and those triples satisfying
a > 0, ged(a,b,¢) = 1, b*> — dac = —171, and conditions (1), (2), and (3).
Let’s count these triples. The strategy is to consider (b* + 171)/4 and try to
factor it as ac with a, b, ¢ satisfying (1), (2), and (3):

b (0> +171)/4 a ¢
1 43 1 43
+3 45 5 9
5 49 T 7

The triple (a,b,c) = (3,3,15), which arose in the above calculations, is not
listed since ged(a,b,c) # 1 (and it corresponds to the ideal 30, which is an
ideal for the larger ring Ok, as mentioned above). There are no values for
a,c when b = 7. When |b| > 9, the condition |b| < a < ¢ can no longer be
satisfied. We have therefore found all triples. They correspond to values of 7,
call them 71,79, 73, T4:

(a,b,¢) = (1,1,43) 1 = —1%@
(a,b,¢) = (5,3,9) — 7 = —3+17\6T71

(a,b,¢) = (5,-3,9) «— 13 = %O—lﬁ
(a,b,¢) = (7,5,7) e« 74 = _5+1—\iﬁ'

Note that j(79) = j(m1) since 79 = 71 + 1. Compute the values

J(12) = —417.33569403605596400916623167906655644314607149466 . . .
+13470.100833725097578092463768970644185234184993550 . . .

j(13) = —417.33569403605596400916623167906655644314607149466 . . .
—13470.100833725097578092463768970644185234184993550 . . .

J(14) = 154.683676758820235444376830811774357548921993728906 . . . .
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We can now form the polynomial

(X = J(m))(X = () (X = j(73))(X = j(74))
= X" + 694282057876537344 X + 472103267541360574464 X >
+8391550371275812148084736 X — 1311901521779155773721411584.

Since we are working with decimals, the numerical coefficients we obtain are
not exact integers. But, since the roots j(7;) are a complete set of Galois
conjugate algebraic integers, it follows that the coefficients are true integers.
Therefore, if the computations are done with enough accuracy, we can round
off to obtain the above polynomial.

We now describe the general situation. If we start with 7y = ”yf‘/__d,
then we can use a matrix in SLy(Z) to move 79 to 4 € F, and we have
j(70) = j(m1). Therefore, let’s assume 79 € F. Find integers a, b, ¢ such that

atg +brg+c=0

and a > 0, ged(a, b, ¢) = 1. Let b>—4ac = —D. Now repeat the procedure used
above, with D in place of 171, and obtain values 71,...,7,. The polynomial
satisfied by j(m9) = j(71) is

r

[1(x —i(m)) € Z[x].

k=1

The above techniques can be used to find elliptic curves over finite fields
with given orders. For example, suppose we want an elliptic curve F over Fp,
for some prime p, such that

N = #E(F,) = 54323

(N is a prime). Because of Hasse’s theorem, we must have p fairly close to N.
The strategy is to choose a prime p, then let a, = p+1—N and —D = ag —4p.
We then find the polynomial P(X) whose roots are the j-invariants of elliptic
curves with complex multiplication by the order R of discriminant —D. Find
a root of P(X) mod p. Such a root will be the j-invariant of an elliptic curve
FE mod p that has complex multiplication by R.
The roots of
X2 - apX +p=0

lie in R (since ag — 4p = —D) and therefore correspond to endomorphisms of
E. Tt can be shown that one of these endomorphisms is the Frobenius map (up
to sign; see below). Therefore, we have found the characteristic polynomial
of the Frobenius map. It follows that

#E(F,) =p+1—a,=N,
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as desired. There is a slight complication caused by the fact that we might
end up with —a, in place of a,. We’ll discuss this below.

In order to keep the number of 7;’s small, we want D, in the above notation,
to be small. This means that we should have a, near +2,/p. A choice that
works well for us is

p = 54787, a, =465, D = 2923.
There are six values 7y, corresponding to the polynomials aX? + bX + ¢ with
(a,b,c) = (1,1,731), (17,£1,43), (11,+£5,67), (29, 21, 29).

We obtain a polynomial P(X) of degree 6 with integer coefficients, as above.
One of the roots of P(X) mod p is j = 46514. Recall (see Section 2.7) that

3j 2j
-r + -
1728 — j 1728 — j

Y=+ (10.4)

is an elliptic curve E; with j-invariant equal to j. In our case, we obtain
y? = 2% + 10784z + 43714 (mod 54787).
The point @ = (1,36185) lies on E;. However, we find that
54323Q) # oo, 55253Q = oo.

Since
55253 = p + 1 + 465,

we discover that we have obtained a curve E; with a,, = —465 instead of a), =
465. This curve has complex multiplication by the order R of discriminant
—D (note that —D = a?, — 4p, so the sign of a, is irrelevant for D), so it is
natural for it to appear. To obtain the desired curve, we twist by a quadratic
nonresidue mod p (see Exercise 4.10). A quick computation shows that 2 is
not a square mod p, so we look at the curve E defined by

y?> =23 +4-10784x + 8- 43714 (mod 54787).
This has N points mod p. Just to be sure, we can compute
54323 (3,38039) = oo.

Since 54323 is prime, we find that 54323 divides the number of points in
E(F,). But
2-54323 > p+1+2,/p,

so Hasse’s theorem implies that

#E(F,) = 54323.
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The above technique can be used to produce an elliptic curve E and a prime
p such that E(F,) is a desired group (when such a curve exists). For example,
suppose we want
E(Fp) ~ Z2 D ZQ D Z63.

We take
N =252, p=271, a,=20,

so N =p+1—a, We choose

-1+ v-171
T=—.
2

As we’ll see below, this choice imposes certain congruence conditions on the
Frobenius map that force E(F,) to have the desired form. We computed the
polynomial satisfied by j(7) above. This polynomial has the root 5 mod 271.
Putting this value into the formula (10.4) yields the elliptic curve E given by

y? =23 + 702 + 137 (mod 271).

It has 252 points and has complex multiplication by the order

R_Z{1+\gl—7l]

of discriminant —171 = ai — 4p. The characteristic polynomial of the Frobe-
nius endomorphism ¢, is
X? - 20X + 271,

so ¢, corresponds to a root 10 £ +/—171. The choice of sign is irrelevant
for our purposes (it corresponds to how we choose to identify R with the
endomorphism ring), so we assume

¢p = 10+ /171

Therefore,

#) =1 (mod 2R).

¢>,,1+2(4+

It follows that ¢, acts as the identity on points of order 2, so E(F,) has a
subgroup isomorphic to Zs @ Zs. In fact,

E[2] = {007 (4070)7 (5670)1 (17570)} - E(FP)

Since 252 = 4 x 63,
E(Fp) ~ Z2 D ZQ &b Z63.

If we instead want the group to be cyclic of order 252, we could use R’ =
Z[/—171] so that ¢, would not be congruent to 1 mod 2 or mod 3. We would
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then find a new set of 7 corresponding to the discriminant —4 - 171, a new
j-invariant mod p, and a new FE.

If we had used R = Z {Hi {w}, then we would have obtained an elliptic

curve with group isomorphic to Zg @ Z42, since ¢, = 1 (mod 6R”) in this
case.
This technique has many uses. For example, in [100], the curve E defined
by
y? = 2® 4+ 3z — 31846 (mod 158209)

was dedicated to Arjen Lenstra on the occasion of his thesis defense on May
16, 1984. The curve satisfies

E(Fi58200) ~ Zs ® Zis ® Zygsa.

(If the defense had been one month later, such a dedication would have been
impossible.) Finding elliptic curves with groups that are cyclic of large prime
order is very useful in cryptography (see Chapter 6). Finding elliptic curves of
a given order is also useful in primality proving (see Section 7.2). A detailed
discussion of the problem, with improvements on the method presented here,
is given in [73]. See also [7], [8].

10.5 Kronecker’s Jugendtraum

The Kronecker-Weber theorem says that if K/Q is a finite Galois extension
with abelian Galois group, then

K C Q(627ri/n)

for some integer n. This can be viewed as saying that the abelian extensions of
Q are generated by the values of an analytic function, namely e>™*#, at rational
numbers. Kronecker’s Jugendtraum (youthful dream) is that the abelian
extensions of an arbitrary number field might similarly be generated by special
values of a naturally occurring function. This has been accomplished for
imaginary quadratic fields. Some progress has also been made for certain other
fields by Shimura using complex multiplication of abelian varieties (higher
dimensional analogues of elliptic curves).

If E is an elliptic curve given by y? = 23 + Az + B, then its j-invariant is
given by j = 691243 /(4A3 + 27B?). Therefore, if E is defined over a field L,
then the j-invariant of E is contained in L. Conversely, if j # 0, 1728 lies in
some field L, then the elliptic curve

3j 2j
2 _ .3
Ve s it T s =
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is defined over L and has j-invariant equal to j € L. Therefore, for any j there
is an elliptic curve with j-invariant equal to j defined over the field generated

by j.

THEOREM 10.16

Let K = Q(v/—D) be an imaginary quadratic field, let Ok be the ring of
algebraic integers in K, and let j = j(Ok), where Ok is regarded as a lattice
in C. Let E be an elliptic curve defined over K(j) with j-invariant equal to

j.
1. Assume K # Q(i), Q(e*>™/3). Let F be the field generated over K(j) by

the x-coordinates of the torsion points in E(Q). Then F/K has abelian
Galois group, and every extension of K with abelian Galois group is

contained in F'.

2. If K = Q(i), the result of (1) holds when F is the extension generated
by the squares of the x-coordinates of the torsion points.

3. If K = Q(e*™/3), the result of (1) holds when F is the extension gen-
erated by the cubes of the x-coordinates of the torsion points.

For a proof, see, for example, [111, p. 135] or [103]. Note that j(Ok)
is algebraic, by Proposition 10.4. The j-invariant determines the lattice for
the elliptic curve up to homothety (Corollary 9.20), so an elliptic curve with
invariant j(O) automatically has complex multiplication by Of.

The z-coordinates of the torsion points are of the form

p(riwr +rowe), 11,72 € Q,

where @ is the Weierstrass g-function for the lattice for E. Therefore, the
abelian extensions of K are generated by j(Og) and special values of the
function p. This is very much the analogue of the Kronecker-Weber theorem.

There is much more that can be said on this subject. See, for example,
[111] and [70].

Exercises

10.1 Let K = Q(v/d) and K’ = Q(vd') be quadratic fields. Let 8 € K
and ' € K’ and assume 3,3 ¢ Q. Suppose that g + (' lies in a
quadratic field. Show that K = K’. (Hint: It suffices to consider the
case 8= avd and ' = bV/d'. Let « = 3+ 3. Show that if « is a root
of a quadratic polynomial with coefficients in Q, then we can solve for
Vd, say, in terms of v/d’ and obtain v/d € K'.)
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10.2 Let R be an order in an imaginary quadratic field. Regard R as a subset
of C. Show that if » € R, then its complex conjugate 7 is also in R.

This means that if L is a lattice with complex multiplication by R, then
there are two ways to embed R into the endomorphisms of L, namely
via the assumed inclusion of R in C and also via the complex conjugate
embedding (that is, if € R and ¢ € L, define r x £ = 7¢). This means
that when we say that R is contained in the endomorphism ring of a
lattice or of an elliptic curve, we should specify which embedding we
are using. For elliptic curves over C, this is not a problem, since we
can implicitly regard R as a subset of C and take the action of R on L
as being the usual multiplication. But for elliptic curves over fields of
positive characteristic, we cannot use this complex embedding.

10.3 Use the fact that Z {1-5-7 V2_43} is a principal ideal domain to show that

e™V4AB ig very close to an integer.
10.4 Let © = a + bi + ¢j + dk lie in the Hamiltonian quaternions.
(a) Show that
(a+ bi+ cj + dk)(a — bi — ¢j — dk) = a® 4+ b* + ¢* + d°.

(b) Show that if  # 0, then there exists a quaternion y such that
zy = 1.

(c) Show that if we allow a,b,c,d € Qa2 (= the 2-adics), then a? + b +
2+d>=0ifand onlyif a = b=c =d = 0. (Hint: Clearing
denominators reduces this to showing that a2 +b> +c?> +d?> = 0
(mod 8) implies that a,b,¢,=0 (mod 8).)

(d) Show that if x,y are nonzero Hamiltonian quaternions with 2-adic

coefficients, then xy # 0.

(e) Let p be an odd prime. Show that the number of squares a®> mod p,

including 0, is (p + 1)/2 and that the number of elements of F,, of
the form 1 — b? (mod p) is also (p + 1)/2.

(f) Show that if p is a prime, then a? + > + 1 = 0 (mod p) has a
solution a, b.

(g) Use Hensel’s lemma (see Appendix A) to show that if p is an odd
prime, then there exist a,b € Q,, such that a® + b* +1 = 0. (The
hypotheses of Hensel’s lemma are not satisfied when p = 2.)

(h) Let p be an odd prime. Show that there are nonzero Hamiltonian
quaternions x,y with p-adic coefficients such that zy = 0.

10.5 Show that a nonzero element in a definite quaternion algebra has a
multiplicative inverse. (Hint: Use the ideas of parts (1) and (2) of
Exercise 10.4.)
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Chapter 11

Divisors

11.1 Definitions and Examples

Let E be an elliptic curve defined over a field K. For each point P € E(K),
define a formal symbol [P]. A divisor D on E is a finite linear combination
of such symbols with integer coefficients:

D =Y a;[P], a;€Z
J

A divisor is therefore an element of the free abelian group generated by the
symbols [P]. The group of divisors is denoted Div(E). Define the degree
and sum of a divisor by

deg(z a;[Pj]) = Z%‘ €Z
sum(z a;[Pj]) = Z a;Pj € BE(K).

The sum function simply uses the group law on F to add up the points that are
inside the symbols. The divisors of degree 0 form an important subgroup of
Div(E), denoted Div’(E). The sum function gives a surjective homomorphism

sum : Div'(E) — E(K).
The surjectivity is because
sum([P] — [c0]) = P.

The kernel consists of divisors of functions (see Theorem 11.2 below), which
we’ll now describe.

Assume F is given by y? = 2% + Az + B. A function on E is a rational
function

f(z,y) € K(x,y)

339
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that is defined for at least one point in E(K) (so, for example, the rational
function 1/(y* — 2® — Az — B) is not allowed). The function takes values in
K U {co}.

There is a technicality that is probably best described by an example. Sup-

pose y? = z3 — z is the equation of the elliptic curve. The function
x
f(xv y) = -
Y
is not defined at (0,0). However, on F,
- = y
y x2-1’

which is defined and takes on the value 0 at (0,0). Similarly, the function y/x
can be changed to (z2 — 1)/y, which takes on the value oo at (0,0). It can
be shown that a function can always be transformed in this manner so as to
obtain an expression that is not 0/0 and hence gives a uniquely determined
value in K U {oo}.

A function is said to have a zero at a point P if it takes the value 0 at P,
and it has a pole at P if it takes the value co at P. However, we need more
refined information, namely the order of the zero or pole. Let P be a point.
It can be shown that there is a function up, called a uniformizer at P, with
u(P) = 0 and such that every function f(z,y) can be written in the form

f=upg, withr € Z and g(P) # 0, cc.
Define the order of f at P by

ordp(f) =r.

Example 11.1
On y? = 23 — x, it can be shown that the function y is a uniformizer at (0, 0).
We have

and 1/(z% — 1) is nonzero and finite at (0,0). Therefore,
ord(,0)(z) =2, and ord(z/y) = 1.

This latter fact agrees with the above computation that showed that z/y
vanishes at (0, 0). I

Example 11.2
At any finite point P = (zg,yo) on an elliptic curve, the uniformizer up can
be taken from the equation of a line that passes through P but is not tangent
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to E. A natural choice is up = ¢ — 29 = 0 when yy # 0 and up = y when
yo = 0. For example, let P = (—2,8) on the curve y? = 23 + 72. The line

r+2=0
passes through P, so we take up(z,y) = = + 2. The function
fley)=a+y—6

vanishes at P. Let’s find its order of vanishing at P. The equation for the
curve can be rewritten as

(y+8)(y—8)=(z4+2)>—6(x+2)%+12(z +2).

Therefore,

flay)=(@+2)+ @y -8 =(z+2) (1+(””+2>2—6($+2)+12>.

y+8

The function in parentheses is finite and does not vanish at P, so ordp(f) = 1.
The function

3
t(z,y) = Z(m+2) -y+38
comes from the tangent line to E at P. We have

t(z,y) = (z+2) G_ (z+2) —6(x+2)+12>

y+8
_ % (—4(z+2)* +24(z +2) + 3(y — 8))
(z+2)?

—4<—4(x+2)+24+3

(x+2)2—6(:c+2)+12)
4y +8) '

y+38

The expression in parentheses is finite and does not vanish at P, so ordp(t) =
2. In general, the equation of a tangent line will yield a function that vanishes
to order at least 2 (equal to 2 unless 3P = oo in the group law of E, in which
case the order is 3).

Example 11.3
The point at infinity is a little harder to deal with. If the elliptic curve F is
given by

y? =23+ Az + B,

a uniformizer at co is us, = x/y. This choice is motivated by the complex
situation: The Weierstrass function p gives the z-coordinate and %g)' gives
the y-coordinate. Recall that the point 0 € C/L corresponds to co on E.
Since p has a double pole at 0 and g’ has a triple pole at 0, the quotient g/’
has a simple zero at 0, hence can be used as a uniformizer at 0 in C/L.
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Let’s compute the order of x and y. Rewriting the equation for E as

z\2 _ A B\ !
- = 14+ =+ —
Y 2 a3

shows that x/y vanishes at co and that
orde (z) = =2

(given that z/y is a uniformizer). Since y = z - (y/z), we have
orde (y) = —3.

Note that the orders of x and y at co agree with what we expect from looking
at the Weierstrass p-function.

If f is a function on F that is not identically 0, define the divisor of f to
be

div(f)= Y ordp(f)[P] € Div(E).

PcE(K)

This is a finite sum, hence a divisor, by the following.

PROPOSITION 11.1
Let E be an elliptic curve and let f be a function on E that is not identically
0.

1. f has only finitely many zeros and poles
2. deg(div(f)) =0

3. If f has no zeros or poles (so div(f) =0), then f is a constant.

For a proof, see [42, Ch.8, Prop. 1] or [49, II, Cor. 6.10]. The complex
analytic analogue of the proposition is Theorem 9.1. Note that it is important
to look at points with coordinates in K. It is easy to construct nonconstant
functions with no zeros or poles at the points in F(K), and it is easy to
construct functions that have zeros but no poles in E(K) (see Exercise 11.1).

The divisor of a function is said to be a principal divisor.

Suppose Py, P, P3 are three points on E that lie on the line ax+by+c = 0.
Then the function

flz,y) =ax+by +c
has zeros at Py, P», P3. If b # 0 then f has a triple pole at co. Therefore,

div(ax + by + ¢) = [P1] + [P2] 4 [P3] — 3[o0].
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The line through P; = (z3,y3) and —P3 is « — 23 = 0. The divisor of the
function x — x3 is

div(z — z3) = [Ps3] + [—Ps3] — 2[o0]. (11.1)
Therefore,

div (az—l—by—Fc

pra— ) = div(az+by+c) —div(x —z3) = [P1]+[Pe] — [-P3] — [o¢].

Since P, + P, = —P3 on E, this may be rewritten as

[P+ [Pa] = [Py + P+ o]+ v (22525,

r — T3

The following important result is the analogue of Theorem 9.6.

THEOREM 11.2
Let E be an elliptic curve. Let D be a divisor on E with deg(D) = 0. Then
there is a function f on E with

div(f)=D

if and only if
sum(D) = oo.

PROOF  We have just shown that a sum [P;] + [P2] can be replaced by
[P1 + P2] + [00] plus the divisor of a function, call it g. Note also that

sum(div(g)) = Py + Po — (P + P2) — 00 = .

Equation (11.1) shows that [P;]+[Ps] equals 2[oo] plus the divisor of a function
when P; + P, = co. Therefore, the sum of all the terms in D with positive
coefficients equals a single symbol [P] plus a multiple of [co] plus the divisor
of a function. A similar result holds for the sum of the terms with negative
coefficients. Therefore, there are points P and ) on E, a function ¢;, and an
integer n such that

D = [P] = [Q] + n[oo] + div(gy).

Also, since ¢; is the quotient of products of functions g with sum(div(g)) = oo,
we have
sum(div(gy)) = oo.

Since deg(div(g1)) = 0 by Proposition 11.1, we have

0=deg(D)=1—-14n+0=n.
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Therefore,
D = [P] - [Q] + div(g1).

Also,
sum(D) = P — @ + sum(div(¢1)) = P — Q.
Suppose sum(D) = oco. Then P — Q = o0, so P = Q and D = div(¢).

Conversely, suppose D = div(f) for some function f. Then

[P] = [Q] = div(f/g1)-

The following lemma implies that P = @, and hence sum(D) = oco. This
completes the proof of Theorem 11.2.

LEMMA 11.3
Let P,Q € E(K) and suppose there exists a function h on E with

div(h) = [P] - [Q].
Then P = Q.

Since the proof is slightly long, we postpone it until the end of this section.

COROLLARY 11.4
The map
sum : Div)(E)/ (principal divisors) — E(K)

s an isomorphism of groups.

PROOF  Since sum([P] —[00]) = P, the sum map from Div?(E) to E(K) is
surjective. The theorem says that the kernel is exactly the principal divisors.

Corollary 11.4 shows that the group law on E(K) corresponds to the very
natural group law on DivO(E) mod principal divisors.

Example 11.4
The proof of the theorem gives an algorithm for finding a function with a
given divisor (of degree 0 and sum equal to co). Consider the elliptic curve E
over F1; given by

y? =23 + 4a.

Let
D =[(0,0)] +[(2,4)] + [(4,5)] + [(6,3)] — 4[oc].
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Then D has degree 0 and an easy calculation shows that sum(D) = co. There-
fore, D is the divisor of a function. Let’s find the function. The line through
(0,0) and (2,4) is y — 22 = 0. It is tangent to E at (2,4), so

div(y — 2z) = [(0,0)] + 2[(2, 4)] — 3[oq].
The vertical line through (2,4) is x —2 =0, and

div(z —2) = [(2,4)] + [(2, —4)] — 2[oq].
Therefore,

) )+ 16,3 - 3]

D =[(2,—4)] + div (

Similarly, we have

mm+mm=mm+w+m@iﬁ%,

xr— 2

which yields

D =[(2,—4)] + div (yx_ 22””) +[(2,4)] + div (%) — 2[od].

Since we have already calculated div(xz — 2), we use this to conclude that

-2 2
D = div(z — 2) + div (y 1:) + div (M>
Tz —2 Tz —2

-y (=240 )

This function can be simplified. The numerator is

(y—22)(y+2+2) =9y* —ay —22% + 2y — 4z
=% —xy— 222+ 2y (since y? = 2® + 4x)

= (z—2)(a* —y).

Therefore,
D = div(z?* —y).
I
Proof of Lemma 11.3:

Suppose P # @ and div(h) = [P] — [@]. Then, for any constant ¢, the
function h — ¢ has a simple pole at () and therefore, by Proposition 11.1, it
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has exactly one zero, which must be simple. Let f be any function on E. If
f does not have a zero or pole at @, then

gy = [ (ay) - h(R)=D
ReE(K)

has the same divisor as f (since we are assuming that ordg(f) = 0, the factor
for R = Q is defined to be 1). The only thing to check is that the poles of
h(z,y) at @ cancel out. Each factor has a pole at (z,y) = Q of order ordg(f)
(or a zero if ordg(f) < 0). Since ), ordgr(f) = 0, these cancel.

Since f and g have the same divisor, the quotient f/g has no zeros or poles,
and is therefore constant. It follows that f is a rational function of h.

If f has a zero or pole at @, the factor for R = @ in the above product
is not defined. However, f - h°*42(f) has no zero or pole at Q. The above
reasoning shows that it is therefore a rational function of A, so the same holds
for f.

We have shown that every function on E(K) is a rational function of h.
In particular,  and y are rational functions of h. The following result shows
that this is impossible. This contradiction means that we must have P = Q.

LEMMA 11.5
Let E be an elliptic curve over K (of characteristic not 2) given by
y?=2®+ Az + B.

Let t be an indeterminate. There are no nonconstant rational functions X (t)
and Y (t) in K(t) such that

Y(t)? = X(t)* + AX(t) + B.

PROOF Factor the cubic polynomial as
23+ Ar + B = (z—e))(z —e2)(x — e3),
where ey, e, e3 € K are distinct. Suppose X (t),Y () exist. Write

_ P _ ()
Pa(t)’ Q2(t)’
where Py, P, Q1, Q2 are polynomials in t. We may assume that P;(t), Pa(t)

have no common roots, and that 1(¢), Q2(¢) have no common roots. Sub-
stituting into the equation for F yields

Q1(1)°P2(t)® = Q2(t)? (Pu(t)® + AP (t)P2(t)? + BPs(t)%) .

X(t)

Y (t)

Since the right side is a multiple of Q2(t)?, so is the left side. Since Q1,Q2
have no common roots, P§ must be a multiple of Q3. A common root of
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Py and P} + AP, P} + BP$ would be a root of P?. Since P; and P, have
no roots in common, this is impossible. Therefore, @3 must be a multiple of
P3. Therefore, P§ and Q% are multiples of each other, hence are constant
multiples of each other. By adjusting P, and Q) if necessary, we may assume
that

Py = Q5.
Canceling these from the equation yields

1=P} + AP,P] + BP} = (P, — e1 P)(P1 — eaP)(P3 — e3P).

Suppose i # j and P; —e; P, and P, — e; P> have a common root r. Then r is
a root of

6j(P1 — eiPQ) — ei(Pl — ejPQ) = (Ej — ei)Pl (112)
and of
(Pl —€iP2) - (P1 —BjPQ) = (Bj —6i)P2. (113)

Since e; — e; # 0, this means that 7 is a common root of P; and P,, which
is a contradiction. Therefore P, —e; P> and P; — e; P> have no common roots
when ¢ # j. Since the product

(P1 — 61P2)(P1 — €2P2)(P1 - 63P2)

is the square of a polynomial, each factor must be a square of a polynomial
in K[t] (it might seem that each factor is a constant times a square, but
all constants are squares in the algebraically closed field K, hence can be
absorbed into the squares of polynomials).

Since P§ = Q3%, we find that P, must also be a square of a polynomial.

LEMMA 11.6 o
Let Py and Py be polynomials in K|t] with no_common roots. Suppose there
are four pairs (a;, b;), 1 <i <4, with a;,b; € K satisfying

1. for each i, at least one of a;,b; is nonzero
2. ifi # j, then there does not exist c € K - with (a;,b;) = (caj,cbj)
3. a; Py + b; Py is a square of a polynomial for 1 <i <4.

Then Py, P> are constant polynomials.

PROOF The assumptions imply that any two of the vectors (a;,b;) are

. . - -2
linearly independent over K and therefore span K . Suppose that at least
one of Py, P, is nonconstant. We may assume that P, P, are chosen so that

Max(deg(Py), deg(Pz)) >0
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is as small as possible. Since Py, P> have no common roots, it is easy to see
that they must be linearly independent over K. Let

aiPy +b;Py=R? 1<i<A4. (11.4)

Note that when i # j, the polynomial R? cannot be a constant multiple of
R?, since otherwise the linear independence of Py, P» would imply that (a;, b;)
is a constant multiple of (a;, b;).

Since the vectors (as, bs) and (a4, by) are linear combinations of (a1,b1) and
(az,bs), there are constants c;, ¢z, d1,ds € K such that

R2 =R} —d\R3, R?=cyR? —dyR2.

If (¢1,d;) is proportional to (co,ds), then RZ is a constant times R%, which is
not possible. Therefore, (¢1,d;) and (c2,d2) are not proportional. Moreover,
since (a1, b1) and (az, ba) are linearly independent, Equation (11.4) for ¢ = 1,2
can be solved for P; and P,, showing that P; and P are linear combinations
of R? and R3. Therefore, a common root of R; and Ry is a common root of
P; and P,, which doesn’t exist. It follows that R; and Ry have no common
roots. It follows easily (by using equations similar to (11.2) and (11.3)) that

VeaRi ++VdiRy and o R — diR2

have no common roots. Since their product is square, namely R3, each factor
must be a square. Similarly, both /2Ry 4+ v/da Ry and \/c2 Ry — v/da Ry must
be squares. Therefore, R, Rs are polynomials satisfying the conditions of the
lemma, for the pairs

(\/aa \/d_1)7 (\/a’ _\/d_1)7 (\/av \/@), (\/ar _\/g)

Since (c1,d1) and (cg,d2) are not proportional, neither of the first two pairs
is proportional to either of the last two pairs. If (\/c1, V/dy) is proportional to
(Ver, —/d1), then either ¢; or d; is zero, which means that R3 is a constant
multiple of either R? or R3. This cannot be the case, as pointed out above.
Similarly, the last two pairs are not proportional.

Equation (11.4) implies that

Max(deg(Py), deg(P2)) > 2Max(deg(R1), deg(Rz2)).

Since Ry and R, are clearly nonconstant, this contradicts the minimality
of Max(deg(P1), deg(P2)). Therefore, all polynomials P;, Py satisfying the

conditions of the lemma must be constant. This proves Lemma 11.6. |
Returning to the proof of Lemma 11.5, we have polynomials P, P, and

pairs
(1,—61), (1,—62), (1,—63)7 (0,1)
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satisfying the conditions of Lemma 11.6. Therefore, P, and P, must be con-
stant. But X (t) = P;/P» is nonconstant, so we have a contradiction. This

completes the proof of Lemma 11.5. |

As pointed out above, Lemma 11.5 completes the proof of Lemma 11.3.

11.2 The Weil Pairing

The goal of this section is to construct the Weil pairing and prove its basic
properties that were stated in Section 3.3. Recall that n is an integer not
divisible by the characteristic of the field K, and that F is an elliptic curve
such that

E[n] C E(K).

We want to construct a pairing
en : E[n] x E[n] — pn,

where 11, is the set of nth roots of unity in K (as we showed in Section 3.3,
the assumption E[n] C E(K) forces u, C K).
Let T € E[n]. By Theorem 11.2, there exists a function f such that

div(f) = n[T] — nloo]. (11.5)

Choose T" € E[n?] such that nT’' = T. We'll use Theorem 11.2 to show that
there exists a function g such that

div(g) = > ([T'+ R] - [R]).

ReE[n]

We need to verify that the sum of the points in the divisor is co. This follows
from the fact that there are n? points R in E[n]. The points R in Y [T" + R]
and >"[R] cancel, so the sum is n*T” = nT = co. Note that g does not depend
on the choice of T since any two choices for 7" differ by an element R € E[n].
Therefore, we could have written

divig) = S 1"~ 3 [R)
nT"=T nR=00

Let f on denote the function that starts with a point, multiplies it by n,
then applies f. The points P = T” + R with R € E[n] are those points P with
nP =T. It follows from (11.5) that

div(fon)=n (Z[T’ + R]) -n (Z[R]) = div(g").

R R
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Therefore, f on is a constant multiple of g". By multiplying f by a suitable
constant, we may assume that

fon=g"

Let S € F[n] and let P € E(K). Then
g(P +8)" = f(n(P +5)) = f(nP) = g(P)".

Therefore, g(P + S)/g(P) € pn. In fact, g(P + 5)/g(P) is independent of P.
The proof of this is slightly technical: In the Zariski topology, g(P +.5)/g(P)
is a continuous function of P and E is connected. Therefore, the map to the
finite discrete set p, must be constant.

Define the Weil pairing by

g(P+5S)
g(P)

Since g is determined up to a scalar multiple by its divisor, this definition is
independent of the choice of g. Note that (11.6) is independent of the choice
of the auxiliary point P. The main properties of e,, are given in the following
theorem, which was stated in Section 3.3.

en(S,T) = (11.6)

THEOREM 11.7
Let E be an elliptic curve defined over a field K and let n be a positive integer.
Assume that the characteristic of K does not divide n. Then the Weil pairing

en : Eln] x E[n] —
satisfies the following properties:
1. e, 1s bilinear in each variable. This means that
en(S1+ 52, T) = e,(51,T)en(S2,T)

and

en(S7 T1 + Tg) = en(S’, Tl)en(S, TQ)
for all S, 81,82, T,T1,T5 € En].

2. ey is nondegenerate in each variable. This means that if e,(S,T) = 1
for all T € En] then S = oo and also that if e,(S,T) = 1 for all
S € E[n| then T = co.

3. e, (T,T) =1 for all T € E[n].

4. en(T,S) = e,(S,T)"" for all S,T € E[n].
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5. en(08,0T) = (e, (S, T)) for all automorphisms o of K such that o is
the identity map on the coefficients of E (if E is in Weierstrass form,
this means that o(A) = A and o(B) = B).

6. en(a(S),a(T)) = en(S,T)%E) for all separable endomorphisms o of
E. If the coefficients of E lie in a finite field F,, then the statement
also holds when o is the Frobenius endomorphism ¢q. (Actually, the
statement holds for all endomorphisms «, separable or not. See [38].)

PROOF (1) Since e, is independent of the choice of P, we use (11.6) with
P and with P + S to obtain

g(P+ S1) g(P+ S1+52)
g(P) g(P+ S1)
g(P + S+ SQ)
9(P)
= en(Sl + SQ,T).

en(Sla T)en(527 T) =

This proves linearity in the first variable.

Suppose T1,T5,T5 € E[n] with Ty + 1o = T5. For 1 <14 < 3, let f;, g; be
the functions used above to define e, (S5, 7;). By Theorem 11.2, there exists a
function h such that

div(h) = [T5] — [T1] — [T3] + [oq].

Equation (11.5) yields

div <f{:}2) = ndiv(h) = div(h").

Therefore, there exists a constant ¢ € K™ such that

[z =cfif2h".
This implies that
gs = Cl/n(91)(92)(h on).
The definition of e, yields
93s(P+5) _ q1(P+5) g2(P +5) h(n(P + 9))

g(P) — q(P) 92(P) h(nP)
=en(S,T1) en (S, Ta),

en (S, 11 + 1)

since nS = oo, so h(n(P + S)) = h(nP). This proves linearity in the second
variable.
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(2) Suppose T' € E[n] is such that e, (S,T) = 1 for all S € E[n]. This means
that g(P + S) = g(P) for all P and for all S € E[n]. By Proposition 9.34,
there is a function h such that g = h on. Then

(hon)" =g" = fon.

Since multiplication by n is surjective on E(K), we have h™ = f. Therefore,
ndiv(h) = div(f) = n[T] — n[x],

so div(h) = [T] — [00]. By Theorem 11.2, we have T = oco. This proves
half of (2). The nondegeneracy in S follows immediately from (4) plus the
nondegeneracy in 7.

(3) Let 7jr represent adding jT, so f o 7j7 denotes the function P —
f(P + jT). The divisor of f o7 is n[T — jT| — n[—jT]. Therefore,

div r:[o Forr zg(n[u—j)T]—n[—m):O-

This means that H;-:ol [ o 7jr is constant. The nth power of the function

H;:Ol g o T is the above product of f’s composed with multiplication by n,
hence is constant. Since

n—1 n—1
HgoTJT/ :Hfono'ro/
j=0 J=0
n—1
= H forjron (since nT’' =T).
Jj=0

Since we have proved that this last product is constant, it follows that ngol go
7,7 is constant (we are again using the connectedness of E in the Zariski
topology). Therefore, it has the same value at P and P + T, so

n—1 n—1
[[oP+1"+31") = ] 9(P +5T").
=0 =0

Canceling the common terms (we assume P is chosen so that all terms are
finite and nonzero) yields

g(P+nT") = g(P).
Since nT’ = T, this means that

g(P+T)

1) == )

=1
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(4) By (1) and (3),
1=e,(SH+T,S+T)=en(S,5)en(S,T)en(T,S)en(T,T)
=en(S,T)en(T,5).
Therefore e, (T, S) = e,(S,T)~1.

(5) Let o be an automorphism of K such that o is the identity on the
coefficients of E. Apply o to everything in the construction of e,. Then

div(f?) = n[oT] — nf[oc]

and similarly for g7, where f° and g° denote the functions obtained by ap-
plying o to the coefficients of the rational functions defining f and g (cf.
Section 8.9). Therefore,

g(P+S)) _ 9ol H05) s o).

o(en(S,T)) =0 ( 9(P) g7 (oP)

(6) Let {Q1,...,Qx} = Ker(a). Since « is a separable morphism, k =
deg(a) by Proposition 2.21. Let

div(fr) = n[T] = nloc],  div(fa(r)) = n[a(T)] - n[oc]
and
gr = fron, gy = famon.
As in (3), let 7¢ denote adding Q). We have
div(fr om—q,) = n[T + Qi] — n[Q;].
Therefore,

diV(fa(T) o a) =n Z [T//} -n Z [Q]
Q)=00

a(T")=a(T) a(

”Z([T + Qi) — [Qi])
div([J(fr o 7—q.))-

For each i, choose @} with nQ} = @Q;. Then
gr(P — Q)" = fr(nP — Q;).

Consequently,

3

div (H(QT o TQ;)”) = diV(H froT_g,on)

= div(fo(ryoon)
= div(fa(r)onoa)

= div(ga(r) 0 )",

© 2008 by Taylor & Francis Group, LLC



354 CHAPTER 11 DIVISORS

Therefore, [, g7 o 7_@; and go() © @ have the same divisor and hence differ
by a constant C.

The definition of e, yields
Ja(r)(@(P + 5))

Ja(T )( (P))
H gr( P + S —Q;)

Q)
:H%@ﬂ

(since both P and P — Q) give the same value of e,)
= en(Sv T)k = en(Sv T)deg(a).

en(a(5), a(T)) =

(the constant C' cancels out)

When a = ¢, is the Frobenius endomorphism, then (5) implies that

en(9q(5); 94(T)) = ¢q(en(S,T)) = en(S, T)7,

since ¢, is the gth power map on elements of F,. From Lemma 2.20, we have
that ¢ = deg(¢,), which proves (6) when o = ¢,. This completes the proof of

Theorem 11.7.

11.3 The Tate-Lichtenbaum Pairing

In this section, we give an alternative definition of the Tate-Lichtenbaum
pairing and the modified Tate-Lichtenbaum pairing, which were introduced in
Chapter 3. In Section 11.6.2, we show that these two definitions are equivalent.

THEOREM 11.8

Let E be an elliptic curve over F,. Let n be an integer such that nlq — 1.
Let E(F,)[n] denote the elements of E(F,) of order dividing n, and let j, =
{z € F,| 2" =1}. Then there are nondegenerate bilinear pairings

() It E(Fg)[n] x E(Fg)/nEF,) — Fy/(F;)"
and

™t E(Fg)n] x E(Fg)/nE(Fq) — .

The first pairing of the theorem is called the Tate-Lichtenbaum pairing.
We'll refer to 7, as the modified Tate-Lichtenbaum pairing. The pairing
Tn, 18 better suited for computations since it gives a definite answer, rather than
a coset in F* mod nth powers. As pointed out in Chapter 3, we should write
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(P,Q + nE(F,)),, and similarly for 7,, since an element of E(F,)/nE(F,)
has the form Q + nE(F,). However, we’ll simply write (P, Q),, and 7,,(P, Q).

PROOF The essential idea is the following. Let P € E(F,)[n] and let
div(f) = n([P] — [o0]). Let @ € E(F,) and choose a divisor Dg = ) a;[Q;]
that is equivalent to [Q] — [0o] modulo principal divisors and that does not
contain P or co. Then

(P,Q), = f(Dq) = Hf(w

However, we want to be more careful about our choices of divisors and func-
tions, so we need a few preliminary results.

Let P € E(F,)[n]. Let Dp be a divisor of degree 0 such that sum(Dp) = P.
This means that Dp — [P] 4 [oo] has degree 0 and sum equal to oo, hence is
the divisor of a function, by Theorem 11.2. Therefore, Dp is equivalent to
[P] — [00] mod principal divisors.

We also assume that ¢(Dp) = Dp, where ¢ is the gth power Frobenius.
This means that ¢ permutes the points in Dp in such a way that the divisor is
unchanged. This is the case, for example, if all the points occurring in Dp are
in E(F,). The next lemma shows that we have a lot of choices for choosing
divisors.

LEMMA 11.9

Let E be an elliptic curve over Fy and let Dy be a divisor such that ¢(D1) =
Dy. Let S C E(F,) be a finite set of points. Then there exists a divisor D
such that (D) = D, the divisors D and D1 differ by a principal divisor, and
D contains no points from S.

PROOF Let Dy = 2?21 ¢;[P;]. Since the points P; lie in some finite
group E(F ), there is an integer M > 1 such that MP; = oo for all j. Let
m =1 (mod M) and let T € E(Fyn). Then ¢"(T) = T, so ¢ permutes the
set {T,¢(T),...,¢m YT)}. Let

Ju

m—

d
D=3 "% ¢ ([P +¢'(T)] - ['(D)).

=0 j=1
Since ¢(D1) = D;, for each j we have ¢(P;) = Pj, and ¢; = ¢; for some j'.

It follows that the summands are permuted by ¢, so ¢(D) = D. Since m =1
(mod M), we have

St (Z ([P +6'(T)] - W(T)])> =mP; = P;.

=0
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Therefore, sum(D; — D) = 0 and deg(D; — D) = 0, which implies that D; — D
is principal.

If D contains a point from S, then either ¢*(T) € S or P; + ¢'(T) € S
for some 4,j. This means that T is in a set obtained by translating ¢ ()
by either co or one of the points gb’i(Pj). Let s = #S5. There are at most
m(d 4+ 1)s points in the union of these sets. By Hasse’s theorem, E(F;m)
contains at least ¢™ 4+ 1 — 2¢™/2 points. Since #EFm)—m(d+1)s — oo as
m — 00, we can, by varying m, choose T not in these sets and thus obtain a
divisor containing no points from S.

Suppose that we have chosen Dp. By Theorem 11.2, there exists a function
f such that
le(f) = ’nDp.

But we want a little more. Let f? denote the result of applying ¢ to the
coefficients of a rational function defining f. Then ¢(f(X)) = f?(¢(X)) for

all X € BE(F,).

LEMMA 11.10
Let D' be a principal divisor with ¢(D’) = D'. Then there exists [ such that
div(f) = D’ and f® = f (so f is defined over F).

PROOF  Start with any f; (defined over F,) such that div(f;) = D’. Then
div(f{) = ¢(D') = D' = div(f1),

sofl/fi=ce qu is constant. Choose d € qu such that ¢ = d9=! = ¢(d)/d.
Then

o(d)/d=c=f{/f
Therefore,
(1/d)f)* = (1/s(@d) ] = (1/d) fr.
Since d is constant, the function f = (1/d) f1 has the same divisor as fi. This
proves the lemma.

Now let Dg = >, a;[Q;] be a divisor of degree 0 such that sum(Dg) =
and such that Dp and D¢ have no points in common. Assume that ¢(Dg)
Dg. Let f satisfy f¢ = f and div(f) = nDp. Define

(P,Q)n = f(Dq) (mod (Fg)"),

Q

where, for any function f whose divisor has no points in common with Dg,

we define
f(Dq) = [T r@™.
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Note that once we have chosen Dp, the function f is determined up to a
constant multiple. Since 0 = deg(Dg) = ), a;, any such constant cancels out
in the definition of the pairing.

We need to see what happens when we change the choice of Dp or Dq.
Suppose D’ and Dé;, are divisors of degree 0 with sums P and @, and that
¢(Dg) = Dy and ¢(Dp) = Dp. Then

» = Dp +div(g), o = Dq +div(h),

for some functions g and h. By Lemma 11.10, we may assume that g, h are
defined over F,. We have div(f’) = nD% for some function f’ defined over
F

0
First, assume that Dg, has no points in common with Dp and D, and that
D', also has no points in common with Dg. Since

div(f') = div(fg"),

f"'=cfg" for some constant c. Let’s use f and Dy, to define a pairing, and
denote it by (-, -)/,. We obtain

(P, Q), = f'(Dg) = [(Dg) 9(Dgp)" = f(Dq) f(div(h)) g(Dg)".

Note that the constant ¢ canceled out since deg(Db) = 0. We now need the
following result, which is usually called Weil reciprocity.

LEMMA 11.11
Let f and h be two functions on E and suppose that div(f) and div(h) have
no points in common. Then

f(div(h)) = h(div(f)).

For a proof, see [59, p. 427] or [109].
In our situation, Weil reciprocity yields

(P, Q) = f(Dq) h(div(f)) g(Dg)"
= f(Dq) h(Dp)" 9(Dg))"-
Since ¢(h(Dp)) = h(¢(Dp)) = h(Dp) and similarly for g(Dg), we have
h(Dp),g(Dg) € Fy . Therefore,
(P, Q) = (P, Q) (mod (FJ)"),

so the pairing is independent mod nth powers of the choice of Dp and Dg.

For the general case where Dp, D, and Do, D’Q could have points in com-
mon, use Lemma 11.9 to choose disjoint divisors D% and D'é) that are disjoint
from all of these divisors. Then

(P, Q) = (P, Q),, = (P, Q) (mod (F)").
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Therefore, the pairing is independent mod nth powers of the choice of Dp
and Dg.

If @1 and Q3 are two points and Dg, and Dg, are corresponding divisors,
then

Dq, + Dq, ~ [@1] = [o0] + [Qa] — [o0] ~ [Q1 + Q2] — [0]

where ~ denotes equivalence of divisors mod principal divisors. The last
equivalence is the fact that the sum function in Corollary 11.4 is a homomor-
phism of groups. Consequently,

<P7Q1 + Q2>n = f(DQl)f(DQz) = <P7 Q1>n<Pa Q2>n

Therefore, the pairing is linear in the second variable.
If Pi,P, € E(F,)[n], and Dp,, Dp, are corresponding divisors and f1, f2
are the corresponding functions, then

Dp, + Dp, ~ [P1] = [00] + [P2] — [00] ~ [Py + P3| — [o0].
Therefore, we can let Dp,+p, = Dp, + Dp,. We have
div(f1f2) =nDp, + nDp, = nDp, i p,,
so f1fo can be used to compute the pairing. Therefore,

(PL+ P2, Q)n = f1(D@) f2(Dq) = (P1, Q)n (P2, Q)n-

Consequently, the pairing is linear in the first variable.

The nondegeneracy is much more difficult to prove. This will follow from
the main results of Sections 11.7 and 11.6.2; namely, the present pairing is the
same as the pairing defined in Chapter 3, and that pairing is nondegenerate.

Since F is cyclic of order ¢ — 1, the (¢ — 1)/n-th power map gives an
isomorphism

Fr/(FX)" — pin.
Therefore, define
(P, Q) = (P,Q){1~ /",

The desired properties of the modified Tate-Lichtenbaum pairing 7,, follow
immediately from those of the Tate-Lichtenbaum pairing.

11.4 Computation of the Pairings

In Section 11.1, we showed how to express a divisor of degree 0 and sum
oo as a divisor of a function. This method suffices to compute the Weil and
Tate-Lichtenbaum pairings for small examples. However, for larger examples,
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a little care is needed to avoid massive calculations. Also, the definition given
for the Weil pairing involves a function g whose divisor includes contributions
from all of the n? points in E[n]. When n is large, this can cause compu-
tational difficulties. The following result gives an alternate definition of the
Weil pairing e,,.

THEOREM 11.12
Let S,T € E[n]. Let Ds and Dy be divisors of degree 0 such that
sum(Dg) =S5 and sum(Dp)=T

and such that Dg and Dt have no points in common. Let fs and fr be
functions such that

diV(fs) = TLDS and le(fT) = nDT.
Then the Weil pairing is given by

Jr(Ds)
fs(Dr)’

en(S,T) =
(Recall that f(° a;[P]) = [, f(P5)*.)
The proof is given in Section 11.6.1.

REMARK 11.13  Some authors define the Weil pairing as fs(Dr)/fr(Ds),
thus obtaining the inverse of the value we use.

A natural choice of divisors is
Dg =[S] —[<], Dr=[T'+R] - [R]
for some randomly chosen point R. Then we have

_ fs(R)fr(S)
nlST) = F T+ R)fr(o0)

Example 11.5
Let E be the elliptic curve over F7 defined by

y? =23+ 2.

Then

In fact, this is all of F(F7). Let’s compute

63((07 3)’ (57 1))
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Let

Dio3) =1(0,3)] = [oc], D51y = [(3,6)] — [(6,1)].
The second divisor was obtained by adding R = (6,1) to (5,1) to obtain
(3,6) = (5,1) + (6,1). A calculation (see Section 11.1) shows that

. . (4 —y+1
le(’y — 3) = 3.[)(0’3)7 div <m> = 3D(571).
Therefore, we take
dr —y+1
=y—-3 = —,
f(0,3) Yy ) f(5,1) 5r—y— 1
We have
f0,3(3,6)  6-3
D === = =2 dm7).
f(0’3) ( (571)) f(073)(6, 1) 1-3 (mo )
Similarly,

fs,1)(Do,3)) =4

(to evaluate f(5 1)(00), see below). Therefore,
4
e3((0,3),(5,1)) = 3= 2 (mod 7).

The number 2 is a cube root of unity, since 23 =1 (mod 7).

There are several ways to evaluate f(51)(c0). The intuitive way is to observe
that y has a pole of order 3 at oo while z has a pole of order 2. Therefore,
the terms —y in the numerator and denominator dominate as (x,y) — oo, so
the ratio goes to 1. Another way is to change to homogeneous form and use
projective coordinates:

de —y+ 2z
f(5)1)(a:.y.z) = m

Then
J,1)(00) = f51)(0:1:0) = 1.

[

The Tate-Lichtenbaum pairing can be calculated as

f(Q@+R)
f(R)
for appropriate f (depending on P) and R (as long as there are enough points

in E(F,) to choose R # P,—Q, P — (,00) . We can express the Weil pairing
in terms of this pairing:

<P7Q>TL =

(T, S)n

en(S,T) = ST

© 2008 by Taylor & Francis Group, LLC



SECTION 11.4 COMPUTATION OF THE PAIRINGS 361

ignoring the ambiguities (i.e., up to nth powers) in the definition of the terms
on the right side, since they cancel out.

Therefore, we see that computing the Weil pairing and computing the Tate-
Lichtenbaum pairing both reduce to finding a function f with

div(f) = n[P + R] — n[R]

for points P € F[n] and R € E and evaluating f(Q1)/f(Q2) for points Q1, Qa.
The following algorithm due to Victor Miller [83] shows how to do this effi-
ciently.

The idea is to use successive doubling (see page 18) to get to n. But the
divisors j[P+ R] — j[R] for j < n are not divisors of functions, so we introduce
the divisors

Dj = j[P + R] = j[R] = [jP] + [o0]. (11.7)
Then D; is the divisor of a function, by Theorem 11.2:

Suppose we have computed f;(Q1)/f;(Q2) and fr(Q1)/fx(Q2). We show
how to compute fj4x(Q1)/fj+x(Q2). Let

ar+by+c=0

be the line through jP and kP (the tangent line if jP = kP), and let z+d =0
be the vertical line through (j 4+ k)P. Then (see the proof of Theorem 11.2),

div (“by*) — [iP) 4 [kP] — [(j + k)P] — [oc).

r+d
Therefore,
. . [ax+by+c
le(fj+k) = Dj+k = Dj + Dk + div (m—f—d)
. ar +by+c
=d g TP
v (fjfk r+d )
This means that there exists a constant v such that
B axr + by +c
fj+k —'ijfk r1d .

Therefore,

fivr(@1) _ fi(@Q1) fr(@1) (az +by + o)/ (z + d)| , —q, (11.9)
fivn(Q2)  fi(Q2) fu(Q2) (az+by+c)/(x+d)l, )0, '

We conclude that passing from f; and fj to fj4r can be done quite quickly.
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For example, this means that if we know f;(Q1)/f;(Q2) for j = 2, we
can quickly calculate the same expression for j = 2¢+!. Also, once we have
computed some of these, we can combine them to obtain the values when j is
a sum of powers of 2. This is what happens when we do successive doubling
to reach n. Therefore, we can compute f,,(Q1)/fn(Q2) quickly. But

div(f,) = n[P + R] — n[R] — [nP] + [00] = n[P + R] — n[R],

since nP = oo. Therefore, f, is the function f whose values we are trying to
compute, so we have completed the calculation.

The above method can be described in algorithmic form as follows. Let
P € E[n] and let R,Q1,Q2 be points on E. Let f; be as in (11.8). Define

vj = [i(Q1)/1;(Q2)
to be the value of f; at the divisor [Q1] — [Q2].

1. Start withi=mn, 7 =0, k= 1. Let fo =1 and compute f; with divisor
[P+ R] — [P] — [R] + [oc].

2. If i is even, let i = i/2 and compute var, = for,(Q1)/ for(Q2) in terms of
vk, using (11.9). Then change k to 2k, but do not change j. Save the
pair (vj,vy) for the new value of k.

3. If i is odd, let ¢ = ¢ — 1, and compute vj1r = fi4r(Q1)/fj+r(Q2) in
terms of v; and vy, using (11.9). Then change j to j + k, but do not
change k. Save the pair (vj,v;) for the new value of j.

4. If i # 0, go to step 2.
5. Output v;.
The output will be v,, = f,(Q1)/fn(Q2) (this can be proved by induction).

Example 11.6
Suppose we want to calculate v13. At the end of each computation, we have
the following values of i, j, k, (v, vg):

1. 1= 13,j=0, k= 1, (1}0,1}1)

2.i=12,j=1,k=1, (v;,v1)

3.i=6,j=1,k=2 (v1,00)
4. 1=3,j=1, k=4, (v1,v4)
5.9=2,7=5k=4, (vs,v4)
6.i=1,j=5k=238, (vs,0v8)
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7.i=0,j=13, k=8, (v13,08) U

Example 11.7
Let E be the elliptic curve

Vv=z3—z+1

over Fy1, and let n = 5. There are 10 points in E(F11). The point P = (3,6)
has order 5. Let’s compute (P, P)5. Therefore, in the definition of the Tate-
Lichtenbaum pairing, we have P = Q = (3,6). Let

Dp =[(3,6)] = [oc], Dg = I[(1,1)] = [(0,1)] = [@] - [Q2]:

The divisor Dg was constructed by adding (0,1) to @ to obtain (1,1). This
was done so that Dp and D¢ have no points in common. We now use the
algorithm to compute fp(Dg), where

div(fp) =5Dp.

In Equation (11.7), we have R = oo, so Dy = D; = 0. Therefore, we take
fo = f1 = 1. The algorithm proceeds as follows.

1. Start withi =5, =0,k =1,v99 =1,v; = 1.

2. Since ¢ = 5 is odd, compute v;; = v1, which is already known to be 1.
Update the values of i, j,k to obtain i =4, =1,k =1,v; =1,v; = 1.

3. Since i = 4 is even, compute the line tangent to F at kP = P. This
is 4x —y + 5 = 0. The vertical line through 2kP = 2P is x + 1 = 0.
Therefore, Equation (11.9) becomes

o 4r—y+5

= =1.1=
V2 ’Ul ,’1,‘—|—1 DQ

Here we performed the calculation

4z —y+5)lay 8 5
(dz—y+5)o1 4

(42 —y +5)|p, =
and similarly (z + 1)|DQ = 2. Update toobtaini=2,j =1,k =2,v; =
1, Vg = 1.
4. Since i = 2 is even, use the computation of 4P = 2P + 2P to obtain

T4y +2

=1-1-2=2.
r—3 Do

Vg = Vg -V -

Update to obtaini =1, =1,k =4,v; = 1,v4 = 2.
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5. Since ¢ = 1 is odd, use the computation of 5P = P + 4P to obtain
vs =v1-vg- (¥ —3)|p, =1-2-(2/3) =5 (mod 11).
Therefore, the Tate-Lichtenbaum pairing of P with P is
(P,P)s =vs =5 (mod (Fy)°),
and the modified Tate-Lichtenbaum pairing is
(P, P) = (P,P)\" V" =3 (mod 11).

Note that, in contrast to the Weil pairing, the Tate-Lichtenbaum pairing of a
point with itself can be nontrivial.

11.5 Genus One Curves and Elliptic Curves

Let C be a nonsingular algebraic curve defined over a field K. The curve C
is given as the roots in P% of a polynomial, or as the intersection of surfaces
in P%, for example, and is assumed not to be the union of two smaller such
curves. We can define divisors and divisors of functions on C' in the same way
as we did for elliptic curves. Let

Dy =Y ai[P], Dy=) bi[P)]
be divisors on C. We say that

Dy > Dy < a; >b; foralli.
We say that

Dy ~ Dy <= Dy — Dy = div(f) for some function f.
For a divisor D, define
L(D) = {functions f | div(f) + D > 0} U {0}.
Then £(D) is a vector space over K. Define
(D) = dim L(D).

For example, let D = 3[P] —2[Q]. A function f in the linear space £(D) has
at most a triple pole at P and at least a double zero at Q). Also, f cannot
have any poles other than at P, but it can have zeros other than at Q.

PROPOSITION 11.14
Let C be a nonsingular algebraic curve defined over a field K, and let D, Dy,
and D5 be divisors on C.
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1. If deg D < 0, then L(D) = 0.
2. If Dy ~ Dy then L£(D1) ~ £(Dy).
3. £0)=K.
4. (D) < 0.

5. If deg(D) = 0 then £(D) =0 or 1.

PROOF  Proposition 11.1 holds for all curves (see [38]), not just elliptic
curves, and we’ll use it in this more general context throughout the present
proof. For example, we need that deg(div(f)) = 0 for functions f that are
not identically 0.

If £ # 0, then there exists f # 0 with

div(f)+ D >0,
which implies that
deg(D) = deg(div(f) + D) > 0.

This proves (1).
If Dy ~ Dy, then Dy = Dy + div(g) for some g. The map

L(D1) — L(D2)
= 1rg

is easily seen to be an isomorphism. This proves (2).

If 0 # f € L£(0), then div(f) > 0. Since deg(div(f)) = 0, we must have
div(f) = 0, which means that f has no zeros or poles. The analogue of
Proposition 11.1 says that f must be a constant. Therefore,

L0)=K

and ¢(0) = 1. This proves (3) and also proves (4) for D = 0.

We can get from 0 to an arbitrary divisor by adding or subtracting one point
at a time. We’ll show that each such modification changes the dimension by
at most one. Therefore, the end result will be a finite dimensional vector
space.

Suppose that Dy, Do are two divisors with Dy = Dy + [P] for some point
P. Then

L(Dy1) € L(D3).

Suppose there exist g, h € L£(Ds) with g, h € L£(D1). Let —n be the coefficient
of [P] in Dy. Then both g and h must have order n at P. (The order of g
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must be at least n. If it is larger, then g € £(D;). Similarly for h.) Let u be
a uniformizer at P. Write

g=u"g1, h=u"h
with g1 (P) = ¢ # 0,00 and hy(P) =d # 0,00. Then
dg — ch = u"(dg1 — chy),
and (dg; — chy)(P) = 0. Therefore, dg — ch has order greater than n at P, so
dg — ch € L(Dy).

Therefore any two such elements g,h € L£(Ds) are linearly dependent mod
L(Dy). It follows that

0(Dy) < 4(Dy) < 4(Dy) + 1.

As pointed out above, this implies (4).
To prove (5), assume deg(D) = 0. If L(D) = 0, we’re done. Otherwise,
there exists 0 # f € £(D). Then

div(f)+ D >0 and deg(div(f)+D)=0+0=0.

Therefore,
div(f)+ D = 0.

Since D ~ div(f) + D = 0, we have

by (2) and (3). Therefore, £(D) = 1. This proves (5). |

A very fundamental result concerning divisors is the following.

THEOREM 11.15 (Riemann-Roch)
Given an algebraic curve C, there exists an integer g (called the genus of C)
and a divisor KC (called a canonical divisor) such that

{(D) —4(K —D)=deg(D)—g+1

for all divisors D.

For a proof, see [42] or [49]. The divisor K is the divisor of a differential on
C.

COROLLARY 11.16

deg(K) =2g — 2.
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PROOF Letting D = 0 and D = K in the Riemann-Roch theorem, then
using (3) in Proposition 11.14, yields

UK)=yg, and £K)=deg(K)—g+2.

Therefore,
deg(K) = 2g — 2,

as desired. |

COROLLARY 11.17
If deg(D) > 2g — 2, then ¢(D) = deg(D) — g + 1.

PROOF Since deg(K—D) < 0, Proposition 11.14 (1) says that (K —D) =
0. The Riemann-Roch theorem therefore yields the result.

COROLLARY 11.18
Let P, @ be points on C. If g > 1 and [P] — [Q] ~ 0, then P = Q.

PROOF By assumption, [P]—[Q] = div(f) for some f. Assume [P] # [Q].
Since f™ has a pole of order n at (), and since functions with different orders
of poles at ) are linearly independent, the set

{17f7f27"'7f29_1}
spans a subspace of £((2g — 1)[Q)]) of dimension 2g. Therefore,
29 <29 -D@N=C2g-1)-g+1=y,

ﬁ)y Corollary 11.17. Since g > 1, this is a contradiction. Therefore, P = Q.

Our goal is to show that a curve C of genus one is isomorphic over K to
an elliptic curve given by a generalized Weierstrass equation. The following
will be used to construct the functions needed to map from C to the elliptic
curve.

COROLLARY 11.19
If C has genus g = 1 and deg(D) > 0, then

{(D) = deg(D).

PROOF This is simply a restatement of Corollary 11.17 in the case g = 1.
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Choose a point P € C(K). If P € C(K), then it is possible to perform
the following construction using only numbers from K rather than from K.
This corresponds to the situation in Chapter 2, where we used rational points
to put certain curves into Weierstrass form. However, we’ll content ourselves
with working over K.

Corollary 11.19 says that

L(n[P])=n foralln>1.
Since K C L([P]), which has dimension 1, we have
L([P) =K.

Since £(2[P]) = 2 > £([P]), there exists a function f € L(2[P]) having a
double pole at P and no other poles. Since ¢(3[P]) = 3 > £(2[P]), there exists
a function g € L(3[P]) with a triple pole at P and no other poles. Since
functions with different order poles at P are linearly independent, we can use
f and g to give bases for several of the spaces L(n[P]):

L([P]) = span(1)

L£(2[P]) = n( f)

L(3[P]) = span(1, f, g)
L(4[P]) = span(1, f, g, %)
L(5[P]) = Span(l 19,12, f9).

We can write down 7 functions in the 6-dimensional space L£(6[P]), namely

1, 1,9, 1% fg, %, 9%
These must be linearly dependent, so there exist ag, a1, as, a3, a4, ag € K with
9*+a1fg+asg=aof’+asf?+ asf + as. (11.10)

Note that the coefficient of g2 must be nonzero, hence can be assumed to
be 1, since the remaining functions have distinct orders of poles at P and
are therefore linearly independent. Similarly, ag # 0. By multiplying f by a
suitable constant, we may assume that

ag = 1.
Let E be the elliptic curve defined by
y2 + a1xy + asy = 3 4 agz? + agx + ag.
We have a map
¥: O(K) — B(K)
Q— (£(Q),9(Q))

P — 0.
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PROPOSITION 11.20
P is a bijection.

PROOF  Suppose Q1 # Q2 are such that ¢¥(Q1) = ¢¥(Qz), hence

f(Q1) = f(Q2) =a and g(Q1)=g(Q2) =10

for some a,b. Since f — a has a double pole at P and g — b has a triple pole
at P,

div(f — a) = [@1] + [Q2] — 2[P]
div(g — b) = [Q1] + [Q2] + [R] — 3[P]
for some R. Subtracting yields
[R] — [P] = div((g —b)/(f —a)) ~ 0.
By Corollary 11.18, this means that R = P. Therefore,
div(g — b) = [Q1] + [Q2] — 2[P],
so g has only a double pole at P. This contradiction proves that 1 is an
injection. .
To prove surjectivity, let (a,b) € E(K). We want to find P with ¢(P) =
(a,b). Since f — a has a double pole at P and since the divisor of a function

has degree 0, there are (not necessarily distinct) points Q, Q2 € C(K) such
that

div(f —a) = [Q1] + [Q2] — 2[P].

For a given z-coordinate a, there are two possible y-coordinates b and o’ for
points on E. If ¢(Q;) = b for some ¢ = 1,2, we have ¥(Q;) = (a,b) and we're
done. Therefore, suppose

9(Q1) = 9(Q2) =V
Then ¥(Q1) = ¥(Q2) = (a,b’). Since ¢ is injective, Q1 = Q2, so
div(f — a) = 2[Q1] - 2[P].
Let u be a uniformizing parameter at Q;. Then
f-a=d"fi, g—V =ugp

with f1(Q1) # 0,00 and ¢1(Q1) # oo (possibly ¢1(Q1) = 0). Substituting into
(11.10) and using the fact that (a,b’) € E yields

(ug1)(2b' + ara + az) = u*h
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for some function h. Dividing by u and evaluating at )7 shows that
91(Q1) =0 or 2V +aja+az=0.
If g1(Q1) =0, then g — b has at least a double root at @1, so
div(g —b') = 2(Q1] + [R] — 3[P]
for some R. Therefore,

div((g — ¥")/(f —a)) = [R] — [P].

By Corollary 11.18, R = P. This means that g — b has only a double pole at
P, which is a contradiction. Therefore, g1(Q1) # 0, so

0
0=20 +aia+a3 = —(y> +aray + azy — a® — aza® — aga — ag)
oy y=b'
This means that b’ is a double root, so b = b’. Therefore, ¥(Q1) = (a,b’) =

(a,b). Therefore, v is surjective. i

It is possible to show that not only %, but also /!, is given by rational
functions. See [109, p. 64]. Since C' is assumed to be nonsingular, this implies
that the equation for E is nonsingular, so F is actually an elliptic curve.

It is also possible to show that elliptic curves always have genus one. There-
fore, over algebraically closed fields, genus one curves, with a base point P
specified, are the same as elliptic curves, with P being the origin for the group
law. Over nonalgebraically closed fields, the situation is more complicated. A
genus one curve C such that C'(K) is nonempty is an elliptic curve, but there
are genus one curves C such that C(K) is empty (see Section 8.8). These
curves are not elliptic curves over K, but become elliptic curves over certain
extensions of K.

11.6 Equivalence of the Definitions of the Pair-
ings

In Sections 11.2 and 11.4, we gave two definitions of the Weil pairing. In this
section, we show that these definitions are equivalent. Similarly, in Sections

3.4 and 11.3, we gave two definitions of the Tate-Lichtenbaum pairing. We
show these are equivalent.
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11.6.1 The Weil Pairing

In this section we give the proof of Theorem 11.12, which says that the two
definitions of the Weil pairing are equivalent. We let e, denote the pairing
defined in Section 11.2 and show that it equals the alternative definition.

PROOF  The following proof is based on a calculation of Weil [131, pp.
240-241].
Let V,W € E[n?). Let

div(fnv) = n[nV] —nlec], Inv = favon,
be as in the definition of the Weil pairing. Define

e(nV,vW) = favinw (X) AV, W) = Invnw (X)

fav (X) faw (X —nV)’ 9nv (X)gnw (X = V)’
where the right-hand sides are functions of the variable point X on E. The
fact that the notation does not include X on the left-hand sides is justified
by the following.

LEMMA 11.21
c(nV,nW) and d(V,W) are constants, and

d(V,W)"* = ¢(nV,nW).

PROOF  Using the expressions for div(f,x),div(gx) on page 349, we see
that div(c¢(nV,nW)) = 0 and div(d(V, W)) = 0. Therefore, they are constants.
Since gy, = fav o n, we have

n __ an+nW (TLX)
AV W) = X fow (0 X =1V

because ¢(nV,nW) is independent of X. |

= ¢(nV,nW),

The next few results relate the Weil pairing to ¢ and d. The points U, V, W
represent elements of FE[n?].

LEMMA 11.22
A(V,W +nU) =d(V,W) and d(V +nU,W) = d(V,W)e,(nU,nW).

PROOF  Since n(W + nU) = nW, the functions g,wnr) and g,w are
equal. Therefore,

GInv4nw (X)

AV, W +nU) = Inv (X)gnw (X = V)

=d(V,W).
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Similarly,
Gnv 4w (X)
d(V +nU W) =
( ) Inv (X)gnw (X =V —nl)
InV4+nW (X) InWw (X B V)

" 9w (X)gaw (X = V) gaw (X — V —nl)
=d(V,W)en(nU,nW),

where the last equality uses the definition of the Weil pairing (Equation

(116)). 1

LEMMA 11.23
AU, V) d(V,W)d(U +W,V)

d(V,U) — d(V.U +W)d(W,V)’

PROOF The definition of d applied twice yields

InU+mv4+nw)(X) = d(U, V + W) g (X) gnvsnw (X — U)
= d(U7 V+ W)gnU(X)d(‘/v W)gnV(X - U)gnW(X -U - V)

Similarly,

I +nv)4aw (X) = dU + V., W) gnv 1nv (X)gnw (X —U = V)
=dU +V,W)d(U, V) gnv(X)gnv (X = U)gnw (X —U = V).

Since gnu4(nv4+nw) = gnU+nv)+nw, We can cancel like terms and obtain
AU,V +W)d(V,W) =d(U + V,W)d(U, V). (11.11)
Interchange U and V in (11.11) and divide to obtain

dU.V) _d(U,V +W)d(V, W) 11.12)
d(V,U) ~ d(V,U + W)d(U, W)’ '

Now switch V and W in 11.11, solve for d(U, W), and substitute in (11.12) to
obtain the result.

LEMMA 11.24

Let S,T € E[n]. Then

c(5,7)
e(T,S)

en(S,T) =

PROOF Choose U,V € E[n?] so that nU = S,nV = T. The left-hand
side of the formula in the previous lemma does not depend on W. Therefore
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we can evaluate the right-hand side at W = jU for 0 < j < n and multiply
the results to obtain

c(nU,nV) d H d(V,jU)d(U + jU,V)
c(nV,nU) d(V,U + jU)d(jU, V)"

All the factors in this product cancel except some of those for j = 0 and

7 =n — 1. We obtain

c(S,T)  d(V,00)d(nU,V)
c(T,8)  d(V,nU)d(co, V)’

In the first equation of Lemma 11.22, set W = oo to obtain d(V,nU) =
d(V,0). In the second equation of Lemma 11.22, set V' = oo and then set

W =V to obtain d(nU, V) = d(oco, V)e(nU,nV'). This yields the result. i

We now proceed with the proof of the theorem. The definition of ¢ shows
that

dST) _ r(X0fs(X - T)
DTS T @ EE -9 —

which is independent of X. Let

Dy = [S] = [o0], Dy = [Xo] — [Xo —T],

where X is chosen so that D and D7, are disjoint divisors. Let F§(X) =
fs(X) and Fr(X) =1/fr(Xo — X). Then

div(F§) = n[S] — n[oc] = nDYy, div(Fy) = n[Xo] — n[Xo — T] = nD/.
Therefore, (11.13) yields

Fr(Ds)

(5 T) = by

This shows that the theorem is true for the choice of divisors Dy and D7..
We now need to consider arbitrary choices. Let Dg be any divisor of degree
0 such that sum(Dg) = S and let Dy be any divisor of degree 0 such that
sum(Dr) = T. Then Dg = div(hy) + D and Dy = div(ha) + D/, for some
functions hi, ho. Let Fs = Y F{ and Fp = hi F}.. Then nDg = div(Fs) and
nDp = div(Fr). First, assume that the divisors D and Dg are disjoint from
D!, and Dy. Then

Fr(Ds) _ ha(Ds)"Fr(Ds) _ ha(div(h))"ha(Ds)" Fp(div(hi)) Fr.(Ds)

Fs(Dr)  h(Dr)"Fg(Dr)  ha(div(he))"hi(Dy)" Fg(div(he)) Fs(Dy)
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By Weil reciprocity (Lemma 11.11), ha(div(hy)) = hi(div(hg)). Also, Weil
reciprocity yields

h2(Dg)" = ha(nDfg) = ha(div(Fg)) = Fg(div(hs))

and similarly hq(D%)"™ = F}.(div(h1)). Therefore, we obtain

= =e,(S,T).

If DY, and Dg are not necessarily disjoint from D/, and Dy, we can proceed
in two steps. First, let

Dg =[X1+ 5] - [X1], Dp=M+T]-M1],

where X7 and Y7 are chosen so that D and DY are disjoint from D/. and
D7, and so that D¢ and Dg are disjoint from D7, and Dr. The preceding
argument shows that

Fr(Ds) _ Fr(Dg) _ Fr(Ds)
Fs(Dr) — F§(D}) — Fg(Dp)

= en(SvT)'

This completes the proof. |

For other proofs, see [69, Section 6.4] and [51].

11.6.2 The Tate-Lichtenbaum Pairing

In Section 3.4, we defined the (modified) Tate-Lichtenbaum pairing in terms
of the Weil pairing. In Section 11.3, we gave an alternative definition in terms
of divisors.

THEOREM 11.25
The pairings T, defined in Theorem 3.17 and Theorem 11.8 are equal.

PROOF  Let the notation be as in Theorem 3.17. In particular, Q € E(F,)
and nR = @. Choose a function g such that

div(g) = n[R] = [Q] — (n — 1)[o0].

Let ¢g® denote the function obtained by applying ¢ to all the coefficients of the
rational function defining g, so ¢(g(X)) = ¢g®(¢X) for all points X € E(F,).

Since ¢(Q) = @Q,
div(g®) = n[¢(R)] — [Q] — (n — 1)[eq].
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Therefore,
div(g/9®) = n[R] = n[¢(R)].

Let P € E(F,)[n]. By Lemma 11.9, we may choose a divisor Dp of degree
0 such that sum(Dp) = P, such that Dp is disjoint from oo, @, and R, and
such that ¢(Dp) = Dp (this means that ¢ permutes the points in Dp).

Let div(f) = nDp. We assume that f is chosen as in Lemma 11.10, so
F(3(R)) = 6(f(R)). In Theorem 11.12, let S = P, T = R — ¢R, Dg = Dp,
Dy = [R] - [¢R], Fs = f, and Fr = g/g®. Then

¢

-0 <g{(l§2)) <gJEZ?P))) N <g{gi)))q_l’

since ¢ raises elements of Fq to the qth power. But

fR)" f(0)
f(@) floo)”

where the second equality is Weil reciprocity. Therefore,

(Gtowm) ~ 769

Raising this to the power (¢ — 1)/n yields
B f(R) q—1 B @ (g—1)/n oy
e (o) - (fg) e

But f(oc) € Fy since f? = f and ¢(00) = co. Therefore, f(o0)d™! = 1.
Define the divisor Dg = [Q] — [00]. We obtain

(P, Q) = f(Dg)= Y/,

as desired. Since we have shown in the proof of Theorem 11.8 that the value
of 7, is independent of the choice of divisors, this completes the proof.

= f(div(g)) = g(div(f)) = g(Dp)",

f(o0)™.

11.7 Nondegeneracy of the Tate-Lichtenbaum
Pairing
In this section we prove that the Tate-Lichtenbaum pairing is nondegen-

erate. The proof here is partly based on a paper of Schaefer [96]. First, we
make a few remarks on pairings in general.
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Let n > 1 and let A and B be two finite abelian groups (written additively)
such that na =0 foralla € Aandnb=0forallbe B. Let (, ) : BXA — iy,
be a bilinear pairing. If we fix a € A, then

Yo : b— (b, a)

gives a homomorphism from B to p,. Let Hom(B,pu,) denote the set of
all group homomorphisms from B to p,. We can make Hom(B, p,,) into an
abelian group by defining the product of «, 8 € Hom(B, ) by (a - 3)(b) =
a(b) - B(b) for all b € B.

LEMMA 11.26
If B is a finite group (written additively) such that nb =0 for allb € B, then
#Hom(B, u,) = #B.

PROOF  First, suppose B = Z,, with m | n. If o € Hom(B, p,,), then
al)"=a(l+---+1)=«a(0) =1.

So a(1) is one of the m elements in p, C w,. Since 1 generates Z,,, the
value of a(1) determines a(b) for all b. Moreover, any choice of a(l) €
determines a well-defined homomorphism by b+ a(1)®. Therefore, there is a
bijection between Hom(Z,, i) and fiy,, so #Hom(Z,,, pi,) = m = #B.

Now consider an arbitrary finite abelian group B. By Theorem B.3 (Ap-
pendix B), B~ Z,,, & -+ ® Zy,,. Since nb =0 for all b € B, we must have
m;|n for all 4. There is a map

D Hom(Zmla/J'n) oD Hom(zmpun) — Hom (Zm1 O---D stuu/n) )

(11.14)
where the isomorphism maps the s-tuple (aq,aq,...,as) to the homomor-
phism given by

(bh ba, ..., bs) — al(bl)az(bQ) e Oés(bs)-
The map
a— (g, a9,...,00),
where «;(b;) = «(0,0,...,b;,...,0), is the inverse of ®, so ® is a bijection.

Since the group on the left side of (11.14) has order myms - --ms = #B, we
obtain the lemma.

Part (b) of the next lemma makes our task easier since it allows us to deduce
nondegeneracy in one argument from nondegeneracy in the other.
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LEMMA 11.27

Assume that the pairing (, ) : B x A — p, is nondegenerate in A (that is, if
(b,a) =1 for all b € B, then a =0).

(a) The map A — Hom(B, ) given by a — 1, is injective.

(b) If #A = #B, then the pairing is also nondegenerate in B.

PROOF Suppose v, is the trivial homomorphism. This means that (b, a) =
a(b) = 1 for all b € B. The nondegeneracy in A implies that a = 0. This
proves (a).
Let
By ={be B|(b,a)=1for all a € A}.

Then each a € A gives a well-defined homomorphism 5, : B/B; — un
given by f3,(b mod By) = (b,a). If 8, is the trivial homomorphism, then
(b,a) = 1 for all b € B, which means that a = 0. Therefore, A injects
into Hom(B/By, ti,), which has order #B/#B;, by Lemma 11.26. Since
#A = #B, we must have #B; = 1. But B; = 0 is exactly what it means for
the pairing to be nondegenerate in B. This proves (b).

A converse of part (b) of Lemma 11.27 holds.

LEMMA 11.28
Suppose (, ) : B x A — pu, is nondegenerate in both A and B. Then #A =
#B. In fact, A~ Hom(B, y1,) and B ~ Hom(A, pi,,).

PROOF By Lemma 11.27, we have an injection from A to Hom(B, p,, ),
so #A < #Hom(B, u,) = #B. Reversing the roles of A and B, we have
#B < #Hom(A, u,) = #A. Therefore, #A = #B, and the injections are

isomorphisms.

LEMMA 11.29
Let M be a finite abelian group and let « : M — M be a homomorphism.
Then

#Ker a = #M/#a(M).

PROOF By Theorem B.6 (in Appendix B),
#M = (#Ker a)(#a(M)).
The result follows. |

The following technical lemma is the key to proving the nondegeneracy of
the Tate-Lichtenbaum pairing.
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LEMMA 11.30
Let A and B be finite abelian groups (written additively) such that nx = 0

for all x € A and for all x € B. Suppose that there is a nondegenerate (in
both arguments) bilinear pairing

(,):BXA—= i,

where i, is the group of nth roots of unity (in some field). Let C be a subgroup

of B. Define
P A— H tn
ceC
a'—>(~-~,<c,a>,~--).
Then
#Y(A) = #C.

PROOF The pairing is nondegenerate, so A ~ Hom(B, ). Clearly,
Ker ¢ ={a € A|{c,a) =1 for all c € C}.
Identifying A with the set of homomorphisms from B to p,, we see that
Ker ¢ = {f € Hom(B, pn) [ f(C) = 1}.

But a homomorphism that sends C' to 1 is exactly the same as a homo-
morphism from B/C to p,. The set of such homomorphisms has order
#(B/C) = #B/#C. Therefore (see Theorem B.6 in Appendix B)

#U(A) = #A/#Ker ¢ = #A/##(B/C) = #C,
since #A = #B. This proves the lemma. |

We can now apply the above to the elliptic curve E. Let

LEMMA 11.31
Let ¢ = ¢, be the qth power Frobenius endomorphism of E. Then Ker ¢ =
(¢ — DE[n].
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PROOF Let Q € E[n]. Then

P(9Q) = (- ,en(P,9Q), )
= (- ,en(dP,¢Q),---) (since P = P for P € E(F,)[n])
=(,en(PQ)% ) (by part (5) of Theorem 11.7)
=(-,en(PQ), ) (since p, C Fy)
=9(Q).

Therefore, ¥((¢ —1)Q) =1, so (¢ — 1)E[n] C Ker ¢). By Lemma 11.30, with
A = B = E[n] and C = E(F,)[n], we have #¢(E[n]) = #E(F,)[n]. Let
Ker (¢ — 1)|gpn) denote the kernel of the restriction of ¢ — 1 to E[n]. Then

#E(Fy)[n] = #Ker (¢ — 1)| g (since Ker(¢ — 1) = E(F,))
= #E[n]/#((¢ — 1)E[n]) (by Lemma 11.29)
> B[] /#(Ker ) (since (¢ — 1)E[n] C Ker ¢)

= #Y(En]) = #E(F,)[n].

Therefore, we must have equality everywhere. In particular, Ker ¢ = (¢ —
DEMR. 1

We can now prove that the Tate-Lichtenbaum pairing is nondegenerate. Let
Q € E(F,). Write @ = nR with R € E(F,). Suppose that

(P, Q) =en(P,R—¢R) =1 forall P € E(F,)[n].

Then R — ¢R € Ker ¢ = (¢ — 1)E[n]. This means that there exists T' € E[n|
such that R — ¢R = ¢T — T, hence ¢(R+ T) = R+ T. Since the points
fixed by ¢ have coordinates in F, this implies that R +T € E(F,). Since
Q=nR=n(R+T), we have @ € nE(F,). Therefore,

T 2 B(By)[n] % E(F,) [nE(E,) — i,

is nondegenerate in the second variable. Since the groups E(F,)[n] and
E(F,)/nE(F,) have the same order (by Lemma 11.29 with o = n), Lemma
11.27 implies that the pairing is also nondegenerate in the first variable. This
completes the proof of the nondegeneracy of the Tate-Lichtenbaum pairing.

Exercises
11.1 Let E be the elliptic curve y? = 2% — x over Q.

(a) Show that f(x,y) = (y* + 1)/(x? + 1)® has no zeros or poles in
E(Q).
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(b) Show that g(z,y) = y*/(2* + 1)® has no poles in E(Q) but does
have zeros in E(Q).

(c) Find the divisors of f and g (over Q).

11.2 Let E be an elliptic curve over a field K and let m,n be positive integers
that are not divisible by the characteristic of K. Let S € E[mn] and
T € E[n]. Show that

emn(S,T) = e,(mS,T).

11.3 Suppose f is a function on an algebraic curve C' such that div(f) =
[P] — [Q] for points P and Q. Show that f gives a bijection of C' with
P!l

11.4 Show that part (3) of Proposition 11.1 follows from part (2). (Hint: Let
Py be any point and look at the function f — f(Fp).)
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Chapter 12

Isogenies

Isogenies, which are homomorphisms between elliptic curves, play a funda-
mental role in the theory of elliptic curves since they allow us to relate one
elliptic curve to another. In the first section, we describe the analytic theory
over the complex numbers. In subsequent sections, we obtain similar results
in the algebraic setting. Finally, we sketch how isogenies can be used to count
points on elliptic curves over finite fields.

12.1 The Complex Theory

Let Ey = C/Ly and E; = C/Ly be elliptic curves over C. Let @ € C be
such that aL; C Ly. Then

[Oé] : E1 — EQ

zZ oz

gives a homomorphism from F; to E (we need aly C Ly to make the map
well-defined). A map of the form [a] with o # 0 is called an isogeny from
FEq to E5. If there exists an isogeny from F; to Fo, we say that F; and Fs
are isogenous.

LEMMA 12.1
If a # 0, then oLy is of finite index in Lo.

PROOF Let {wik), wék)} be a basis for Ly, for k = 1,2. Write

O‘Wz@) = ailw?) + ai2W§2)

with a;; € Z. If det(a;;) = 0 then (@11, a12) is a rational multiple of (az21, ase),

which implies that awgl) is a rational multiple of awél). This is impossible

1) )

. 1 . .
since wy ’ and wé are linearly independent over R.

381
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(k)

as a two-dimensional vector over R. Then the area of the

fundamental parallelogram of Ly, is | det(wgk), wék))|. Since

Regard each w

det (awgl), awél)) = det(a;;) det <w§2),w§2)) ,

the index of oLy in Lo, which is the ratio of the areas of the fundamental
parallelograms, equals | det(a;;)|.

REMARK 12.2 A potential source of confusion is the following. Suppose
a lattice Ly is contained in Lo, so Lo is a larger lattice than L. Let F} and F3
be fundamental parallelograms for these lattices. Then F5 is smaller than Fj.
For example, let L1 = 2Z + 2¢Z and Ly = Z + iZ. Then L; C Ly. The unit
square is a fundamental parallelogram for Lo, while the square with corners
at 0,2,2i,2 + 2i is a fundamental parallelogram for L.

Define the degree of [a] to be the index [Ly : ali]. If @ = 0, define
the degree to be 0. If N is the degree, we say that C/L; and C/Ls are N-
isogenous. The existence of the dual isogeny, defined below, shows that if F;
and Fy are N-isogenous, then Fs and F; are N-isogenous, so this relation is
symmetric.

PROPOSITION 12.3
If a # 0, then #Ker([a]) = deg([a]).

PROOF Let z € C. Then [a](z) =0 < az € La, so
Ker([a]) = a 'Ly/Ly ~ Ly/aL,

where the isomorphism is given by multiplication liy a. Therefore, the order
of the kernel is the index, which is the degree.

If Ker([a]) = a'Ly/L; is cyclic, we say that [a] is a cyclic isogeny.
In general, Ker([a]) is a finite abelian group with at most two generators
(coming from the generators of Lq), so it has the form Z,,, ® Z,,, with ni|ng
(see Appendix B). Therefore, the isogeny equals multiplication by n; on Ej
composed with a cyclic isogeny whose kernel has order ny/ny (Exercise 12.2).

Let o # 0 and let N = deg([e]). Define the dual isogeny

o~

[OZ] : C/L2 — C/Ll
to be the map given by multiplication by N/a. We need to show this is well

defined: Since N = [Ls : aL4], we have NLy C aL;. Therefore, (N/a)Ly C
L1, as desired.
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We have the fundamental relation:

—

[a] o [a] = deg([a]),

where the integer deg([e]) denotes integer multiplication on C/L;. It is easy
to show (see Exercise 12.3) that

and that

[a] o [a] = deg([e]) = deg([a]),
which is integer multiplication on C/L,.
A situation that arises frequently is when o = 1. This means that we have
L1 C Lo and the isogeny is simply the map

z mod L; — z mod Ls.

The kernel is La/Ly. An arbitrary isogeny [a] can be reduced to this situation
by composing with the isomorphism C/Ly — C/a~!L, given by multiplica-
tion by a~!.

PROPOSITION 12.4
Let C C Ey = C/L be a finite subgroup. Then there exist an elliptic curve
Ey = C/Ly and an isogeny from Ey to Ey whose kernel is C.

PROOF C can be written as Ly/L; for some subgroup L of C containing
L;. If N is the order of C, then NLy C Ly, s0 L1 C Ly C (1/N)L;. By the
discussion following Theorem B.5 in Appendix B, Ls is a lattice. Therefore,
C/Ly — C/Ly is the desired isogeny.

Given two elliptic curves and an integer N, there is a way to decide if
they are N-isogenous. Recall the modular polynomial ®x(X,Y") (see Theo-
rem 10.15 and page 324), which satisfies

en(i(n). i) = ] G(n)-i(S(r)),

SeSn

where Sy is the set of matrices (8 Z) with a, b, d positive integers satisfying
ad =N and 0 < b < d.

THEOREM 12.5

Let N be a positive integer and let Dy (X,Y) be the Nth modular polynomial,
as in Theorem 10.15. Let E; = C/L; have j-invariant j; for i = 1,2. Then
Ey is N-isogenous to Es if and only if ®n(j1,72) = 0.
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PROOF  Write ji = j(7) for some 7. Suppose ®n(j1,j2) = 0. Then

j(r1) = j(S(m)) for some S = 82 € Sy. By Corollary 9.19, there
exists M = (Z f}) € SLy(Z) such that (s +¢)/(um +v) = S(12). Writing

T1 = wy/wy for some basis {wy,wa } of L1, we see that (sw;+tws)/(uwi+ovws) =
S(72). But {sw; + tws, uwy + vwe} is another basis for Ly since M € SLo(Z).
We conclude that there exist bases {wy), wg)} of L;, for ¢ = 1,2, such that

il) _g B aw?) +bwé2)
@ = S(n) = @)
Wy dws

Let o0 = (awf) + bwg))/wgl). Then awél) = dwéz). Therefore awgl), for
1 =1,2, is a linear combination with integer coefficients of the basis elements
of Lo, so aly C Lo. As we saw in the proof of Lemma 12.1, the index

[Ly : aLq] is the determinant of <a b), which is N. Therefore, [«] gives an

0d
N-isogeny from C/L; to C/Ls.
Conversely, suppose that there is an N-isogeny [a] from C/L; to C/Ls.

Write W @
1 2
Wi Wy

« = (a;; ,

<w§1)> ( ZJ) <w§2)>

as in Lemma 12.1. By Lemma 10.10, we can write

ail ai2 _ b11 b2 ab
a1 a2 ba1 bao 0d

with (blj) S SLQ(Z) Let

Then

Therefore,
w) aw?) + bwém _ara+b

&5 WP d

where 75 = wf)/wf). The fact that (b;;) € SL2(Z) implies that {w],ws} is a
basis of L;. Since j; = j(w}/wh), we obtain

j1 = (S(r2)), where S = (‘O‘ Z) .
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Therefore, @y (j1, j2) = 0. |

Example 12.1

The curve E; : y? = 4(2® — 22+ 1) has j-invariant j; = 55296/5 and the curve
Ey i y? = 4(2® — Tz — 6) has jo = 148176/25. A calculation (the polynomial
®, is given on page 329) shows that

5 7 25

55296 148176
o (T2 )

so there is a 2-isogeny from E; to E;. The AGM method (Section 9.4.1)
allows us to compute the period lattices:

Ly = Z(2.01890581997842 . . . )i + Z(2.96882494684477 . ..
Lo = Z(2.01890581997842 . . . )i + Z(1.48441247342238 . .. ).

The real period for Fy is twice the real period for Fs, and the complex periods
are equal. The map C/L; — C/Ls given by z — z gives the 2-isogeny. There
is also a 2-isogeny C/Ly — C/L4 given by z +— 2z. We have the factorization

o (, VABIT6Y _ (132304644 (55206 ( = 236276
2\M s ) T 5 5 125 )

Therefore, Es is also isogenous to elliptic curves with j-invariants 132304644 /5
and 236276/125. ]

We now prove that all nonconstant maps between elliptic curves over C are
linear. This has the interesting consequence that a nonconstant map taking
0 to 0 is of the form [«], hence is a homomorphism.

THEOREM 12.6

Let By = C/Ly and Ey = C/Ly be elliptic curves over C. Suppose that
f: E1 — Es is an analytic map (that is, f can be expressed as a power series
in a neighborhood of each point of E1). Then there exist o, 5 € C such that

f(zmod L) =az+ 3 mod Ly
for all z € C. In particular, if f(0 mod L1) = 0 mod Ls and f is not the
0-map, then f is an isogeny.
PROOF  We can lift f to a continuous map f : C — C satisfying
f(zmod Ly) = f(z) mod Loy

for all z € C (see Exercise 12.13). Moreover, f can be expressed as a power
series in the neighborhood of each point in C (this is the definition of f being
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an analytic map). Let w € Ly. Then the function

flz+w) = f(2)

reduces to 0 mod Ls. Since it is continuous and takes values in the discrete
set Ly, it is constant. Therefore, its derivative is 0, so f'(z +w) = f/(2) for
all z. This means that f’ is a holomorphic doubly periodic function, hence
constant, by Theorem 9.1. Therefore, f (z) = az+ B for some «, 3, as desired.

In anticipation of the algebraic situation, and recalling that endomorphisms
of elliptic curves are given by rational functions, we prove the following.

PROPOSITION 12.7

Let By = C/Ly and Es = C/Ly be elliptic curves over C, let p;(z) be the
Weierstrass @-function for E;, and let [a] be an isogeny from Fy to Es. Then
there are rational functions Ry(x), Ra(x) such that

p2(az) = R (p1(2)),  palez) = @) (2)Ra(p1(2)) .-

PROOF We have al; C Ly. Let f(z) = po(az). Let w € Ly. Then
aw € Lo, so

[z +w) = pa(az + aw) = pa(az) = f(2)
for all z. Therefore, z — po(az) is a rational function of p; and @} by

Theorem 9.3. In fact, the end of the proof of Theorem 9.3 shows that, since
p2(az) is an even function, it is a rational function of p;(z). Differentiation

yields the statement about Eh(az). i

Recall that z mod L; corresponds to (p1(2), g1(2)’) on the curve By : y? =
4z3 — gax1 — g3. The proposition says that [a] : E; — FEa corresponds to

(x1,91) — (T2, 92) = (Ra(21), y1R2(71)) -

12.2 The Algebraic Theory

Let By : y? = 23 + Ajxy + By and Es : y3 = o3 + Asxs + B be elliptic
curves over a fleld K (later we will also work with generalized Weierstrass
equations). An isogeny from E; to F, is a nonconstant homomorphism

o Ey(K) — E3(K) that is given by rational functions. This means that

a(P+ Q) = a(P) + a(Q) for all P,Q € E1(K) and that there are rational
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functions Ry, Ry such that if a(z1,y1) = (22,y2), then

o = Ri(x1,91), Y2 = Ra(x1,91)

for all but finitely many (x1,y1) € F1(K). The technicalities for the points
where R; and Ry are not defined are dealt with in the same way as for
endomorphisms, as in Section 2.9. In fact, when F; = FEs,, an isogeny is a
nonzero endomorphism.

As in Section 2.9, we may write « in the form

(z2,92) = a(z1,91) = (11(21), y172(21))

where r1, 79 are rational functions. If the coefficients of r1, 7o lie in K, we say
that « is defined over K. Write

ri(z) = p(z)/q(x)

with polynomials p(z) and ¢(z) that do not have a common factor. Define
the degree of « to be

deg(a) = Max{degp(z), deg q(x)}-
If the derivative ] (z) is not identically 0, we say that « is separable.

PROPOSITION 12.8
Let o : By — FE5 be an isogeny. If a is separable, then

deg o = #Ker(a).
If « is not separable, then

dega > #Ker(a).

In particular, the kernel of an isogeny is a finite subgroup of E1(K).
PROOF The proof is identical to the proof of Proposition 2.21. |

PROPOSITION 12.9 B B
Let a: Ey — Es be an isogeny. Then o : Ey(K) — E9(K) is surjective.

PROOF The proof is identical to the proof of Theorem 2.22. |

Example 12.2
Let p be an odd prime, let A;, B be in a field of characteristic p, and let
Ey: y} =2} + Ajx1 + By and Fy @ y3 = 23 + AVxs + BY. Define ¢ by

(z2,92) = ¢(x1,y1) = (2, 7).

© 2008 by Taylor & Francis Group, LLC



388 CHAPTER 12 ISOGENIES

Suppose x1,y; € K satisfy y? = 23 + A1m1 + B;. Raising this equation to the
p-th power yields

(y1)? = (21)* + A} (2}) + BY.
Since x5 = o} and y, = y¥, this means that ¢ maps F;(K) to Eo(K). It is
easy to see that ¢ is a homomorphism (as in Lemma 2.20). We have

ri(x) =aP and ro(z) = (yH)P Y2 = (2% 4+ Ajz + B)) P2,

Therefore, deg(¢) = degr = p. If Q # oo is a point of Fy, then ¢(Q) # oo,
so Ker(¢) is trivial. The fact that the degree is larger than the cardinality of
the kernel corresponds to the fact that ¢ is not separable.

Example 12.3

Let By : y? = x3+ax?+bx; be an elliptic curve over some field of characteristic
not 2. We require b # 0 and a? — 4b # 0 in order to have F; nonsingular.
Then (0, 0) is a point of order 2. Let E5 be the elliptic curve y3 = 23 — 2az3 +
(a? — 4b)xs. Define a by

y% y1(33% - b)) .

020 2
Ty L1

(22,92) = a(z1,y1) = (
It is straightforward to check that o maps points of £ (K) to points of Es(K).
It is more difficult to show that « is a homomorphism. However, this fact
follows from Theorem 12.10 below. (We need to verify that a(co) = co. For
this, see Exercise 12.4.)

We have
2> +ax?+br x4+ ax+b
r(z) = a - ,
x x
so deg o = 2 and « is separable. This means that there are two points in the
kernel. Writing r1(z) = « + a + (b/x), we see that these two points must be
oo and (0, 0), since all other points have finite images (for another proof that

(0,0) = oo, see Exercise 12.5). 0

THEOREM 12.10 o o
Let Ey and Es be elliptic curves over a field K. Let o : E1(K) — E3(K)
be a nonconstant map given by rational functions. If a(co) = oo, then a is a
homomorphism, and therefore an isogeny.
PROOF Recall that, by Corollary 11.4, there are group isomorphisms

Vi : B;(K) — Div’(E;)/(principal divisors)

given by P [P] — [00]. Define o, : Div'(E;) — Div’(E;) by

e Y B[P bl Py)).
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Clearly, a, is a group homomorphism.

LEMMA 12.11
a, maps principal divisors to principal divisors.

PROOF  Writing (22,y2) = a(x1,y1), where (x;,y;) are coordinates for
E;, allows us to regard K(z2,y2) as a subfield of K(x1,y1) (see the proof
of Proposition 12.12). The norm map for this extension maps elements of
K(x1,y1)™ to elements of K (x2,y2)™, and yields a map from principal divisors
on E; to principal divisors on F5. The main part of the proof of the lemma is
showing that this norm map is the same as the map «, on principal divisors.
For this, see [43, Prop. 1.4].

Therefore, a, gives a well-defined map

. : Div?(E})/(principal divisors) — Div®(Es)/(principal divisors).

If P € Ey(K), then

. (Y1(P)) = au([P] = [o0]) = [a(P)] = [o0] = ¢a(a(P)).

Therefore,
-1
o =15 0, 0.

Since all three maps on the right are homomorphisms, so is . |

The following tells us that an elliptic curve isogenous to an elliptic curve F
is essentially uniquely determined by the kernel of the isogeny to it. This may
seem obvious from the viewpoint of group theory since the group of points
on the isogenous curve is isomorphic to E(K)/C, where C is the kernel of
the isogeny. But we are asking for more: we want the uniqueness of the
curve as an algebraic variety. We say that two elliptic curves FEs, E5 are

isomorphic if there are group homomorphisms 8 : Ez(K) — E3(K) and

v : E3(K) — E3(K) such that 3 and « are given by rational functions and
such that yo 8 =1id on F5 and oy =1id on Fjs.

PROPOSITION 12.12

Let Ey, Es, E3 be elliptic curves over a field K and suppose that there exist
separable isogenies as @ E1 — Fo and ag : E1 — FEj3 defined over K. If
Ker an = Ker as, then Es is isomorphic to FEs over K. In fact, there is an
isomorphism [ : Eo — E3 such that 8o as = as.

PROOF  This proof will use some concepts from field theory and Galois
theory. It may be skipped by readers unfamiliar with these subjects.
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Assume for simplicity that the elliptic curves are in Weierstrass form: F; :
y? = x3+A;x;+B;. The isogeny ay can be described by (72,92) = aa(z1,y1) =
(r1(z1),y172(x1)), where r1 and ro are rational functions with coefficients in
the field K. This allows us to regard K(xs,92) as a subfield of K(x1,).
Write r1(z1) = p(x1)/q(x1), where p and ¢ are polynomials with no common
factors. Then p(T) — z22q(T) € K (x3)[T] is irreducible of degree N = deg s
(see Exercise 12.7). Therefore the extension K (xl) /K (z2) has degree N.

By Lemma 11.5, y; = /2? + Ajz; + B; ¢ K(;). Therefore, [K(z;,y;) :
K(z;)] = 2. It follows that

2K (x1,11) : K(22,y2)] = [K(x1,51) : K(22,92)][K (22, y2) - K(22)]
= [K(x1,91) : K(x1)][K(21) : K(x2)] = 2N,

80 [?(371’3/1) : F(anyQ)] =N.
Let @ be in the kernel of ay. Translation by @ gives a map

g (x1,y1) = (z1,91) + Q = (f(z1,91), 9(x1,91)) -

This is an automorphism of K (z1,y;) (see Exercise 12.9). Since

0Q(72,y2) = 0q (2(z1,y1)) = a2((z1,41) + Q) = az2(x1,y1) = (22,92),

this automorphism acts as the identity on the field K(x2,y2). A result from
field theory says that if G is a finite group of automorphisms of a field L,
then the subfield of elements fixed by G is of degree #G below L (see, for
example, [71]). If ay is separable, there are N (= deg az) automorphisms given
by translation by elements of the kernel of as, so the fixed field of this group
is of degree N below K (x1,%1). Since K (x2,%2) is contained in this fixed field,
and [K(z1,v1) : K(z2,y2)] = N, the fixed field is exactly K (z2,y2).

The same analysis applies to a3. If as and ag are separable with the same
kernel, then K (x9,y2) and K (z3,y3) are the fixed field of the same group of
automorphisms, hence

?(562,212) Z?(m,yz’))-

Therefore, o, yo are rational functions of x3,y3, and 3, y3 are rational func-
tions of xo,y2. Write

zy = Ri(w3,y3), y2 = Ra(ws,ys3)
for rational functions R;, Ry. Then
v (23,y3) = (22, y2) = (Ra(z3,93), Ra2(23,93))
gives a map F3 — F5. Similarly, there exists 8 : Fo — Fs3, and yo3 = id on F»

and o~ =id on F3. By translating the images of § and v (that is, change
B to B — B(c0), and similarly for ), we may assume that 3(c0) = oo and
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~(00) = 00. By Theorem 12.10, these maps are homomorphisms. Therefore,
[ is an isomorphism, so Ey and F3 are isomorphic, as claimed. Moreover,

Bo 062(501791) = 5(5627242) = («’lfs,y:’a) = QS(Ilvyl)a

SOﬁOO{QZOQ. I

REMARK 12.13 If as and ag are defined over K, then it is possible to
show that E2 and FEj5 are isomorphic over K. See [109, Exercise 3.13].

A very important property of isogenies is the existence of dual isogenies.
We already proved this in the case of elliptic curves over C. In the following,
we treat elliptic curves over arbitrary fields.

THEOREM 12.14
Let a : By — FE5 be an isogeny of elliptic curves. Then there erists a dual
isogeny a : Es — Fy such that @ o o is multiplication by dega on Ej.

PROOF  We give the proof only in the case that dega is not divisible
by the characteristic of the field K. The proof in the general case involves
working with inseparable extensions of fields. See [109].

Let N = dega. Then Ker(a) C Ei[N], and «a(E1[N]) is a subgroup of
FE, of order N. We show in Theorem 12.16 that there exists an isogeny
ag : By — Ej, for some Ej3, such that Ker(as) = a(E1[N]). Then as o « has
kernel equal to E1[N]. The map E; — F; given by multiplication by N has
the same kernel. By Proposition 12.12, there is an isomorphism 3 : E3 — F;
such that § o ap o  is multiplication by N. Let @ = 5 o as.

The map @ is unique, its degree is dega, and «a o @ equals multiplication
by deg(a) on Es. See Exercise 12.10.

If o and [ are isogenies from E; to Es, then a+ 0 is defined by (a—i—ﬁ)( )=

a(P)+6(P). If a # —g, this is an isogeny. It can be shown that o + ﬂ = a+ﬁ
See [109)].

REMARK 12.15 There is an inseparable isogeny for which the dual
isogeny can be constructed easily. If E is an elliptic curve over the finite
field Fy, then the gth power Frobenius endomorphism can be regarded as an
isogeny of degree ¢ from E to itself. We know that ¢? — a¢ + ¢ = 0 for some
integer a. Therefore,

(a—¢)od=q=dego,

SO q?» = a — ¢ is the dual isogeny for ¢. |
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12.3 Vélu’s Formulas

We now consider the algebraic version of Proposition 12.4. Since it is often
convenient to translate a point in the kernel of an isogeny to the origin, for
example, we work with the general Weierstrass form. The explicit formulas
given in the theorem are due to Vélu [123].

THEOREM 12.16
Let E be an elliptic curve given by the generalized Weierstrass equation

y2 + a1y +aszy = 2> + a2x2 + a4 + ag,

with all a; in some field K. Let C be a finite subgroup of E(K). Then there
exists an elliptic curve Ey and a separable isogeny o from E to Es such that
C = Ker .

For a point Q = (zq,yq) € C with Q # oo, define

96 = 3172@ + 2a01q + as — a1yg
96 = —2yq — m1rq — az

_ 95 (if 2Q = )
Y97 205 —awghy (i 2Q # )
ug = (94)°

Let Cy be the points of order 2 in C. Choose R C C' such that we have a
disjoint union

C = {00} UC,URU (~R)

(in other words, for each pair of non-2-torsion points P,—P € C, put exactly
one of them in R). Let S = RUCy. Set

v= Z vg, W= Z(uQ + 2qug).

QeS QeSs

Then Es has the equation
Y2+ A XY + AsY = X3+ 4. X2 4+ Ay X + Ag,
where

Ai=a1, Ay=as, Asz=ua3

Ay =a4—5v, Ag=as— (aF +4da)v — Tw.
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The isogeny is given by

_ vQ uQ
L ()

5k (z —2q)?
2y+a1x+a a1(x —xg)+y— a1uqQ — 9Has
Y:y_z ug yt+a 33 o 1 Q) Z Yo Q Q2Q )
5ch (z —zq) (z —zq) (z —2q)

PROOF  As in Section 8.1, let t = 2/y and s = 1/y. Then ¢ has a simple
zero and s has a third order zero at co (see Example 11.3). Dividing the
relation y2 + ayxy + azy = =3 + asx? + ayx + ag by ¥y and rearranging yields

s =13 — ayst + asst® — azs® + ags>t + ags®. (12.1)
If we substitute this value for s into the right hand side of (12.1), we obtain
s =12 —a1(t® — ayst + agst® — azs® + ags’t + ags®)t

+ as(t® — ay st + azst® — azs® 4+ ags’t + ags®)t2 + -

Continuing this process, we eventually obtain

1
—=s=t(1—ait+ (a + a2)t*> — (a} + 2a1a2 + a3)t> + - -)
Y
and
y =1t +art 2+ ot + ag + aut + ast? + agt® + O(th),
where
o =a;, qg=-—a, az=az, a4 =—(a1a3+ ay),
a5 = aga3 + a%ag + aay,

2 3 2
ag = —(ajag + ajaz + asaq + 2a1a2a3 + a3 + ag),

and where O(t*) denotes a function that vanishes to order at least 4 at oo.
Since x = ty, we also obtain

T =172+t 4 ag + ast + agt® + ast® + agtt + O(1°).

Substituting these expressions for z,y into the formulas given for X,Y yields
expressions for X, Y in terms of ¢. A calculation shows that

Y2+ A1 XY + A3Y = X2 + A X2 + Ay X + Ag + O(1),

where the A; are as given in the statement of the theorem. Since X and Y
are rational functions of z,y, they are functions on E. The only poles of X
and Y are at the points in C, as can be seen from the explicit formulas for
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X, Y. Therefore the function Y2 + A; XY + AsY — X3 — A, X2%2 — A, X — Ag
can have poles only at the points of C. It vanishes at oo, since it is O(t). We
want to show that it also vanishes at the nontrivial points of C'. A calculation
(see Exercise 12.6) shows that

X(P)=z(P)+ Y  [#(P+Q)-=(Q) (12.2)
co#QelC

Y(P)=y(P)+ > P+Q) -u@). (12.3)
co#£QelC

In particular, X and Y are invariant under translation by elements of C.
Therefore, Y2 + A1 XY + AsY — X3 — A, X% — A4 X — Ag is invariant under
translation by elements of C'. Since it vanishes at co, it vanishes at all points of
C'. Hence it has no poles. This means that it is constant (see Proposition 11.1).
Since it vanishes at oo, it is 0. This proves that X and Y satisfy the desired
generalized Weierstrass equation. The following shows that this equation gives
a nonsingular curve.

LEMMA 12.17
E5 is nonsingular.

PROOF  For simplicity, assume that the characteristic of K is not 2. By
completing the square, we may reduce to the case where A; = A3 = 0, so the
equation of Ej is

Y2 = X34 Ao X%+ AuX + Ag = (X —e1)(X —e3)(X —e3).

We need to show that ey, e, ez are distinct. Suppose that e; = e;. Then

Y 2
X€3_<X_el> .

Let F =Y/(X — e1), which is a function on E.

The function X — ez on E has double poles at the points of C' and no other
poles. Therefore, its square root, namely F', has simple poles at the points of
C and no other poles. Note that F' is invariant under translation by elements
of C, since both X and Y are. Let a € K. Since F — a has N poles, where
N = #C', it has N zeros. If P is one of these zeros, then P+ @ is also a zero
for each @ € C. This gives all of the N zeros, so we conclude that F' = «a
occurs for exactly N distinct points of F.

We now need a special case of what is known as the Riemann-Hurwitz
formula. Consider an algebraic curve C defined by a polynomial equation
G(z,y) = 0 over an algebraically closed field K. Let F'(z,y) be a rational
function on C'. Let n be the number of poles of F', counted with multiplicity.
If a € K, then F'—a has n poles, hence n zeros. It can be shown that if F' is not
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a pth power, where p is the characteristic of K, then for all but finitely many
a, these n zeros are distinct (if F' is a pth power, then F —a = (Fl/p — al/p)p,
so the roots cannot be distinct; that is why this case is excluded). We say
that n is the degree of F'. If F' — a has n distinct zeros for each a and F' has
n distinct poles, then we say that F' is unramified.

PROPOSITION 12.18 (Riemann-Hurwitz)
Let C1,Cy be curves of genus g1, g2 defined over an algebraically closed field
K, and let F : C; — Cy be an unramified rational map of degree n. Then

2g1 — 2 =n(2g2 — 2).

PROOF  See [49]. More generally, the Riemann-Hurwitz formula can be
extended to cover the case where F' is ramified. |

In our case, F' is a function from the elliptic curve F, which has genus 1,
to the projective line P!, which has genus 0. By the above discussion, F is
unramified of degree n. Therefore, 0 = —2n, which is a contradiction.

We conclude that e, es, e3 must be distinct and therefore that Fs is non-
singular. This completes the proof of Lemma 12.17.

We have shown that a: (x,y) — (X,Y) gives a map from E to Es. Equa-
tions (12.2), (12.3) show that the points in the subgroup C' are exactly the
points mapping to oo. In particular, since co maps to co, Theorem 12.10
shows that « is an isogeny. Its kernel is C'. By Exercise 12.8, « is separable.
This completes the proof of Theorem 12.16.

Example 12.4

Let E be given by y? = 23 + ax? + bz, with b # 0 and a? — 4b # 0 (these
conditions make the curve nonsingular). The point (0, 0) is a point of order 2,
so this point, along with co, gives a subgroup of order 2. The set S is {(0,0)}.
For @ = (0,0), we have vg = g¢ = a4 = b and g% =0, so ug = 0. Therefore,

b b
X=o+—-, Y=y— —‘Z
x T
The curve Fs is given by the equation
Y2 =X?+aX? - 4bX — 4ab.

Let
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Then we obtain the elliptic curve E3 given by
Vi = X3 —2aX3 + (a® — 4b) X3.

The map a : E — Ej3 is the same as the isogeny of Example 12.3.
The elliptic curve E3 has (0,0) as a point of order 2. Repeating the proce-
dure for E3 yields an isogeny to the elliptic curve

Ey: Y7 = X} +4aX] +16bX,

with
—2aX3 +a? —4b (a? — 4b)Y3

Xs=X Yi=Y; —
4 3+ Xg ) 4 3 X%

Let X5 = X,/4,Y5 = Y;3/8. Then
Y2 = X2 4 aX? + bXs,

which is the equation of our original elliptic curve E. A calculation shows
that in the map F — F,

3x2+2a:c+b)2
- ) —a-2x,

xr—>X5<
2y

which is exactly the formula for the a-coordinate of 2(z,y). A similar calcu-
lation for the y-coordinate tells us that the map F — FE is multiplication by
2.

In summary, we have an isogeny « : E — FE3 and an isogeny a : F3 — E
such that @ o « is multiplication by 2. The map @ is an example of a dual
isogeny.

12.4 Point Counting

In Section 4.5, we discussed the method of Schoof for counting the number
of points on an elliptic curve over a finite field. In the present section, we
briefly sketch some work of Elkies and Atkin that uses isogenies to improve
the efficiency of Schoof’s algorithm.

Let E be an elliptic curve defined over F,,. The p-power Frobenius endo-
morphism satisfies ¢? —a¢-+p = 0 for some integer a, and #E(F,) =p+1—a.
Therefore, to count the number of points in E(F,), it suffices to find a.

Let ¢ # p be prime. Since the case £ = 2 can be treated as in Section 4.5,
assume £ is odd. The goal is to compute a (mod £). As in Schoof’s algorithm,
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if this is done for sufficiently many ¢, then we obtain a. As described in Section
4.5, the Frobenius acts on the (-torsion E[{] as a matrix

@e=(51):

By Proposition 4.11, a = Trace((¢)¢) and p = det((¢)s) (mod ¢£). Suppose
there is a basis of E[{] such that

@e=(3)

for some integers A and p. This means that there is a subgroup C of E[/]
such that ¢(P) = AP for all P € C. Moreover,

T? —aT +p= (T - \)(T —p) (mod ¢).

Conversely, if T2 — aT + p has a root A mod ¢, then there is a subgroup C
such that ¢(P) = AP for all P € C (this is the result from linear algebra that
the eigenvalues are the roots of the characteristic polynomial of a matrix).

Let C be a subgroup such that ¢,(P) = AP for all P € C, so the gth-power
Frobenius permutes the elements of C. Consider the isogeny with kernel C
constructed in Theorem 12.16. The formula for the isogenous curve Fs is
symmetric in the coordinates of the points of C. Since ¢, permutes these co-
ordinates, it leaves invariant the coefficients of equation of E5. Consequently,
the j-invariant jo of Es is fixed by ¢4 and therefore lies in F,. Similarly, the
monic polynomial whose roots are the z-coordinates of the points in C' has
coefficients that lie in F,,. There are ({—1)/2 such coordinates, so we obtain a
polynomial Fy(x) of degree (¢ —1)/2. Recall that the ¢th division polynomial
Ye(x), whose roots are the z-coordinates of all the points in E[¢], has degree
(¢* — 1)/2. Therefore, Fy(x) is a factor of ¥ (z) of degree much smaller than
Ye().

In Schoof’s algorithm, the most time-consuming parts are the computations
mod ¢(x). The ideas in Section 4.5 allow us to work mod Fy(x) instead, and
find a A such that ¢(P) = AP for some P # oo in C. Since the degree of
Fy(z) is much smaller than the degree of ¥,(z), the computations proceed
much faster. Since Ay = p (mod ¢), we have

a = Trace((¢)e) = A+ (mod ¢),

>3

so we obtain ¢ mod ¢.

Finding Fy(x) efficiently is rather complicated. See [12] or [99] for details.
Determining whether A and p exist is more straightforward and uses the
modular polynomial ®,(X,Y") (see Theorem 10.15). Recall that ®,(X,Y") has
integer coefficients. If j1,j2 € C, then ®(j1,j2) = 0 if and only there is
an isogeny of degree ¢ from an elliptic curve with j-invariant j; to one with
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invariant jo. It is easy to see from the construction of ®,(z) that its degree is
£+ 1, corresponding to the £+ 1 subgroups in E[¢] of order £+ 1. Since &, has
integer coefficients, we can regard it as a polynomial mod p. The following
analogue of Theorem 12.5 holds.

THEOREM 12.19
Let ¢ # p be prime, let ji,j2 € Fp, and let Ey, Ey be elliptic curves with
invariants ji,ja. Then ®¢(j1,72) = 0 if and only if there is an isogeny from
FEy to By of degree (.

PROPOSITION 12.20

Let E be an elliptic curve defined over F,,. Assume that E is not supersingular
and that its j-invariant j is not 0 or 1728. Let £ # p be prime.

1. Let j; € F,, be a root of the polynomial ®,(j,T), let Ey be an elliptic
curve of invariant j1, and let C' be the kernel of the corresponding isogeny
E — Ey of degree £. Let v > 1. There exists v € Z such that ¢" P = vP
for all P € C if and only if j1 € Fyr.

2. The polynomial ®,(j,T) factors into linear factors over Fpr if and only
if there exists v € Z such that ¢"P = vP for all P € E[{].

PROOF If ¢"P = vP for all P € C, then, as discussed previously, the
j-invariant j; of the isogenous curve is in Fp-. Similarly, if ¢"P = v P for all
P € E[{], then all {-isogenous curves have j-invariants in F,-, so all roots of
®y(4,T) are in Fpr.

For proofs of the converse statements, see [99]. |

REMARK 12.21 The restriction to j # 0, 1728 is necessary. See Exercise
12.11.

By computing ged (TP — T, ®,(j,T)) as a polynomial in Fy, we obtain a
polynomial whose roots are the roots of ®4(j,7) in F,. Finding a root j;
of this polynomial allows us to construct a curve with j-invariant j; (using
the formula on page 47) that is ¢-isogenous to E. As mentioned previously,
a rather complicated procedure, described in [12] and [99], yields the desired
factor Fy(z) of the division polynomial 1)y (z).

Example 12.5

Consider the elliptic curve E : y? = 2% + 2 + 7 over Fa3. The group E[3] is
generated by P; = (1,3) and P, = (14,/5), where v/5 € Fa32. Let ¢ be the
23rd power Frobenius endomorphism. Then ¢(P1) = P, and ¢(Pp) = —Ps.
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Therefore, the subgroups C; = {00, P, —P; } and Cy = {o0, P», — P2} are such
that ¢(P) = \;P for all P € C;, where A\; =1 and Ay = —1.

The polynomials Fy(x) are x — 1 for C; and x — 14 for Cs. They are factors
of the third division polynomial

Y3(x) =32% + 322 + 92+ 1 = (2 — 1)(3z + 4) (2% + 152+ 6)  (mod 23).
Either of A1, A2 can be used to obtain ¢ mod 3:

az)\iJr%EO (mod 3).

Therefore, #E(Fa3) = 23 +1 —a = 0 (mod 3). Since 2 + 2 + 7 has
x = —3 as a root mod 23, E(Fy3) contains a point of order 2. Therefore,
#E(Fy3) =0 (mod 6). The Hasse bounds tell us that 15 < #FE(Fy3) < 33,
hence #E(F23) = 18, 24, or 30. In fact, counting points explicitly shows that
the group has order 18.

Let E; be the image of the isogeny with kernel C;. The j-invariant of F is
18. The modular polynomial ®3(18,T) factors as

®3(18,7) = (T + 1)(T + 3)(T* + 2T + 10)  (mod 23)

(the polynomial ®5 is given on page 329). Therefore, there are two 3-isogenous
curves whose j-invariants are in Fo3. They have j = —1 and j = —3. One of
these is F; and the other is Ep. Which is which? (Exercise 12.14). I

The following result, due to Atkin, shows that the possible factorizations of
®y(4,T) mod ¢ are rather limited.

THEOREM 12.22
Let E be an elliptic curve defined over Fp,. Assume that E is not supersingular
and that its j-invariant j is not 0 or 1728. Let £ # p be prime. Let

®(5,T) = f1(T) -+ fs(T)  (mod £)

be the factorization of ®y(j,T) into irreducible polynomials mod €. The degrees
of the factors are one of the following:

1. T and ¢ (and s =2)
2. 1,1L,rr...,r (ands=2+({—1)/r)
3. .. .,r (and s = (L+1)/r).

In (1), a?—4p =0 (mod ¢). In (2), a® —4p is a square mod £. In (3), a® —4p
is not a square mod £. In cases (2) and (3),

A= (C+24+¢CYHp (mod ¢) for some primitive rth root of unity ¢ € Fy.

© 2008 by Taylor & Francis Group, LLC



400 CHAPTER 12 ISOGENIES

PROOF The matrix (¢), has characteristic polynomial F(T) = T?—aT+p.
If F(T) factors into distinct linear factors (T — A)(T — u) mod ¢, then we
can find a basis of E[f] that diagonalizes (¢);. An eigenvector for A is a
point P that generates a subgroup C; such that ¢(P) = AP for all P € C.
The eigenvalue p yields a similar subgroup Cy. Since A and p are the only
two eigenvalues, C; and C5 are the only two subgroups on which ¢ acts by
multiplication by an integer. By Proposition 12.20, there are exactly two
corresponding j-invariants in F,, that are roots of ®,(j,T). Let js # j1, j2 be
another root of ®,(j,T), and let r be the smallest integer such that jz € Fr.
By part (1) of Proposition 12.20, there is a subgroup C3 of E[{] and an integer
v such that ¢"(P) = vP for all P € C3. Moreover, Cj is the kernel of the
isogeny to a curve of invariant j3 # j1,j2, hence C3 # C1,C5. This means
that Cy, Cs, C5 are distinct eigenspaces of the 2 x 2 matrix (¢)}, so (¢); must
be scalar. Consequently, all subgroups C of order ¢ are eigenspaces of (¢)j.
Part (1) of Proposition 12.20 implies that all roots of ®,(j,T') lie in F,». We
have therefore proved that all roots lie in the same field as j3. Since js was
arbitrary, r is equal for all roots j3 # j1,j2. Since the minimal r such that
jz € Fyr is the degree of the irreducible factor that has j; as a root, all
irreducible factors of ®,(j,T'), other than T — j; and T — js, have degree 7.
This is Case (2). Since T? — aT + p factors in Fy, its discriminant a? — 4p is
a square (this follows from the quadratic formula).

If F(T) = (T — \)? for some p, then either (¢), is the scalar matrix I, or
there is a basis for E[{] such that

(¢)e = (6\ }\) :

(This is the nondiagonal case of Jordan canonical form.) In the first case,
part (2) of Proposition 12.20 implies that ®,(j,T) factors into linear factors
in F), and a® — 4p = 0 (mod ¢), which is a square. This is the case r = 1 in
Case (2). In the other case, an easy induction shows that

ATN" [ AF AR
ox) —\0 X -

This is nondiagonal when k < ¢ and diagonal when k& = ¢. Therefore, the
smallest r such that (¢)} has two independent eigenvectors is 7 = £, and (¢)§ is
scalar. The reasoning used in Case (2) shows that ®,(j,T") has an irreducible
factor of degree £. This yields Case (1). Since F(T) has a repeated root,
a?—4p=0 (mod /).

Finally, suppose F(T) is irreducible over F,. Then a? — 4p is not a square
mod ¢. There are no nontrivial eigenspaces over Fy, so there are no linear
factors of ®(j,T") over Fy. Let A and u be the two roots of F(T'). They lie
in Fy2 and are quadratic conjugates of each other. The eigenvalues of (¢)]Z
are A\* and p*. Let k be the smallest exponent so that A\¥ € F,. This is the
smallest k such that (¢)§ has an eigenvalue in Fy, and therefore F: is the
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smallest field containing a root of ®,(j, T), by Proposition 12.20. Since ¥
and p* are quadratic conjugates and lie in Fy, they are equal. Therefore, (¢)}
is scalar, so all roots of ®(j,T) lie in Fx, but none lies in any smaller field.
It follows that all the irreducible factors of ®,(j,T) have degree r = k. This
is Case (3).

In all three cases, the eigenvalues (or diagonal elements in Case (1)) of
(¢)¢ are X and p = p/A. We have a = Trace((¢)¢) = A + p. Moreover,
A= pu" = p" /A" since (¢)} is scalar. Therefore, A*" = p”, hence A\? = p( for
an rth root of unity (. This implies that

2
S=p(C+2+¢T).

Suppose we are in Case (2) or (3). If (¥ = 1 for some k < r, then A2 = pF =
Nepk so ¥ = p*. This means that ((b)f is scalar, which contradicts the fact
that r is the smallest k& with this property. Therefore, { is a primitive rth root
of unity. (Note that in Case (1), we have ¢ = 1 and there are no primitive ¢th

a2=()\+§)2=)\2+2p+

roots of unity in F,.) This completes the proof of the theorem. |

In Example 12.5, the factorization of ®3 had factors of degrees 1, 1, 2, which
is case (2) of the theorem with r = 2.

The primes ¢ corresponding to Cases (1) and (2) are called Elkies primes.
Those for Case (3) are called Atkin primes. Atkin primes put restrictions
on the value of @ mod ¢, but they allow many more possibilities than the
Elkies primes, which, after some more work, allow a determination of a mod
£. However, Atkin showed how to combine information obtained from the
Atkin primes with the information obtained from Elkies primes to produce an
efficient algorithm for computing a mod ¢ (see [12, Section VIL.9]).

12.5 Complements

Isogenies occur throughout the theory of elliptic curves. In Section 8.6,
Fermat’s infinite descent involved two elliptic curves that are 2-isogenous. In
fact, the descent procedure of Section 8.2 can sometimes be refined using an
isogeny and its dual isogeny. This is what is happening in Section 8.6. See
[109] for the general situation.

Let Eq, E5 be elliptic curves over F,. If they are isogenous over F,, then
#E,(Fy) = #E5(F,) (Exercise 12.12). The amazing fact that the converse is
true was proved by Tate. In other words, if #E1(F,) = #E>(F,) then E1, Ey
are isogenous over F,. The condition #E:(F,) = #E>(F,) can be interpreted
as saying that E; and Es have the same zeta function (see Section 14.1), so
we see that the zeta function uniquely determines the isogeny class over F,
of an elliptic curve.
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A similar situation holds over Q, as was proved by Faltings in 1983. Namely,
if By, Es are elliptic curves over Q, then the L-series of F; (see Section 14.2)
equals the L-series of Fs if and only if F; and FEs are isogenous over Q. This
theorem arose in his proof of Mordell’s conjecture that an algebraic curve of
genus at least 2 has only finitely many rational points.

Exercises
12.1 Let L be the lattice Z + Zi.

(a) Show that [1+4]: C/L — C/L is an isogeny. List the elements of
the kernel and conclude that the isogeny has degree 2.

(b) Let 0 # a + bi € Z + Zi. Show that [a +bi] : C/L — C/L is an
isogeny of degree a? + b2. (Hint: The proof of Lemma 12.1 shows
that the degree is the determinant of a + bi acting on the basis
{1,i} of L.)

12.2 Let E = C/L be an elliptic curve defined over C. Let n be a positive
integer. Let [a] : C/L — C/L; be an isogeny and assume that FE[n] C
Ker a. By multiplying by o', we may assume that the isogeny is given
by the map z — z and that L C Ly, so L1 /L is the kernel of the isogeny.
For convenience, we continue to denote the isogeny by [«].
(a) Show that E[n] = 1L/L.
(b) Let ay : C/L — C/LL be the map given by z + z. Show that
there is an isomorphism 3 : C/2L ~ C/L such that 8o a; = [n]
(= multiplication by n on F).

(c) Observe that « factors as ag o g, where oy is as in (b), and where
Qg C/%L — C/L; is given by z +— z. Let a3 = ayo 371
Conclude that « factors as ag o [n].

(d) Let v: E — Ej be an isogeny with Ker v ~ Z,,, & Z,,, with nq|ns.
Show that + equals multiplication by n; on E composed with a
cyclic isogeny whose kernel has order na/n;.

12.3 Let [a] : C/L; — C/Ly be an isogeny, as in Section 12.1.
(a) Show that deg([/oz\}) = deg([a]) (Hint: multiplication by N/« cor-
responds to the matrix N(a;;)~!, in the notation of the proof of
Lemma 12.1).

o~
-

(b) Show that [a] = [«].
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124 Let By : y? = 23 + az} + bz be an elliptic curve over some field of
characteristic not 2 with b # 0 and a? — 4b # 0. Let Ey be the elliptic
curve y2 = x5 — 2ax3 + (a® — 4b)xy. Define a by

yi yi(af - D)
a2’ x? '

(2,92) = a(z1,y1) = <

Let s; = 1/y; and t; = z;/y;. Then t; and s; are 0 at oo (in fact, ¢; has a
simple zero at co and s; has a triple zero at oo, but we won’t use this).
We want to show that a(oo) = co. To do this, whenever we encounter
an expression 0/0 or co/co, we rewrite it so as to obtain an expression
in which every part is defined.

(a) Show that

S1 S1 1

= =
2T (s /)2 2T B 1= b(si/h)?

(b) Show that s;/t; = t2 + asit; + bs?, so s1/t1 is 0 at oo.
(c) Write

2
A =titasi+b( L) b
£ t

Show that s;/t? has the value 0 at cc.
(d) Show that a maps oo on Ej to oo on FEs.

12.5 Let E1, Es, , so,ts be as in Exercise 12.4.

(a) Show that

Z1Y1 Y1
to = 5

(22 + axy + b)(z? — 1)’ 3 —b

S9 =

(b) Conclude that «(0,0) = co.

12.6 Let E be an elliptic curve given by a generalized Weierstrass equation
v? + a1zy + azy = 2% + a22? + a4z + ag. Let P = (xp,yp) and Q =
(rg,yqg) be pointson E. Let xp1 g, yp+o denote the x and y coordinates
of the point P + Q.

(a) Show that if 2Q) = oo, then ug = 0 and

vQ a(rp — Q) +yP — Yq
T —rg = ———o —Yyg = —
P+Q—2Q vp — 14 y  Yr+Q—YQ (zp — xQ)Q

’UQ.
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(b) Show that if 2Q # oo, then

vQ uQ
2 + 3’
zp—2q)®  (zp—2qQ)

Tp+Q —TQ +Tp—Q —T-Q = (

Yyr+Q —YQ tYr—qQ —Y-q

2p + ar1zp + as ai(zp — Q) +yp — YQ
= —uqQ — 3 —vQ _ 2
(zp —2q) (zp —2q)
aug — ghgg
(xzp —2qQ)?

(¢) Show that, in the notation of Theorem 12.16,

X(P)y==z(P)+ > [¢(P+Q)—z(Q)
co#£QEeC

Y(P)=y(P)+ Y  [P+Q) -y@Q).
co#QeC

12.7 Let p(T'),q(T) be polynomials with coefficients in a field K with no
common factor. Let X be another variable. Show that the polynomial
F(T) = p(T) — Xq(T), regarded as a polynomial with coefficients in
K(X), is irreducible. (Hint: By Gauss’s Lemma (see, for example,
[71]), if F(T) factors, it factors with coefficients that are polynomials
in X (that is, we do not need to consider polynomials with rational
functions as coefficients).)

12.8 Recall that in Vélu’s formulas,

Vg uQ
X = .
A <$—$Q - (x—xcz)2>

Qes

(a) Show that g% = 0 if and only if 2Q) = co. Show that if 2Q = oo,
then g¢ # 0 (Hint: the curve is nonsingular). Conclude that if
2Q = oo then vg # 0, and that ug # 0 if and only if 2Q) # oo.

(b) Write the rational function defining X as p(x)/q(x), where p, g are
polynomials with no common factor. Show that ¢(x) contains the
product of (x — zg)? for all points Q € S with 2Q) # oo and that
it contains (z — x¢) for each point @ € S with 2Q) = co. Conclude
that degq = #C — 1.

(¢) Show that X — z has the form r(z)/q(x) with degr < degg.

(d) Use the fact that
pa) _ 1)
q(x) q(z)
to prove that degp = #C. This shows that the isogeny constructed
in Theorem 12.16 is separable.
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12.9 Let F be an elliptic curve over a field K and let Q € E(K). Translation

by @ gives a map (z,y) — (2,y) + Q@ = (f(z,y),9(z,y)), and therefore
a homomorphism of fields

o: K(z,y) — K(z,y), z— f(z,y), y— g(z,y).

Show that o has an inverse and therefore that ¢ is an automorphism of
K(z,y).

12.10 Let E;, E5 be elliptic curves over a field K and let o : E; — Es be an
isogeny such that deg(«) is not divisible by the characteristic of K.

(a) Suppose Ej3 is an elliptic curve over K and that (3; : F3 — E3 and
B2 : E5 — Ej3 are isogenies such that 1 o a = 2 o @. Show that
B = Ba.

(b) Show that the map & is the unique isogeny E; — FEp such that
@ o « is multiplication by deg .

(¢c) Let f: A — B and g : B — C be surjective homomorphisms
of abelian groups. Show that #Ker(g o f) = #Ker(g)#Ker(f).
Deduce that deg a = deg a.

(d) Show that « o & equals multiplication by deg(a) on Es. (Hint:
[n]oa=ao[n] =aodaoa; now use (a).)
(e) Show that a=a.

12.11 Consider the elliptic curve E : y2 = 2® — 1 over F7. It has j-invariant
0.

(a) Show that the 3rd division polynomial (see page 81) is i3(x) =
x(x® —4).
(b) Show that the subgroups of order 3 on E are

C1 = {00, (0,£4)}, Oy = {oo, (4"/3,£V3)},
Cs = {007(2'41/33i\/§)}v Cy= {007(4'41/3ai\/§)}a

where i = v/—1 € Fy9. Note that 22 =1 in F7, so 2 is a cube root
of unity.

(¢) Show that the 3rd modular polynomial satisfies ®5(0,7) = T(T —
3)? (mod 7).

(d) Let ¢ : E — E by (z,y) — (2z,—y). Then ¢ is an endomorphism
of F. Show that C7 is the kernel of the endomorphism 1 + (.
Therefore Cy is the kernel of the isogeny 1 +( : E — E. Since
j(E) =0, this corresponds to the root T'= 0 of ®5(0,7") mod 7.

(e) Let ¢ = ¢7 be the Tth power Frobenius map. Show that ¢ has the
eigenvalue —1 on Cf.
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(f) Show that ¢(4'/3) # 413, (Hint: what z satisfy ¢(z) = 2?) Con-
clude that none of Cy, C5,Cy is an eigenspace for ¢.

(g) Let E; be an elliptic curve with j = 3 that is 3-isogenous to E (it
exists by Theorem 12.19). Show that there does not exist v € Z
such that ¢P = vP for all P in the kernel of the isogeny. This
shows that the restriction j # 0 is needed in Proposition 12.20.

12.12 Let E,, Ey be elliptic curves defined over F, and suppose there is an
isogeny a : By — F5 of degree N defined over F,.

(a) Let £ be a prime such that £ ¢N and let n > 1. Show that « gives
an isomorphism FE[("] ~ Ey[¢"].
(b) Use Proposition 4.11 to show that #E1(F,) = #E»(F,).

12.13 Let f C/L; — C/L5 be a continuous map. This ylelds a continuous

map f: C — C/ L2 such that f( )= f(z mod Ly). Let f( ) = zo. Let
z1 € C and choose a path y(¢),0 <t < 1, from 0 to 2;.

(a) Let 0 <t; < 1. Show that there exists a complex-valued continuous
function h(t) defined in a small interval containing t;, say (t1 —
€,t1+¢)NJ0, 1] for some ¢, such that h(t) mod Ly = f(’y(t)) (Hint:
Represent C/ Lo using a translated fundamental parallelogram that
contains f(+(¢1)) in its interior.)

(b) As ¢; runs through [0, 1], the small intervals in part (a) give a
covering of the interval [0,1]. Since [0,1] is compact, there is a

finite set of values tgl) << tg") whose intervals Iy, ..., I, cover
all of [0,1]. Suppose that for some ty, with 0 < tg < 1, we have
a complex-valued continuous function g(¢) on [0,%o] such that g(¢)
mod Ly = J/“\(W(t)) Show that if [0, ¢9] N I; is nonempty, and if h(¢)
is the function on I; constructed in part (a), then there is an ¢ € Lo
such that g(t) = h(t) —{ for all t € [0,to] N I;. (Hint: g(t) — h(t) is
continuous and Lo is discrete.)

(¢) Show that there exists a continuous function g : [0,1] — C such
that g(t) mod Lo = f(y(t)) for all ¢ € [0, 1].

(d) Define f(z1) = g(1), where z; and g are as above. Show that this
definition is independent of the choice of path «y. (Hint: Deform
one path into another continuously. The value of g(1) can change
only by a lattice point.)

(e) Show that the construction of f yields a continuous function f:
C — C such that f(z mod Ly) = f(z) mod Ly for all z € C.

12.14 Consider the elliptic curves E1, Es in Example 12.5. Use Vélu’s formulas
(Section 12.3) to compute the equations of E; and E,. Decide which
has 7 = —1 and which has j = —3.
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Chapter 13

Hyperelliptic Curves

Given an algebraic curve, we can form its Jacobian, namely the group of
divisors of degree 0 modulo principal divisors. As we saw in Corollary 11.4,
the Jacobian of an elliptic curve gives the same group as the elliptic curve.
However, for other curves, we get something new. In this chapter, we discuss
hyperelliptic curves, for which the theory can be carried out rather explicitly.

In [62], Koblitz suggested using hyperelliptic curves to build cryptosystems.
Of course, whenever we have a group, we can build cryptosystems whose
security depends on the difficulty of solving the discrete logarithm problem
in the group. But computations in the group, for example adding elements,
need to be fast if the cryptosystem is to have practical value. In Section
13.3, we discuss Cantor’s algorithm, which allows us to compute in Jacobians
of hyperelliptic curves. In Section 13.4, we show how a form of the index
calculus can be used to attack the discrete logarithm for these Jacobians. It
turns out that this attack is effective when the genus (an invariant attached
to the curve; see Theorem 11.15) is large. Therefore, it appears that the best
curves for cryptography have genus 2. For much more on hyperelliptic curves,
see [27], for example.

13.1 Basic Definitions

Let K be a field. Throughout Sections 13.1, 13.2, and 13.3, we assume that
K is algebraically closed, so that all points we consider have coordinates in K.
Let g > 1 be an integer and let h(z) and f(x) be polynomials with coefficients
in K such that deg f = 29 + 1 and degh < g. Also, assume that f is monic
(that is, the coefficient of 22971 is 1). The curve C' given by the equation

C:y?+hzx)y = f(z) (13.1)
is called a hyperelliptic curve of genus g if it is nonsingular for all z,y €
K. This means that no point (x,y) on the curve, with x,y € K, satisfies
2y + h(z) =0 = f'(x) — yh/(z). When g = 1, we obtain an elliptic curve in

407
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408 CHAPTER 13 HYPERELLIPTIC CURVES

generalized Weierstrass form. It can be shown that the genus of C' (in the
sense of Theorem 11.15) is g.

If the characteristic of K is not 2, we can complete the square on the left
side and put the curve into the form

C:y* = f(x), (13.2)

with f monic of degree 2g + 1. The nonsingularity condition states that no
point on the curve satisfies 2y = 0 = f/(z). Since y = 0 means that f(z) =0,
this is equivalent to saying that no z satisfies f(z) = 0 = f/(z). In other
words, f(x) has no multiple roots, just as for the Weierstrass form of an
elliptic curve. For simplicity, we work with the form (13.2) throughout this
chapter.

There is one point at infinity, given by (0: 1:0) and denoted co. If g > 2,
this point is singular, but this has no effect on what we do in this chapter.

Technical point: Various results that we need to apply to C require that
the curve be nonsingular. Therefore, it is necessary to remove the singularity
at infinity. This is done by taking what is called the normalization of C.
Fortunately, the resulting nonsingular curve agrees with C' at the affine (that
is, non-infinite) points and has a unique point at infinity (see, for example,
[106]), which we again denote oco. In the following, we will be working with
functions and divisors. It will be easy to see what happens at the affine points.
The behavior at oo, which might seem harder to understand, is forced. For
example, the function x — a, where a is a constant, has two zeros, namely
(a,+/ f(a)) and (a, —+/ f(a)). Since the function has no other zeros or poles in
the affine plane, and the degree of its divisor is 0, it must have a double pole at
0o. Similarly, any polynomial in z,y gives a function that has no poles in the
affine plane, so the poles are at co. In fact, it can be shown that the rational
functions on C' with no poles except possibly at co are the polynomials in x, y.
In summary, in most situations we can work with co without worry. However,
the point (more accurately, a neighborhood of the point) is more complicated
than it might appear.

REMARK 13.1 There are also hyperelliptic curves given by equations of
the forms (13.1) and (13.2) with deg f = 2¢ + 2. However, these will not be
used in this chapter. Therefore, throughout this chapter, hyperelliptic curve
will mean a curve with deg f = 2¢g + 1.

Let P = (z,y) be a point on C. Define
w(P) = (1177 7y)a
which is also a point on C. The map w : P — w(P) is called the hyperelliptic

involution. It satisfies w(w(P)) = P for all points P on C. On elliptic curves,
w is multiplication by —1.

© 2008 by Taylor & Francis Group, LLC



SECTION 13.2 DIVISORS 409

13.2 Divisors

We continue to assume that C' is a hyperelliptic curve given by (13.2) over
an algebraically closed field K of characteristic not equal to 2.

In general, a line intersects C' in 2g + 1 points. Therefore, when g > 2, we
cannot use the method from elliptic curves to make the points on C into a
group, since the line through two points intersects the curve in 2g—1 additional
points, rather than in a unique third point. Instead, we form the group of
divisors of degree 0 modulo principal divisors (that is, modulo divisors of
functions on C).

In order to discuss divisors of functions, we need to make precise the order
of vanishing of a function at a point. Let P = (a,b) be a point on C' and let ¢
be a function that has a simple zero at P. If H(x,y) is a function on C, write
H =1"G, where G(P) # 0,00. Then H has a zero of order r at P (if r < 0,
then H has a pole of order |r|). If P = (a,b) with b # 0, it can be shown that
t = x — a has a simple zero at P. If b = 0, then z — a has a double zero, but
t = y works since the function y has a simple zero. The intuition is that the
line x — a = 0 intersects the curve C' nontangentially at (a,b) except when
b = 0, where it is a vertical tangent to the curve. Since tangency corresponds
to higher order vanishing (as in Section 2.4), we need to use y instead, since
the horizontal line y = 0 intersects C' at (a,0) nontangentially.

The functions we will work with are polynomials in = and . Since 3% =
f(x), we can replace y? with f(z). By induction, any polynomial in z,y can
be reduced to a function of the form A(z) + B(z)y, where A(x) and B(x) are
polynomials in x.

We need to consider two special forms of functions.

PROPOSITION 13.2
(a) Let A(z) =[];(z —a;)*. Then

where Pj = (aj, f(aj)) and w(Pj)
(b) Let V(x) be a polynomial. Let

I
/N
S

<
By
—
S
<.
~—
~—

Then the function y — V(x) has divisor

div(y — V(z Zd (aj,b;)] — [00]),
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PROOF Let a € K. Consider the function given by the polynomial
H(z,y) =z—a. If f(a) # 0, this function has simple zeros at P = (a,/ f(a))
and at w(P) = (a,—+/f(a)). The only possible pole of z — a is at co. Since
the number of zeros equals the number of poles (Proposition 11.1), there is a
double pole at co. Therefore,

div(z — a) = [P] + [w(P)] — 2[cc].
If f(a) = 0, then

2

T Ty
Since f(x) has no multiple roots, (x—a)/f(z) does not have a zero or a pole at
(a,0). Therefore, z — a has a double zero at (a,0). Note that w(a,0) = (a,0),
so we can also write div(z — a) in the form [P] 4 [w(P)] — 2[oc] in this case.
If A(z) = [1;(z — a;), then div(A(z)) = >; ¢; ([Pj] + [w(F;)] — 2[o0]),
where P; = (aj, f(aj)> (for either choice of sign for the square root). We

will use this for polynomials A(z), but it also applies when ¢; < 0 is allowed,
hence when A(z) is a rational function.

Consider now a function of the form y — V' (z), where V' (z) is a polynomial.
Let P = (a,b) be a point on C with b # 0. Assume that y — V(z) has a zero
at P, so V(a) = b. Since b # 0, we have V(a)+b # 0, so the function y+ V()
does not have a zero at P. Therefore, the order of vanishing of y — V(z) at P
is the same as the order of vanishing of

(y+ V(@) (y - V(@) =y* = V(2)* = f(z) - V(2)*.

We conclude that, when b # 0 and b = V(a), the coefficient of (a,b) in
div(y — V) equals the multiplicity of x — a in the factorization of f — V2.

Now suppose (a,0) is a point on C' at which y — V(z) has a zero. This
means that f(a) =0 and V(a) = 0. Since the function  —a has a double zero
at (a,0), the function V(z) has at least a double zero at (a,0). But y has a
simple zero at (a,0), so the function y — V() has only a simple zero at (a,0).
Suppose (z —a)? is a factor of the polynomial f(z) —V(z)2. Since (z —a)? is
a factor of V(x)?, it is also a factor of f(z), which is not possible since f(z)
has no multiple roots. Therefore, the polynomial f(x) — V(x)? has  — a as
a simple factor. In other words, if V(a) = 0 and (a,0) is on C, the divisor of
y — V() contains [(a,0)] with coefficient 1, and the polynomial f(z)—V (z)?
has x — a as a simple factor.

So far, we have proved that every zero of y — V gives a root of f — V2. We
need to show that f — V2 has no other roots. Write

div(y — V) Zd (aj,b;)] — [o0]) .
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Then
div(y + V) =>_d; ([(a;, —bj)] — [00]) = > d; ([w(ag, b;)] — [d]) -
J J
Since
div(f—=V?) = div(y+V)+div(y=V) = > _ d; ([(a;, ;)] + [(a;, —b;)] — 2[oq]) ,
J

we must have f — V2 = [I;(z— a;j)%, by part (a). Therefore, every root of
f — V2 yields a term in div(y — V). This completes the proof. |

Part (a) of the proposition has a converse. If D = )" ¢;[P;] is a divisor, let

w(D) =3 ¢j[w(Fy)]-

PROPOSITION 13.3
Let D be a divisor of degree 0. Then D +w(D) is a principal divisor; in fact,
it is the diwvisor of a rational function in x.

PROOF  Write D =}, ¢;[P;], where possibly some P; is co. Since deg D =
0, we have > .¢; = 0, s0 D = 3 . ¢; ([P] — [00]). If some P; = oo, that
term can now be omitted, so we may assume P; # oo for all j . Therefore,
D+w(D) = Zj ¢; ([P;] + [w(P})] — 2[o00]), which is the divisor of a polynomial

in x, by Proposition 13.2. |

A divisor of the form D =}~ ¢; ([P;] — [oc]), with Pj = (aj;,b;), is called
semi-reduced if the following hold:

1. ¢;j >0 for all j
2. ifb; =0, thenc;=0o0r 1

3. if [P;] with b; # 0 occurs in the sum (that is, ¢; > 0), then [w(P;)] does
not occur.

If, in addition, Zj ¢; < g, then D is called reduced.

Proposition 13.2 implies that div (y — V(x)) is semi-reduced for every poly-
nomial V' (z).

Let D1 = 3, ¢; ([Pj] —[o0]) and Dy = 37, d; ([P;] — [oc]) be two divisors
with ¢; > 0 and d; > 0. Define

ged(Dy, Dy) Zmln{cj,d}([ %] — [o0]) -
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PROPOSITION 13.4
Let D =3, ¢; ([P;] — [oc]) be a semi-reduced divisor. Let P; = (a;,b;) and
U(z) =[[;(x —a;)%. Let V(z) be a polynomial such that b; =V (a;) for all

j. Then
D = ged (div(U(z)), div(y — V(z)) <= f(z) — V(z)? is a multiple of U(x)

(that is f(x) — V(x)? is a polynomial multiple of U(x)).

PROOF In the notation of Proposition 13.2(b), d; > ¢; for all j if and
only if f(z) — V(x)? is a multiple of U(z). The ged is D if and only if d; > ¢;
for all j, which yields the result. It is worth mentioning what happens at the
points (aj,b;) in D where b; = 0. Since D is semi-reduced, ¢; = 1 for these
points. Although div(z —a;) contains 2[P;] —2[oo], the ged contains [P;] —[oo]
only once since div(y — V' (x)) contains [P;] — [oo] only once.

The following result is central to our treatment of divisors for hyperelliptic
curves, since it allows us to represent divisors concretely as pairs of polyno-
mials.

THEOREM 13.5
There is a one-to-one correspondence between semi-reduced divisors D =
>_;¢j ([P] = [00]) and pairs of polynomials (U(x),V (x)) satisfying

1. U(x) is monic,
2. degU(x) =), ¢; and degV(z) < degU(x),
3. V(z)? — f(z) is a multiple of U(x).
Under this correspondence, D = ged (div(U(z)), div(y — V(z)).

PROOF Given a pair (U,V), we obtain a divisor D as the gcd, as in the
statement of the theorem. Since div(y — V(x)) is semi-reduced, the ged is
semi-reduced. Proposition 13.4 tells us that degU(z) = }_; ¢;, as desired.
Conversely, suppose we have a semi-reduced divisor D. Let P; = (a;,b;) be
a point occurring in D. We can construct U(z) as in Proposition 13.4, but
we need to find V(z) such that V(a;) = b; for all j and such that V2 — f is
a multiple of U. For this, we use a square root algorithm.

Write U(z) = [[;(z — a;)®. Suppose that, for each j, we have Vj(z) such
that V;(a;) = b; and V;(z)? = f(z) (mod (z—a;)%). The Chinese remainder
theorem for polynomials (Exercise 13.10) tells us that there is a polynomial
V(z) such that V(z) = V;(z) (mod (z—a;)%) for all j. Then V(z)?>—f(z) =0
(mod (x—a;)) for all j. This implies that V' (x)? — f(z) is a multiple of U(z).
Also, V(z) = Vj(z) (mod x — a;) implies that V(a;) = Vj(a;) = b;.
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The problem is now reduced to solving congruences of the form W (z)? =

f(x) (mod (z—a)¢) with W (a) = b, where b> = f(a). The solutions W will be
the desired polynomials V;. If b = 0, then f(a) = 0 and, by Proposition 13.2,
we know that ¢ =1, so we can take W (z) = 0. This yields

W(z)* = 0% = f(a) = f(z) (mod (z - a))

since f(z) = f(a) (mod (z — a)) for any polynomial f(z). Suppose now that
b # 0. Let Wi(z) = b. Then Wi(x)? = b* = f(a), so Wi(x)? — f(x) is 0 at
x = a, hence is 0 mod = — a. Now suppose that 1 < n < ¢ and that we have
found W, (z) such that W, (z)? = f(z) (mod (x —a)"™) and W,,(a) = b. Write

Whai(x) = Wy(z) + k(x — a)”
for some constant k to be determined. Then
Wn+1(x)2 — f(z) = Wn(x)2 — f(z) + 2k(z — a)"W,(z) (mod (z — a)"“).

Since W,,(z)? — f(x) is a multiple of (z — a)", we can form the polynomial
P(z) = (Wyp(2)? = f(z)) /(x—a)". Let k = —P(a)/2. Then W41 (2)*— f(x)
is a multiple of (z — a)"*!. Continuing in this way, we obtain a function
W(z) = W.(x) that has the desired properties. (Remark: This method is
actually the same as Newton’s method for finding numerical approximations
to solutions of equations.)

As mentioned previously, we combine the functions V;(z) via the Chinese
remainder theorem to obtain V(x). Now that we have a function V(z) with
V(x)? — f(x) divisible by U(z), we can reduce V mod U to get a new function
V with deg V(x) < deg U(x). We have therefore found the desired pair (U, V).

Finally, we need to show that V() is uniquely determined by D. Suppose
Vi(z) and Va(x) are two such polynomials. The functions y — V;(z) vanish
to order at least ¢; at P;, and therefore their difference Va(z) — Vi(z) must
also vanish to this order. Therefore, Va(z) — Vi(z) has at least }°,c; =
deg U(z) zeros, counting multiplicity. But deg(V2(x) — Vi(x)) < degU(x), so
Vi(x) — Vo(z) must be identically 0. This completes the proof.

The next result shows that the reduced divisors represent all divisor classes
of degree 0.

PROPOSITION 13.6
Let D be a divisor of degree 0 on C. There exists a unique reduced divisor
D1 such that D — D1 is a principal divisor.

PROOF  Recall the Riemann-Roch theorem (Theorem 11.15): For any
divisor D,
D) — LK — D) =deg(D) — g+ 1.
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Replace D with D + g[oo]. Then
(D + g[oo]) =4(K — D — g[oo]) +1 > 1,

since {(IC — D — g[oo]) > 0. This means that there is a function F' # 0 such
that
div(F) + D + g[oo] > 0.

Let Dy = div(F') + D, which is in the same divisor class as D. Then D; +
gloo] > 0 and deg(D;) = 0. Since adding a multiple of [oo] to D; makes
all coefficients nonnegative, and since deg(D1) = 0, it follows easily that the
only point in D; with negative coefficients is [co] and that there are at most g
other points in the sum. If D; contains both [P] and [w(P)] for some P, then
subtracting an appropriate multiple of the principal divisor [P]+[w(P)]—2[o0]
removes either [P] or [w(P)] from D; and leaves the other with a nonnegative
coefficient. Therefore, we may assume that D; is reduced, and hence D, is
the required divisor.

We now show that D; is unique. Suppose D — Dy = div(F') and D — Dy =
div(G) with both D; and Dy reduced. Then

Dy +w(D3) = D + w(D) — div(F) — w(div(G)),

which is principal, since D + w(D) is principal (Proposition 13.3) and w
applied to a principal divisor yields a principal divisor (Exercise 13.4). Write
Dy + w(Dy) = div(H). Then

div(H) + 2g[oc] = (D1 + g[oo]) + w(D2 + g[oo]) >0,

so H € L(2g[]) (see Section 11.5).
The Riemann-Roch theorem says that

£(2g]0]) — (K — 2g[oc]) =29 —g+1 =g+ 1.

Since deg(K — 2¢g[c0]) = —2 < 0 by Corollary 11.16, we have £(K —2g[oc]) =0
by Proposition 11.14. Therefore, ¢(2g[occ]) = g + 1. Since 27 € L(2j[oc]), the
set

{1,z,2%,... 29}

gives g + 1 functions in £(2g[oo]). They are linearly independent since they
have poles of distinct orders. Therefore, they form a basis of £(2g[oo]). This
means that every element can be written as a polynomial in z of degree at
most g.

We conclude that Dy +w(Ds) = div(H), where H is a polynomial in z. As
we showed earlier, this means that

Dy +w(D2) = Z ¢ ([Bj] + [w(F;)] = 2[o0))
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for some points P; and some integers ¢;. Since D; and w(Ds) are reduced,
[P;] occurs in one of D7 and w(Ds), and [w(P;)] occurs in the other. By
switching the names of P; and w(P;), if necessary, we may assume that

Di=) ([P]—loc]) and w(Ds) = ([w(F))] - [oc]).

J J
This implies that Dy = D5, as desired. |

We refer to elements of the group of divisors of degree 0 modulo principal
divisors as divisor classes of degree 0. The set of divisor classes of degree
0 can be given the structure of an algebraic variety, called the Jacobian
variety J of C. Over the complex numbers, the Jacobian has the structure
of a g-dimensional complex torus C9/L, where L is a lattice in g-dimensional
complex space (the case g = 1 is the case of elliptic curves treated in Chapter
9). The addition of divisor classes corresponds to addition of points in C9/L.

Let Py, P, be points on C. Since [P;] — [0o] and [P;] — [00] are reduced, the
uniqueness part of Proposition 13.6 implies that these two divisors are not
equivalent modulo principal divisors. Therefore, the map

cC— J
Pr— [P] = [od]

gives an injective mapping of C' into its Jacobian. In the case of elliptic curves,
this is an isomorphism (Corollary 11.4).

THEOREM 13.7
There is a one-to-one correspondence between divisor classes of degree 0 on
C and pairs (U(x),V(z)) of polynomials satisfying

1. U 1is monic.
2. degV < degU < g.
3. V2 — f(x) is a multiple of U.
PROOF By Proposition 13.6, every divisor class of degree 0 is represented

by a unique reduced divisor. By Theorem 13.5, these divisors are in one-to-
one correspondence with the pairs (U, V) as in the statement of the present

theorem. |l

REMARK 13.8 The pair (U, V) is called the Mumford representation
of the corresponding divisor class. In many situations, it is easier to work with
the Mumford representations than directly with the divisor classes. In the next
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section, we describe an algorithm that produces the Mumford representation
for the sum of two divisor classes of degree 0.

If we start with a divisor of degree 0 where [00] is the only point with
a negative coefficient, then it is easy to find a semi-reduced divisor in the
same divisor class; namely, we remove divisors of suitable polynomials in
x. However, the proof of Proposition 13.6 does not immediately give an
algorithm for changing the semi-reduced divisor to the reduced divisor in the
same divisor class. Nevertheless, if we work with the pair (U, V') associated to
the semi-reduced divisor, there is a straightforward procedure that produces
the pair corresponding to the reduced divisor.

THEOREM 13.9 (Reduction Procedure)
Let (U,V) be a pair representing a semi-reduced divisor D of degree 0. Do
the following:

1. Let U= (f —V?)/U.

2. Let V.=V (mod U) with deg(V) < degU.

3. LetU=U and V =V.

4. Multiply U by a constant to make U monic.

5. If deg(U) > g, go back to step 1. Otherwise, continue.
6. Output (U,V).

The reduction procedure terminates, and the output is the pair representing
the reduced divisor in the divisor class of D.

PROOF  The divisor of U(x) is D + w(D). The divisor of y — V(z) is
D+ E, where E has the form 3 e; ([Q;] — [o0]) for some points Q; and some
coefficients e; > 0. The divisor of y + V(z) is w(D + E). Since
UU=f-V2=(y+V)y-V),
we have
D +w(D) 4 div(U) = div(U) + div(U) = D+ E + w(D + E).

Therefore,

div(U) = E + w(E). (13.3)
Since div(y + V) = w(D) + w(E),

ged (div(ﬁ)7 div(y+V)) = w(E) (13.4)
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(as remarked earlier, a divisor of the form div(y + V') is semi-reduced, so it
cannot contain contributions from both F and w(FE)). But

D —div(y — V) = —E = w(E) — div(D),

so w(E) is in the same divisor class as D. We claim that (U, V) represents
w(E). By (13.3), the degree of U equals Y e;, the number of summands
in E. Since V2 = (V)2 = f (mod U), Theorem 13.5 implies that (U, V)
represents a divisor. By (13.4), it represents w(E).

Finally, suppose deg(U) > g + 1. Then deg(f) < 2deg(U) and deg(V?) <
2deg(U), so deg(U)+deg(U) = deg(f —V?) < 2deg(U). Therefore, deg(U) <
deg(U). This means that the degree decreases at every iteration of steps (1)
through (4) until we obtain a polynomial of degree at most g. At this point,
the corresponding divisor is reduced and we are done. |

13.3 Cantor’s Algorithm

Although very useful from a theoretical point of view, the description of
the points of the Jacobian J in terms of divisor classes of degree 0 is not very
useful from a computational point of view. On the other hand, the Mumford
representation gives a very concrete representation of points of J. In this
section, we present an algorithm due to David Cantor [22] for adding divisor
classes that are given by their Mumford representations. The algorithm has
its origins in Gauss’s theory of composition of quadratic forms.

THEOREM 13.10 (Cantor’s algorithm)
Let D1 and Dy be divisors of degree 0, whose classes correspond to pairs
(U1, V1) and (Us, V3), as in Theorem 13.7.

1. Let d = ged(Uy,Us, Vi + Va).  Find polynomials hq, ho, hs such that
d=Uihi + Ushy + (Vi + Va)hs.

2. Let Vo = (U1Vahi + UsVihy + (ViVa + f)hs) /d.

3. Let U =UUs/d? and V =V, (mod U) with degV < degU.

4. Let U= (f —V?)/U and V = =V (mod U), with deg(V) < degU.
5. LetU=U and V =1V.

6. Multiply U by a constant to make U monic.

7. If deg(U) > g, go back to step 4. Otherwise, continue.

© 2008 by Taylor & Francis Group, LLC



418 CHAPTER 13 HYPERELLIPTIC CURVES

8. Output (U, V).
The pair (U, V) is the Mumford representation of the divisor class of D1+ Da.

PROOF By modifying D; and Dy by principal divisors, we may assume
that D; = ged(div(U;), div(y—V;)), for i = 1,2. The algorithm consists of two
parts. The first part, which is steps (1), (2), and (3), constructs a pair (U, V).
It essentially corresponds to D1+ D, but terms of the form [P]+[w(P)]—2[o0]
need to be removed. This is the role of the polynomial d(z). The second part,
steps (4) through (7), lowers the degree of U(x) so that degU(x) < g.

First, we need to check that V; in step (2) is a polynomial. Since Uy, Us
are multiples of d, it remains to show that V1 V5 + f is a multiple of d. But

Vio+ f=ViVi+ Vo) + (f = V) =0 (mod d),

since V; + V4, is a multiple of d and since f — V{2 is a multiple of Uy, hence a
multiple of d. Therefore, Vj is a polynomial.

We now show that ged (U(x), y — Vo(x)) equals the semi-reduction of Dy +
D5, namely, D; 4+ Do with any terms of the form [P]+ [w(P)] —2[oco] removed.
To do so, we need to explain the definition of Vy(x). Consider a point P =
(a,b) and let the coefficient of [P] — [oo] in D; be r; > 0. The functions U;
and y — V; vanish to order at least r; at P. Therefore, the products

UUz, (y—=WV)Uz, (y—=V2)Ui, (y—Vi)ly—Vo)=f+ViVa—(Vi+Va)y

vanish to order at least r; + ro at P. The coefficients of y in the last three
functions are Us, Uy, —(V1 + V3), and the polynomial d is the ged of these.
The linear combination for d in step (1) implies that

(y = Va)Uihi + (y — Vi)Ushe + (Vi + Va)y — f — ViVa) hs
= dy — dVo

Therefore, (y — Vp)d vanishes to order at least r + ro at P.

We now need to consider in detail what happens at each point P = (a, b).
It is convenient to work with both P and w(P) = (a, —b) at the same time.
For simplicity, let (U,y — V) denote the divisor ged(div(U), div(y — V)).

Write

U,y = V1) = Dy =11 ([P] = [o]) + 81 ([w(P)] = [o0]) + -
(Uz,y = Va) = Dy = 13 ([P] = [09]) + 52 ([w(P)] = [o0]) + -

Since Dy and Dy are semi-reduced, either r; = 0 or s; = 0, and either 7o = 0
or s = 0.

We need to show that the coefficients of [P] — [oc] and of [w(P)] — [oc0] in
the semi-reduction of Dy + Dy match those in (U,y — Vp), where U is the
polynomial obtained in step (3). There are several cases to consider.

© 2008 by Taylor & Francis Group, LLC



SECTION 13.3 CANTOR’S ALGORITHM 419

If ry = s =1y = s9 =0, then U(P) # 0. Therefore, P and w(P) do not
occur in (U,y — V) and they do not occur in Dy + D.

If some 7; or s; is positive, we can rename the points and divisors so that
r1 > 0, and r; = Max(ry, s1,72,82). Then s; = 0. Henceforth, we assume
this is the case.

If ro = s3 = 0, then d(P) # 0. The order of U at P is the order of U; at P,
which is r1. Since (y—Vp)d has order at least 1 at P, so does y—Vj. Therefore,
(U,y — Vp) contains r1 ([P] — [00]). Since (U,y — V) is semi-reduced, it does
not contain [w(P)] — [oo] (except when P = w(P)). Therefore, D; + Dy and
(U,y — Vo) agree at the terms involving [P] — [oo] and [wP] — [o0].

If ro > 0 and b = 0, then U; and U, have simple zeros as polynomials (and
double zeros as functions on C) at a by Proposition 13.2. Also, V; 4+ V4 has
a zero at a, so the ged d has a simple zero at a. Therefore, U = U;Us/d? has
no zero at a, so the divisor corresponding to (U, V') does not contain P. Since
Ui(a) = Uz(a) = 0, the divisors Dy and Ds both contain P = (a,0) = w(P).
By Proposition 13.2, they each contain [P] — [cc] with coefficient 1. Therefore,
D4 + Dy contains 2 ([P] — [00]), which is principal and can be removed. The
resulting divisor does not contain P. Therefore, (U,y — V) and the semi-
reduction of Dy + Do agree at terms containing P.

From now on, assume that b # 0. If ro > 0, then so = 0. Since Vi(a) =
Va(a) = b # 0, we have Vi + V5 # 0 at P. Therefore, d(P) # 0. Therefore, the
order of U at P is r; + 3. As pointed out previously, the order of (y —Vj)d at
P is at least 1 + 1o, so the order of y — Vy at P is at least r1 + r. Therefore,
(U,y — Vp) contains (r1 + r2) ([P] — [00]), which matches Dy + Ds. Since
(U,y—V,) is semi-reduced, it has no terms with w(P). Neither does Dy + Ds.

Finally, suppose s3 > 0. Then 7o = 0. Then y — V} has order at least r;
at P and y — V5 has order at least sy at w(P). Therefore, Vo(a) = —b, so
y — Vo takes the value 2b # 0 at P. Since (y + Va)(y — Vo) = f — Vi is a
multiple of Uy, which has order s; at P, the order of y + V5 at P is at least
so. Therefore, the order at P of Vi + Vo = (V1 — y) + (y + V2) is at least
min(ry, s2) = Sa, by the choice of 1. It follows that d, which is the ged of Uy,
Us, and Vi + V4, has order exactly so at P, since this minimum is attained
for Uy. The order of U at P is therefore rq + s9 — 289 = r1 — s5. We know
that (y — Vp)d has order at least r; at P. Similarly, it has order at least so
at w(P). Therefore, y — Vj has order at least 1y — sg at P. If 1y — s9 > 0,
then (U,y — V) contains (11 — s2) ([P] — [00]). Since it is semi-reduced, it
does not contain [w(P)] — [oo]. If r1 — s2 = 0, then U(P) # 0, so (U,y — Vo)
contains neither P nor w(P). Therefore, (U,y — V) agrees at P and w(P)
with D1+ Dy —s9 ([P] + [w(P)] — 2[c0]), hence agrees with the semi-reduction
of D1 + DQ.

We have therefore proved that (U, y—Vp) and the semi-reduction of D + Do
agree at all terms, so they are equal. Since (U,y — V') = ged(U,y — Vp), this
completes the proof that the divisor represented by (U, V) is in the divisor
class of Dy + Ds.

Note that we have proved that y — V vanishes at least to the order of
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vanishing of U at each point (a,Vy(a)). By Proposition 13.4, f — Vi is a
multiple of U. Since V = V; (mod U), f — V2 is also a multiple of U, as

required.
Steps (4) through (7) are the reduction algorithm. Theorem 13.9 says that
this process yields the desired reduced divisor. |

Example 13.1
Consider the curve C : y? = 2% — 1 over F3. Let’s compute

(2> —z+1,—-z+1)+ (z—1,0).

Wehave Uy =22 —2+1,Us =2 —1,V; + Vo = —z 4+ 1. The gecd of these is
1, and
(2 —z+1)-1+(@x—1)-(—2) +(—x+1)-0=1,

so we may take hy = 1, hg = —x, hg = 0. We obtain
U=(@ -+ ) (z—-1) =23 +22 -z -1,
V=0+@x—-1)(—2+1)(-2)+0=24+2>+2=—-2+1 (modU).
The reduction procedure yields

_ 5 _ _(_ 2
i Rl G AR

and V = z — 1. Therefore,

(xQ—x+1,—x+1)+(x—1,0):(xz—a:—l,x—l).

13.4 The Discrete Logarithm Problem

Up to now, we have been working over an algebraically closed field. But now
we consider a curve and divisors defined over a finite field F;. We continue
to assume that ¢ is not a power of 2, so we can use (13.2) instead of (13.1).
We take f(x) in (13.2) to be a polynomial with coefficients in F, and with
no multiple roots in Fq. Let ¢ be the ¢-th power Frobenius map. A divisor
D is said to be defined over F if ¢(D) = D (where ¢([P]) is defined to be
[¢(P)] and ¢([oc]) = [00]). This means that ¢ can permute the summands of
D as long as it leaves the overall sum unchanged. A divisor class is said to

be defined over F, if ¢(D) — D is a principal divisor for some (equivalently,
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all) divisors D in the divisor class. These correspond to the points on the
Jacobian variety that are defined over F,. We denote this set by J(F,).

Suppose D is a divisor of degree 0 such that ¢(D) is in the same divisor class
as D. The divisor class of D contains a unique reduced divisor R, and the
divisor class of ¢(D) contains ¢(R) (proof: D— R = div(F), so ¢(D)—¢(R) =
div(¢(F))), and ¢(R) is also reduced. The uniqueness implies that R = ¢(R).
Therefore, the divisor class contains a divisor fixed by ¢. The reduced divisor
R corresponds to a unique pair (U,V) of polynomials. The divisor ¢(R)
corresponds to the pair (U?, V%), where U? denotes the polynomial obtained
by applying ¢ to the coefficients of U. Since ¢(R) = R, we have U = U
and V?® =V, because the pair corresponding to a divisor is unique. It follows
that a divisor class that is mapped to itself by ¢ corresponds to a unique
pair (U, V) of polynomials, with U,V &€ F[z] (= the set of polynomials with
coefficients in F,). Conversely, if U,V € F[z], then ged (div(U), div(y — V))
is fixed by ¢, hence yields a divisor class fixed by ¢. We have proved the
following.

PROPOSITION 13.11
There is a one-to-one correspondence between J(Fy) and pairs (U, V') of poly-
nomials with coefficients in F satisfying

1. U 1is monic.
2. degV < degU < g.

3. V2 — f(x) is a multiple of U.

Since there are only finitely many polynomials U € F[z] of degree at most
g, there are only finitely many divisor classes of degree 0 that are defined over
F,. In other words, J(F,) is finite. It is easy to see that it is closed under
addition, so it forms a group. Alternatively, Cantor’s algorithm clearly takes
pairs of polynomials defined over F, to pairs defined over F,. In fact, we
could ignore the geometry completely and consider a group whose elements
are suitable pairs of polynomials and whose law of composition is given by
Cantor’s algorithm. This defines a group (although the associativity might
be difficult to prove without the geometric interpretation).

Example 13.2

Let’s consider the case where degU = 1. Then U = x — a for some a, and
V = b for some b € F,. Also, f(r) = f(a) (mod z — a), so b> = V2 = f(a),
hence b? = f(a). This means that (a,b) is a point on the curve. The divisor
class for (U,V) is defined over F, if and only if the polynomials z — a and
b have coefficients in F,, which happens if and only if the point (a,b) has
coordinates in F. I
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Example 13.3

Let D = ged(div(U), div(y — V)), which corresponds to (U, V'), and suppose
that degU = 2 where U is an irreducible polynomial in F,[z]. We can factor
U as (x —a1)(x — az) over F 2. Then

D = [(a1,V(a1))] + laz, V(az2))] — 2[oc].

Since a1, a2 ¢ Fy, the points (a;, V(a;)) are not defined over F,. However, ¢
interchanges [(a1,V (a1))] and [(az2, V(a2))], hence ¢(D) = D. I

Example 13.4
Let’s consider the curve C : y? = 25 — 1 over F3. The points in C(F3) are

{OO, (1v 0)7 (713 1); (717 71)}

Denote the elements of Fg as a + bi with a,b € {—1,0,1} and ¢ = v/—1. The
elements of C(Fy) are

0, (170)7 (_171)7 (_17_1)7 (Oui)v (07_i)7
(=14i,1414), (=14i,—1—i), (=1—i1—i), (=1—i,—1+14).

The pairs of polynomials (U, V') corresponding to reduced divisors are

D=@?-1,z—1), 2D=@?’—-z+1,2—-1), 3D=(2*-z—1,2-1),
4D=(z+1,-1), 5D=(z-1,0), 6D=(z+1,1),
TD=(?~z—1,-x+1), 8D=@*—x+1,—2+1),

9D = (2® —1,—x + 1), 10D = (1,0)

(where “=" denotes congruence modulo principal divisors). These can be
found by exhaustively listing all polynomials U of degree at most 2 with coef-
ficients in F3, and finding solutions to V2 = 2% — 1 (mod U) when they exist.
The pair (x + 1,1) corresponds to the divisor ged (div(z 4 1), div(y — 1)) =

[(—1,1)] — [oo]. The pair (z? — 2z — 1,2 — 1) corresponds to the divisor
[(-1+¢14+4)]+[(-1—14,1—14)] —2[co]. This can be seen as follows. The
roots of 2 —x — 1 are x = —1+4 and 2 = —1 —4. The polynomial V =z — 1

tells us that the y-coordinates satisfy y = x — 1, which yields y = 1 4+ ¢ and
y = 1 —14. The points (=1 4,1+ ¢) and (—1 — 4,1 — i) are not defined
over F3 individually. However, they are interchanged by the Frobenius map,
which maps i — i3 = —i, so the divisor is left unchanged by Frobenius and
is therefore defined over F3. Similarly, the pair (22 + 2z + 2,2z + 1) corre-
sponds to the divisor [(—1+1¢,—1—14)]+[(—1—1i,—1+14)] — 2[co]. The divisor
[(0,7)] + [(0, —%)] — 2[o0] is also defined over F3. What does it correspond to?
Observe that it is not reduced since w(0,i) = (0, —%). Therefore, it must be
reduced first. Since it is of the form [P] + [w(P)] — 2[o0], it is principal, so
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it reduces to the trivial divisor, corresponding to the pair (1,0). In fact, it is
the divisor of the function z on C. I

Koblitz [62] proposed the discrete logarithm problem in groups of the form
J(F,) as the basis for cryptosystems such as those in Chapter 6. The first
question is how large is J(Fy)? It was proved by Weil, as a generalization of
Hasse’s Theorem, that

(Va—1)% < #J(Fy) < (Va+1)*.

Therefore, the “square root” attacks such as Baby Step, Giant Step and the
p and A methods from Chapter 5 work in time around ¢9/2, which is approx-
imately the square root of the order of the group. However, for Jacobians of
hyperelliptic curves, there is an index calculus that is faster than the square
root algorithms when g > 3. (On the other hand, for g = 2, it is possible
that the corresponding cryptosystems are more secure than those for elliptic
curves.) We now describe the method.

Recall that in the index calculus over the integers mod p, we needed the
notions of B-smoothness and of factorization into small primes. The following
result lets us define a similar notion for divisors.

PROPOSITION 13.12

Let (U, V) be a pair of polynomials in F,[x] representing a semi-reduced divi-
sor. Factor U(z) =[], Us(x) into polynomials in Fy[x]. Let V; =V (mod U;)
with deg V; < degU;. Then (U;,V;) represents a semi-reduced divisor D; and
> . Di=D. If D is reduced, so is each D;.

PROOF  Since V? = V? = f (mod U;), the pair (U;,V;) represents a
divisor, so all that needs to be proved is that >.Di=D.
Write U (z) = [[;(z — a;)® with a; € Fy. Then

ged (div(U;), div(y — V;)) = ch ([P] = [o9))

where P; = (a;,Vj(a;)). But V; =V + Usk; for some polynomial k;, so
Vi(aj) = V(a;) + Ui(a;)ki(a;) = V(a;).

Therefore, the points that appear in the divisors D; for the pairs (U;, V;) are
those that appear in the divisor for (U, V). The multiplicities of the points
in the sum of the D; add up to those in D since [[,U; = U. Therefore,

s.0,=D. 1

The degree of a semi-reduced divisor is the degree of the corresponding
polynomial U. We call a semi-reduced divisor prime if it has degree at least
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1, it is defined over F,, and it cannot be written as a sum of semi-reduced
divisors of smaller degree, each defined over F;. By the proposition, this is
equivalent to U being an irreducible polynomial in F[z].

We say that a semi-reduced divisor is B-smooth if it is the sum of prime
divisors of degree < B.

In the case of elliptic curves, this concept is not useful, since each rational
divisor of degree 0 is in the same divisor class as a 1-smooth divisor. See
Exercise 13.8. However, it turns out to be quite useful for larger g.

Suppose we have divisor classes represented by divisors D; and Ds, and
we are given that Dy is in the same class as kD for some integer k. The
discrete logarithm problem is to find k.

The first index calculus attack on the discrete logarithm problem for hy-
perelliptic curves was given by Adleman, DeMarrais, and Huang [3]. Various
refinements have been proposed. The variation we present below is essen-
tially due to Harley and Gaudry. Improvements by Thériault [120] yield an
algorithm whose running time is bounded by a constant (depending on the
arbitrarily small number €) times gPq?te=(4/Rg+1) For g > 3, this is faster
than the square root algorithms when ¢ is large. Therefore, the best curves
for cryptographic applications are probably those with g = 2.

We assume that Dy, Dy are reduced and represented by (U;, V;) for i =1, 2.
Fix a bound B (often, B = 1). List all the irreducible polynomials T'(z) €
F,[x] of degree < B. For each such polynomial 7', find a polynomial W (z)
such that W2 = f (mod T), if one exists (see Exercise 13.11). The resulting
list of polynomials (T, W;),1 < j < s, is the factor base. Note that we
include only one of (T, W) and (T, —W), since they are inverses of each other
(Exercise 13.5).

Let N = #J(F,;). We assume that N is known since this is the case in
most cryptographic algorithms. However, there are index calculus methods
that determine N. See [3].

The algorithm proceeds as follows:

1. Start with a “matrix” M with no rows and s columns.
2. Choose random integers m and n.

3. Compute the pair (U, V) for the sum mD; + nDs using Cantor’s algo-
rithm.

4. If U does not factor into irreducible polynomials of degree < B, go back
to Step 2. Otherwise, let U = [[7;" be the factorization of U into
irreducible polynomials from the factor base.

5. The factorization in Step 4 yields a decomposition

mD;1 +nDy = Z(:l:ci)Dl- (mod principal divisors)

i=1
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where D; is the divisor corresponding to (7}, W;) and where +¢; is chosen
if W; =V (mod T;) and —¢; is chosen if —W; =V (mod T;). Append
the row r = (£¢q,. .., cs) to the matrix M.

6. If the number r of rows of M is less than s, return to Step 2. If r > s,
continue to step 7.

7. Let r; denote the ith row of M. Find a relation > d;r; = 0 (mod N)
among the rows of M, with d; € Z.

8. Let m;,n; be the values of m,n from Step 2 that yield the row r;. Let
mo = Zdzm, and Nng = dez

9. If ged(mo, N) = 1, let k = —ngmy "' (mod N).

10. If ged(mo, N) # 1, continue to do Steps 2 through 9 and find more rela-
tions among the rows until a relation is found that yields ged(mg, N) =
1.

11. Output &.

REMARK 13.13 What the algorithm does is compute relations

mi1Dy +n1Dy =ci1 Dy + -+ c1.Ds

m’!‘Dl + n’!‘D2 = CrlDl +--+ Crst

Adding the appropriate rows corresponding to a relation among the rows
yields
moD1+noDy=0-Dy+---4+0-Dy.

Dividing by —my yields Dy = —(ng/mg)Da. i

REMARK 13.14 The Pollard p method (Section 5.2.2) also looks at
sums mDi +nDy and looks for a match between the divisors obtained for two
different pairs (m,n). This corresponds to a relation of two rows being equal
in the present method. The possibility of much more general relations among
the rows makes the present method much faster than the p method. In the p
method, the random integers m, n are chosen by a type of random walk. This
is also a good way to proceed in the present method.

Example 13.5
Consider the curve C : y? = 2% — 1 over F3. Let D; = (22 — 1,z — 1) and
Dy = (z2 — 2 — 1,—x + 1). The problem is to find k& such that Dy = kD;.
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Take (x — 1,0) and (z + 1, —1) as the factor base. Calculations yield

3D +5D5 = ((.73 ) —x—|—1) —2(a:+1,—1)
4D1 + 3D2 (CE )
Dy + 4Dy = (x2 —2+1)=(z—-1,0)+ (z +1,-1).
If we take (first row) + 2(second row) — 2(third row), we obtain
9D, + 3Dy = 0.
Since the group J(F'3) has order 10 (see Example 13.4), multiplication by 3
yields
7D1 = Ds.
I

Exercises

13.1 Let C be the curve in Example 13.4. Use Cantor’s algorithm to show
that (z,4) + (z, —i) = (1,0).

13.2 Let E be the elliptic curve 3% = 3 — 2.
(a) Use Cantor’s algorithm to compute the sum of pairs (z — 3,5) +
(x —3,5).
(b) Compute the sum (3,5) + (3,5) on E. Compare with (a). More
generally, see Exercise 13.9 below.
13.3 Let C be the hyperelliptic curve y? = x° — 53 + 4z + 1.
(a) Show that div(y — 1) = [(~=1, 1] + (=2, 1)] + [(1L, )] + [, 1)] +
[(0,1)] = 5[]
(b) Show that div(z) = [(0,1)] + [(0, —1)] — 2[c<].
(¢) Find a reduced divisor equivalent modulo principal divisors to
(=L DI+ (=1, =DI + [(1, D] + [(2, D] + [(0, 1)] = 5[oc].
13.4 (a) Let F(x,y) be a function on a hyperelliptic curve and let G(z,y) =
F(z,—y). What is the relation between div(F') and div(G)?

(b) Let D be a principal divisor. Show that w(D) is also a principal
divisor. Give two proofs, one using (a) and the second using the
fact that D + w(D) is principal.

13.5 Let (U, V) be the pair corresponding to a semi-reduced divisor D. Show
that (U, —=V) is the pair for w(D).
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13.6 Let (U, V) be the pair corresponding to a semi-reduced divisor.

(a) Use Cantor’s algorithm to show that (U, V) + (1,0) = (U, V).
(b) Use Cantor’s algorithm to show that (U, V) + (U,—-V) = (1,0).

13.7 Let C be a hyperelliptic curve and let D be a divisor of degree 0.

(a) Show that if 3D is principal then 2D is equivalent to w(D) mod
principal divisors.

(b) Let P # oo be a point on C. Show that if the genus of C' is at least
2 then 3 ([P] — [00]) is not principal. (Hint: Use the uniqueness
part of Proposition 13.6.)

This shows that the image of C in its Jacobian intersects the 3-
torsion on the Jacobian trivially.

13.8 Let E be an elliptic curve defined over a field K and let (U, V') be a pair
of polynomials with coefficients in K corresponding to a semi-reduced
divisor class.

(a) Show that the reduction algorithm applied to (U, V) yields either
the pair (1,0) or a pair (z — a,b), with a,b € K.

(b) Show that (1,0) corresponds to the divisor 0, and (x — a,b) corre-
sponds to the divisor [(a,b)] — [00].

13.9 Let E be an elliptic curve, regarded as a hyperelliptic curve. Show that
Cantor’s algorithm corresponds to addition of points on E by showing
that (z—aq,b1)+(x—ag, by) yields (x —as, bs), where (a1,b1)+(az,b2) =

(a37 b3) .
13.10 Let f1(T),..., fo(T) be polynomials (with coefficients in some field K)
that are pairwise without common factors, and let a1 (7T),...,a,(T) be

arbitrary polynomials with coefficients in K. For each i, let F;(T) =
[1;4: f;- Since ged(f;, Fi) = 1, there exists g;(T)) with g;(T)Fi(T) =1
(mod f;) (this can be proved using the Euclidean algorithm). Let

A(T) = ar(T)gu(T)FA(T) + -+ + an(T)gn(T) Fu (T).

Show that A = a; (mod f;) for all . (Remark: This is the Chinese
Remainder Theorem for polynomials.)

13.11 Let g be a power of an odd prime. Let U(T') be an irreducible polynomial
in F,[T] of degree n. Then F,[T]/(U(T)) is a field with ¢" elements.
Let f(T') € F,[T] with f(T) # 0 (mod U(T)). Show that there exists
V(T) € F,[T] such that V2 = f (mod U) if and only if f@"~V/2 =1
(mod U). (Hint: The multiplicative group of a finite field is cyclic.)
(Remark. There are algorithms for finding square roots in finite fields.
See [25].)
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Chapter 14

Zeta Functions

14.1 Elliptic Curves over Finite Fields

Let E be an elliptic curve over a finite field F,. Let
N, = #E(F,)

be the number of points on E over the field Fy»n. The Z-function of E is
defined to be

oo

Zp(T) = exp (Z %T”) .

n=1

Here exp(t) = > t"/n! is the usual exponential function. The Z-function
encodes certain arithmetic information about E as the coefficients of a gen-
erating function. The presence of the exponential function is justified by the
simple form for Zg(T') in the following result.

PROPOSITION 14.1
Let E be an elliptic curve defined over ¥y, and let #E(F,) = q+1—a. Then

gT? —aT +1

2o = ATy - qr)

PROOF  Factor X2 —aX + ¢ = (X — a)(X — 3). Theorem 4.12 says that
Nn:qn'i_l_an_ﬁn-

429
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Therefore, using the expansion —log(1 —¢) = > ¢"/n, we have

Zg(T) = exp <i %T")

n=1
= exp (Z(q" +1—a"— ﬁ”)%)
n=1
= exp (—log(l — ¢T) —log(1 — T) +log(l — aT) + log(1 — BT))

(1—-aT)(1-p0T)

(1-T)(1 —qT)
B qT? —aT +1
(-7 —qT)

Note that the numerator of Zg(T') is the characteristic polynomial of the
Frobenius endomorphism, as in Chapter 4, with the coefficients in reverse
order.

A function Z¢(T) can be defined in a similar way for any curve C over a
finite field, and, more generally, for any variety over a finite field. It is always
a rational function (proved by E. Artin and F. K. Schmidt for curves and by
Dwork for varieties).

The zeta function of E is defined to be

Ce(s) =Ze(q™?),

where s is a complex variable. As we’ll see below, (g(s) can be regarded as
an analogue of the classical Riemann zeta function
o0
1
((s) = e

n=1

One of the important properties of the Riemann zeta function is that it sat-
isfies a functional equation relating the values at s and 1 — s:

72D (s/2)C(s) = 7~ O2T((L - 5)/2)¢(1 — 9).

A famous conjecture for ((s) is the Riemann Hypothesis, which predicts that
if ((s) = 0 with 0 < R(s) < 1 then R(s) = 1/2 (there are also the “trivial”
zeros at the negative even integers). The elliptic curve zeta function (g(s) also
satisfies a functional equation, and the analogue of the Riemann Hypothesis
holds.
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THEOREM 14.2
Let E be an elliptic curve defined over a finite field.

1. CE(S) = CE(l — S)
2. If Cr(s) =0, then R(s) =1/2.
PROOF  The proof of the first statement follows easily from Proposi-
tion 14.1:
q172s _ aqfs + 1
(1—g)1—q'7*)
B 1— aqsfl + q71+25
(¢ =Dl = 1)

Since the numerator of Zg(T) is (1 —aT)(1 — BT'), we have

Ce(s) =

Cp(s)=0<=¢°=a or S.

By the quadratic formula,

Hasse’s theorem (Theorem 4.2) says that

la] < 2v/3,

hence a? — 4¢q < 0. Therefore, o and 3 are complex conjugates of each other,

and
la] = 18| = V4.
If ¢° = a or 3, then
" =¢°| = va.

Therefore, R(s) = 1/2. i

There are infinitely many solutions to ¢° = a. However, if sy is one such
solution, all others are of the form sg 4+ 2min/logq with n € Z. A similar
situation holds for 5.

If C is a curve, or a variety, over a finite field, then an analogue of Theo-
rem 14.2 holds. For curves, the functional equation was proved by E. Artin
and F. K. Schmidt, and the Riemann Hypothesis was proved by Weil in the
1940s. In 1949, Weil announced what became known as the Weil conjectures,
which predicted that analogues of Proposition 14.1 and Theorem 14.2 hold for
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varieties over finite fields. The functional equation was proved in the 1960s
by M. Artin, Grothendieck, and Verdier, and the analogue of the Riemann
Hypothesis was proved by Deligne in 1973. Much of Grothendieck’s algebraic
geometry was developed for the purpose of proving these conjectures.

Finally, we show how (g(s) can be defined in a way similar to the Riemann
zeta function. Recall that the Riemann zeta function has the Euler product
expansion

when #(s) > 1. The product is over the prime numbers. We obtain (g(s) if

we replace the primes p by points on E. Consider a point P € E(F,). Define
deg(P) to be the smallest n such that P € E(Fgn). The Frobenius map ¢,
acts on P, and it is not difficult to show that the set

Sp = {Pa qu(P)aQb(QI(P)’ad)gil(P)}

has exactly n = deg(P) elements and that ¢;/(P) = P. Each of the points in
Sp also has degree n.

PROPOSITION 14.3

Let E be an elliptic curve over Fy. Then

Sp

where the product is over the points P € E(Fq), but we take only one point
from each set Sp.

PROOF  If deg(P) = m, then P and all the other points in Sp have
coordinates in Fgm. Since Fym C Fyn if and only if m|n, we see that Sp
contributes m points to N,, = #E(Fy») if and only if m|n, and otherwise it
contributes no points to N,,. Therefore,

N”:Z ; m.

m|n
deg(P)=m
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Substituting this into the definition of Z(T'), we obtain

= N'Il
log Z(T) = > e

™ Zm

Il
_

n

I
WK
S|

n=l mln deg(SPI;=m
oo oo
1 .

= Z Z — Z mT™  (where mj =n)

j=1m=1 mj Sp

deg(P)=m

=303 e

i=1sp 7
=- Zlog(l — pdee(P)),

Sp

Let T = ¢—° and exponentiate to obtain the result. |

14.2 Elliptic Curves over Q

Let E be an elliptic curve defined over Q. By changing variables if necessary,
we may assume that E is defined by y? = 23 + Az + B with A, B € Z. For
a prime p, we can reduce the equation y?> = 23 + Az + B mod p. If E mod
p is an elliptic curve, then we say that E has good reduction mod p. This
happens for all but finitely many primes. For each such p, we have

#EF,) =p+1-ap,

as in Section 14.1. The L-function of F is defined to be approximately the

Euler product
[T (-aw+p) "
good p

This definition is good enough for many purposes. However, for completeness,
we say a few words below about what happens at the primes of bad reduction.
The factor 1—a,p~*+p'~2* perhaps seems to be rather artificially constructed.
However, it is just the numerator of the zeta function for £ mod p, as in
Section 14.1. It might seem more natural to use the whole mod p zeta function,
but the factors arising from the denominator yield the Riemann zeta function
(with a few factors removed) evaluated at s and at s+ 1. Since the presence
of the zeta function would complicate matters, the denominators are omitted
in the definition of Lg(s).
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For the primes where there is bad reduction, the cubic x> + Az + B has
multiple roots mod p. If it has a triple root, we say that E has additive
reduction mod p. If it has a double root mod p, it has multiplicative re-
duction. Moreover, if the slopes of the tangent lines at the singular point (see
Theorem 2.31) are in F),, we say that £ has split multiplicative reduction
mod p. Otherwise, it has nonsplit multiplicative reduction.

To treat the primes p = 2 and p = 3, we need to use the general Weierstrass
form for E. For simplicity, we have ignored these primes in the preceding
discussion. However, in the example below, we’ll include them.

There are many possible equations for E with A, B € Z. We assume that
A, B are chosen so that the reduction properties of E are as good as possible.
In other words, we assume that A and B are chosen so that the cubic has the
largest obtainable number of distinct roots mod p, and the power of p in the
discriminant 443 4 2782 is as small as possible, for each p. It can be shown
that there is such a choice of A, B. Such an equation is called a minimal
Weierstrass equation for E.

Example 14.1
Suppose we start with E given by the equation

y? = 23 — 270000 4+ 128250000.

The discriminant of the cubic is —283'25'211, so E has good reduction except
possibly at 2,3,5,11. The change of variables

r =20x1, y=125
transforms the equation into
yi = a% — 432z, + 8208.

The discriminant of the cubic is —283'211, so F also has good reduction at
5. This is as far as we can go with the standard Weierstrass model. To treat
2 and 3 we need to allow generalized Weierstrass equations. The change of
variables
Ir1 = 9%2 - 12, Y1 = 27y2
changes the equation to
Y3 = x5 — 4x3 + 16.

The discriminant of the cubic is —2811, so E has good reduction at 3. Since
any change of variables can be shown to change the discriminant by a square,
this is the best we can do, except possibly at the prime 2. The change of
variables

xy =4x3, Y2 =8ys+4

changes the equation of E to

2 _ .3 .2
Y3 + Y3 = T3 — x3.
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This is nonsingular at 2 (since the partial derivative with respect to y is
2y+1=1%#0 (mod 2)). Therefore, E has good reduction at 2. We conclude
that £ has good reduction at all primes except p = 11, where it has bad

reduction. The equation y3 +y* = z3 — 22 is the minimal Weierstrass equation
for .

Let’s analyze the situation at 11 more closely. The polynomial in x5 factors
as

r3 —4x3 +16 = (zo + 1)*(z2 +5).

Therefore, E has multiplicative reduction at 11. The method of Section 2.10
shows that the slopes of the tangent lines at the singular point (z2,y2) =
(—1,0) are +2, which lie in Fy;. Therefore, E has split multiplicative reduc-
tion at 11. I

We now give the full definition of the L-series of E. For a prime p of bad
reduction, define

0 if E has additive reduction at p
ap = 1 if E has split multiplicative reduction at p
—1 if E has nonsplit multiplicative reduction at p.

The numbers a, for primes of good reduction are those given above: a, =
p+1—#E(F,). Then the L-function of E is the Euler product

o) = ] (1=a )™ I] (o457

bad p good p

The estimate |a,| < 2,/p easily implies that the product converges for R(s) >
3/2 (see Exercise 14.3).
Each good factor can be expanded in the form

(1 o appfs _’_p172s)71 =1 + appfs _’_ap2p72s 4 ,

where the a, on the left equals the a, on the right (so this is not bad notation)

and
a2 = af) —p. (14.1)
The product over all p yields an expression
Lg(s) = Z anpn”°.
n=1
Ifn=T]; p;’, then
an=|]a-. (14.2)

© 2008 by Taylor & Francis Group, LLC



436 CHAPTER 14 ZETA FUNCTIONS

This series for Lg(s) converges for R(s) > 3/2. It is natural to ask whether
Lg(s) has an analytic continuation to all of C and a functional equation, as is
the case with the Riemann zeta function. As we’ll discuss below, the answer
to these questions is yes. However, the proof is much too deep to be included
in this book (but see Chapter 15 for a discussion of the proof).

To study the analytic properties of Lg(s), we introduce a new function.
Let 7 € 'H, the upper half of the complex plane, as in Chapter 9, and let
q = e*™7. (This is the standard notation; there should be no possibility of
confusion with the ¢ for finite fields of Chapter 4.) Define

fe(r) = Z anq”.
n=1

This is simply a generating function that encodes the number of points on F
mod the various primes. It converges for 7 € H and satisfies some amazing
properties.

Let N be a positive integer and define

To(N) = { <Z Z) € SL,(Z)

c=0 (mod N)}.

Then I'y(N) is a subgroup of SLy(Z).

The following result was conjectured by Shimura and has been known by
various names, for example, the Weil conjecture, the Taniyama-Shimura-
Weil conjecture, and the Taniyama-Shimura conjecture. All three
mathematicians played a role in its history.

THEOREM 14.4 (Breuil, Conrad, Diamond, Taylor, Wiles)
Let E be an elliptic curve defined over Q. There exists an integer N such
that, for all T € H,

1.

fE (Z:i_db) = (et +d)2fp(r) for all <Z Z) € Ty(N)

fe(=1/(NT)) = £N712fp (7).

For a sketch of the proof of this result, see Chapter 15. The theorem (if
we include statements about the behavior at cusps on the real axis) says that
fe(7) is a modular form (in fact, a cusp form; see Section 15.2) of weight
2 and level N. The smallest possible N is called the conductor of E. A
prime p divides this N if and only if F has bad reduction at p. When E has
multiplicative reduction, p divides N only to the first power. If F has additive
reduction and p > 3, then p? is the exact power of p dividing N. The formulas
for p = 2 and 3 are slightly more complicated in this case. See [117].
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The transformation law in (1) can be rewritten as

o (222) () s

(this is bad notation: d represents both an integer and the differentiation
operator; it should be clear which is which). Therefore,

fe(r)dr

is a differential that is invariant under the action of I'g(NV).

Once we have the relation (1), the second relation of the theorem is perhaps
not as surprising. Every function satisfying (1) is a sum of two functions
satisfying (2), one with a plus sign and one with a minus sign (see Exercise
14.2). Therefore (2) says that fg lies in either the plus space or the minus
space.

Taniyama first suggested the existence of a result of this form in the 1950s.
Eichler and Shimura then showed that if f is a cusp form (more precisely, a
newform) of weight 2 (and level N for some N) such that all the coefficients
an are integers, then there is an elliptic curve E with frp = f. This is the
converse of the theorem, but it gave the first real evidence that Taniyama’s
suggestion was reasonable. In 1967, Weil made precise what the integer N
must be for any given elliptic curve. Since there are only finitely many modu-
lar forms f of a given level N that could arise from elliptic curves, this meant
that the conjecture (Taniyama’s suggestion evolved into a conjecture) could
be investigated numerically. If the conjecture had been false for some explicit
FE, it could have been disproved by computing enough coefficients to see that
fE was not on the finite list of possibilities. Moreover, Weil showed that if
functions like Lg(s) (namely Lg and its twists) have analytic continuations
and functional equations such as the one given in Corollary 14.5 below, then
fE must be a modular form. Since most people believe that naturally defined
L-functions should have analytic continuations and functional equations, this
gave the conjecture more credence. Around 1990, Wiles proved that there are
infinitely many distinct E (that is, with distinct j-invariants) satisfying the
theorem. In 1994, with the help of Taylor, he showed that the theorem is true
for all E such that there is no additive reduction at any prime (but multi-
plicative reduction is allowed). Such curves are called semistable. Finally,
in 2001, Breuil, Conrad, Diamond, and Taylor [20] proved the full theorem.

Let’s assume Theorem 14.4 and show that Lg(s) analytically continues and
satisfies a functional equation. Recall that the gamma function is defined
for R(s) > 0 by

F(s):/ ts~te~t dt.
0

Integration by parts yields the relation sI'(s) = I'(s + 1), which yields the
meromorphic continuation of T'(s) to the complex plane, with poles at the
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nonpositive integers. It also yields the relation I'(n) = (n — 1)! for positive
integers n.

COROLLARY 14.5
Let E and N be as in Theorem 14.4. Then
(VN /27)°T(s)Lg(s) = F(VN/2m)?™°T(2 — s)Lp(2 — s)
for all s € C (and both sides continue analytically to all of C). The sign here
is the opposite of the sign in (2) of Theorem 14.4.

PROOF  Using the definition of the gamma function, we have
(VN /27)°T () Lis(s) = Zan(\/ﬁ/zm)s/ et gy
n=1 0
= > s _ —2mnu du
= Z an, (uVN)%e " (let t = 2mnu)
n=1 0
e se oo du
0
1/VN du e du
— [ @ T [ VN (i)
0 1

JVN

(The interchange of summation and integration to obtain the third equality
is justified since the sum for f(iu) converges very quickly near co.) Let € be
the sign in part (2) of Theorem 14.4. Then

fe(i/(Nu)) = e(iu)® fp(iu) = —eu® fp(iu).
Therefore, let u = 1/Nv to obtain

1/\/N w ) v
/ (U\/ﬁ)st(iu)d_ = _6/ (v\/ﬁ)Z_st(iU)d—~
0 u 1/\/ﬁ v

This implies that
(VN /27)°T'(s)Lg(s) =

/ Tﬁ(ux/ﬁffE(w)%“ <

T VN f(in)
i v

Since f(iu) — 0 exponentially as u — oo, it follows easily that both integrals
converge and define analytic functions of s. Under s — 2 — s, the right side,
hence the left side, is multiplied by —e. This is precisely what the functional
equation claims.
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Example 14.2

Let E be the elliptic curve 32 +y = 2®—2? considered in the previous example.
If we compute the number NV, of points on £ mod p for various primes, we
obtain, with a, =p+1 — Np,

a2:—2, CL3:71, CL5:17 61,71727 a13:4,...

(except for p = 2,3,5, the numbers a, can be calculated using any of the
equations in the previous example). The value

a11:1

is specified by the formulas for bad primes. We then calculate the coefficients
for composite indices. For example,

a6:a2a3=2, a4:a§—2=2
(see (14.2) and (14.1)). Therefore,
fe(r)=q-2¢" = ¢’ +2¢" +¢° +2¢° = 2¢" +---.

It can be shown that
H 1—¢")*(1—q'")?

is a cusp form of weight 2 and level N = 11. In fact, it is the only such form,
up to scalar multiples. The product for f can be expanded into an infinite
series

fr)=q-2¢" =’ +2¢" +¢" +2¢° = 2¢" +---

It can be shown that f = fg (see [61]).
The L-series for E satisfies the functional equation

(V11/27)°T(s) L (s) = +(V11/27)>7°T(2 — s)Lg(2 — s).
I

In the early 1960s, Birch and Swinnerton-Dyer performed computer exper-
iments to try to understand the relation between the number of points on
an elliptic curve mod p as p ranges through the primes and the number of
rational points on the curve. Ignoring the fact that the product for Lg(s)
doesn’t converge at s = 1, let’s substitute s = 1 into the product (we’ll ignore
the finitely many bad primes):

-1

[Ta-apt+ph) " = 1;[ (pi_jjﬁl) = 1;[]\%

P
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If F has a lot of points mod p for many p, then many factors in the product are
small, so we expect that Lg(1) might be small. In fact, the data that Birch
and Swinnerton-Dyer obtained led them to make the following conjecture.

CONJECTURE 14.6 (Conjecture of Birch and Swinnerton-Dyer,
Weak Form)

Let E be an elliptic curve defined over Q. The order of vanishing of Lg(s)
at s = 1 is the rank r of E(Q). In other words, if E(Q) = torsion® Z", then
Lg(s) = (s—1)"g(s), with g(1) # 0, cc.

One consequence of the conjecture is that F(Q) is infinite if and only if
Lg(1) = 0. This statement remains unproved, although there has been some
progress. In 1977, Coates and Wiles showed that if E has complex multipli-
cation and has a point of infinite order, then Lg(1) = 0. The results of Gross
and Zagier on Heegner points (1983) imply that if E is an elliptic curve over
Q such that Lg(s) vanishes to order exactly 1 at s = 1, then there is a point
of infinite order. However, if Lg(s) vanishes to order higher than 1, nothing
has been proved, even though there is conjecturally an abundance of points
of infinite order. This is a common situation in mathematics. It seems that a
solution is often easier to find when it is essentially unique than when there
are many choices.

Soon, Conjecture 14.6 was refined to give not only the order of vanishing,
but also the leading coefficient of the expansion at s = 1. To state the
conjecture, we need to introduce some notation. If Py, ..., P. form a basis for
the free part of E(Q), then

E(Q) = E(Q)torsion PZ P, & --- B ZP,.

Recall the height pairing (P, Q) defined in Section 8.5. We can form the r x r
matrix (P;, P;) and compute its determinant to obtain what is known as the
elliptic regulator for E. If r = 0, define this determinant to equal 1. Let
w1, wy be a basis of a lattice in C that corresponds to F by Theorem 9.21.
We may assume that wy € R, by Exercise 9.5. If E[2] C E(R), let Q = 2ws.
Otherwise, let {2 = wy. For each prime p, there are integers c, that we won'’t
define, except to say that if p is a prime of good reduction then ¢, = 1.
A formula for computing them is given [117]. Finally, recall that III is the
(conjecturally finite) Shafarevich-Tate group of E.

CONJECTURE 14.7 (Conjecture of Birch and Swinnerton-Dyer)
Let E be an elliptic curve defined over Q. Let r be the rank of E(Q). Then

9 (I1, ) (#1115) det(P,, 7))

o= b +0).
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This important conjecture combines most of the important information
about F into one equation. When it was first made, there were no exam-
ples. As Tate pointed out in 1974 ([116, p. 198]),

This remarkable conjecture relates the behavior of a function L at
a point where it is not at present known to be defined to the order
of a group III which is not known to be finite!

In 1986, Rubin gave the first examples of curves with finite III, and was able to
compute the exact order of III in several examples. Since they were complex
multiplication curves, L (1) could be computed explicitly by known formulas
(these had been used by Birch and Swinnerton-Dyer in their calculations), and
this allowed the conjecture to be verified for these curves. Soon thereafter,
Kolyvagin obtained similar results for elliptic curves satisfying Theorem 14.4
(which was not yet proved) such that Lg(s) vanishes to order at most 1 at
s = 1. Therefore, the conjecture is mostly proved (up to small rational factors)
when Lp(s) vanishes to order at most one at s = 1. In general, nothing is
known when Lg(s) vanishes to higher order. In fact, it is not ruled out (but
most people believe it’s very unlikely) that Lg(s) could vanish at s = 1 to
very high order even though F(Q) has rank 0 or 1.

In 2000, the Clay Mathematics Institute listed the Conjecture of Birch and
Swinnerton-Dyer as one of its million dollar problems. There are surely easier
(but certainly less satisfying) ways to earn a million dollars.

For those who know some algebraic number theory, the conjecture is very
similar to the analytic class number formula. For an imaginary quadratic field
K, the zeta function of K satisfies

_1 27mh
wy/|d|

(k(s) = (s —1)

where h is the class number of K, d is the discriminant of K, and w is the

number of roots of unity in K. Conjecture 14.7 for a curve of rank r = 0
predicts that

Q (Hp Cp) #Ulg
#E(Q)gorsion
The group g can be regarded as the analogue of the ideal class group, the
number Hp ¢p plays the role of 27/4/|d|, and #E(Q)torsion is the analogue
of w. Except for the square on the order of the torsion group, the two formulas

for the leading coefficients have very similar forms.
Now let’s look at real quadratic fields K. The class number formula says

that thlog(n)
— (s 1)-r2os\m)

Lp(s) = o

where h is the class number of K, d is the discriminant, and 7 is the fun-
damental unit. The Conjecture of Birch and Swinnerton-Dyer for a curve of
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rank r = 1, with generator P, predicts that

0 (11, ¢) (#1Lp) h(P)
_|_ cen
#E(Q)%orsion

In this case, Q is the analogue of 4/v/d and #F(Q)torsion Plays the role of 2,
which is the number of roots of unity in K. The height h(P) gives the size of
P. Similarly, log(n) gives the size of 7.

In general, we can write down a dictionary between elliptic curves and
number fields:

Lu(s) = (s—1)

elliptic curves «— number fields
points «— units
torsion points «— roots of unity

Shafarevich-Tate group «— ideal class group

This is not an exact dictionary, but it helps to interpret results in one area
in terms of the other. For example, the Dirichlet unit theorem in algebraic
number theory, which describes the group of units in a number field, is the
analogue of the Mordell-Weil theorem, which describes the group of rational
points on an elliptic curve. The finiteness of the ideal class group in algebraic
number theory is the analogue of the conjectured finiteness of the Shafarevich-
Tate group.

Exercises
14.1 Let P! be one-dimensional projective space.

(a) Show that the number of points in P}(F,) is ¢ + 1.
(b) Let N,, = #P(F ;). Define the Z-function for P! by

Zpi(T) = exp (Z %T’n> .

n=1
Show that 1
Zpi(T) = ————.
= )
14.2 Let M = ZZ) € GLy(R) with det(M) > 0. Define an action of M

on functions on H by

(fIM)(2) = det(M)(cz +d) = f(Mz),

az+b

where Mz = otd
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(a) Show that (f|M1)‘M2 = f|(M]_M2)

0 -1

N 0

(¢) Suppose that f is a function with f|M = f for all M € To(N). Let
g(z) = (fIW)(z). Show that g|M = g for all M € T'o(N). (Hint:
Combine parts (a) and (b).)

(d) Suppose that f is a function with f|M = f for all M € To(V). Let
fr=2L1f+fW)and f~ = 3(f — f|W). Show that f+[W = f*
and f~|W = —f~. This gives a decomposition f = f* + f~ in
which f is written as a sum of two eigenfunctions for W.

(b) Let W = ( ) Show that W To(N) W1 = To(N).

14.3 It is well known that a product [[(1+b,,) converges if Y |b,| converges.
Use this fact, plus Hasse’s theorem, to show that the Euler product
defining Lg(s) converges for R(s) > 3/2.
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Chapter 15

Fermat’s Last Theorem

15.1 Overview

Around 1637, Fermat wrote in the margin of his copy of Diophantus’s work
that, when n > 3,

a+b" =c", abc#0 (15.1)

has no solution in integers a, b, c. This has become known as Fermat’s Last
Theorem. Note that it suffices to consider only the cases where n = 4 and
where n = ¢ is an odd prime (since any n > 3 has either 4 or such an £ as a
factor). The case n = 4 was proved by Fermat using his method of infinite
descent (see Section 8.6). At least one unsuccessful attempt to prove the case
n = 3 appears in Arab manuscripts in the 900s (see [34]). This case was
settled by Euler (and possibly by Fermat). The first general result was due to
Kummer in the 1840s: Define the Bernoulli numbers B,, by the power series

t e tn
-N"B,—.
et — 1 7;1 " nl

For example,

1 1 691
= By=——, ..., Bio=-———.
4 5 12 2730

30’
Let £ be an odd prime. If ¢ does not divide the numerator of any of the
Bernoulli numbers

By, By, ..., Bi—3

then (15.1) has no solutions for n = £. This criterion allowed Kummer to
prove Fermat’s Last Theorem for all prime exponents less than 100, except
for £ = 37,59, 67. For example, 37 divides the numerator of the 32nd Bernoulli
number, so this criterion does not apply. Using more refined criteria, based on
the knowledge of which Bernoulli numbers are divisible by these exceptional
£, Kummer was able to prove Fermat’s Last Theorem for the three remaining

445
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exponents. Refinements of Kummer’s ideas by Vandiver and others, plus the
advent of computers, yielded extensions of Kummer’s results to many more
exponents. For example, in 1992, Buhler, Crandall, Ernvall, and Metsankyla
proved Fermat’s Last Theorem for all exponents less than 4 x 10%. How could
one check so many cases without seeing a pattern that would lead to a full
proof? The reason is that these methods were a prime-by-prime check. For
each prime ¢, the Bernoulli numbers were computed mod ¢. For around 61%
of the primes, none of these Bernoulli numbers was divisible by ¢, so Kum-
mer’s initial criterion yielded the result. For the remaining 39% of the primes,
more refined criteria were used, based on the knowledge of which Bernoulli
numbers were divisible by ¢. For £ up to 4 x 108, these criteria sufficed to prove
the theorem. But it was widely suspected that eventually there would be ex-
ceptions to these criteria, and hence more refinements would be needed. The
underlying problem with this approach was that it did not include any con-
ceptual reason for why Fermat’s Last Theorem should be true. In particular,
there was no reason why there couldn’t be a few random exceptions.
In 1986, the situation changed. Suppose that

a* +b" = ¢, abe #0. (15.2)

By removing common factors, we may assume that a,b, c are integers with
ged(a, b, ¢) = 1, and by rearranging a, b, ¢ and changing signs if necessary, we
may assume that

b=0 (mod2), a=-1 (mod4). (15.3)
Frey suggested that the elliptic curve
Efyey v =z — ae)(x + bz)

(this curve had also been considered by Hellegouarch) has such restrictive
properties that it cannot exist, and therefore there cannot be any solutions to
(15.2). As we'll outline below, subsequent work of Ribet and Wiles showed
that this is the case.

When ¢ > 5, the elliptic curve Epye, has good or multiplicative reduction
(see Exercise 2.24) at all primes (in other words, there is no additive reduc-
tion). Such an elliptic curve is called semistable. The discriminant of the
cubic is the square of the product of the differences of the roots, namely

((a*(=b")(a’ +19)))* = (abe)*

(we have used (15.2)). Because of technicalities involving the prime 2 (related
to the restrictions in (15.3)), the discriminant needs to be modified at 2 to
yield what is known as the minimal discriminant

A = 278(abe)?

© 2008 by Taylor & Francis Group, LLC



SECTION 15.1 OVERVIEW 447

of Fprey. A conjecture of Brumer and Kramer predicts that a semistable
elliptic curve over Q whose minimal discriminant is an ¢th power will have
a point of order £. Mazur’s Theorem (8.11) says that an elliptic curve over
Q cannot have a point of order ¢ when ¢ > 11. Moreover, if the 2-torsion is
rational, as is the case with Eppey, then there are no points of order ¢ when
¢ > 5. Since A is almost an fth power, we expect Epey to act similarly to
a curve that has a point of order £. Such curves cannot exist when ¢ > 5,
80 Epyey should act like a curve that cannot exist. Therefore, we expect that
EFrey does not exist. The problem is to make these ideas precise.

Recall (see Chapter 14) that the L-series of an elliptic curve E over Q is
defined as follows. For each prime p of good reduction, let

ap =p+1—#E(F,).
Then
s g_oen an
Li(s)= () [[A—app™+p">)" =) o
n=1

P

where (*) represents the factors for the bad primes (see Section 14.2) and the
product is over the good primes. Suppose E(Q) contains a point of order /.
By Theorem 8.9, E(F,) contains a point of order ¢ for all primes p # ¢ such
that E has good reduction at p. Therefore, {|#E(F,), so

ap,=p+1 (mod¥) (15.4)

for all such p. This is an example of how the arithmetic of E is related to
properties of the coefficients a,. We hope to obtain information by studying
these coefficients.

In particular, we expect a congruence similar to (15.4) to hold for Egyey.
In fact, a close analysis (requiring more detail than we give in Section 13.3) of
Ribet’s proof shows that Eppey is trying to satisfy this congruence. However,
the irreducibility of a certain Galois representation is preventing it, and this
leads to the contradiction that proves the theorem.

The problem with this approach is that the numbers a, at first seem to
be fairly independent of each other as p varies. However, the Conjecture of
Taniyama-Shimura-Weil (now Theorem 14.4) claims that, for an elliptic curve
FE over Q,

Fo() =3 ang”
n=1

(where ¢ = €2™7) is a modular form for T'g(IV) for some N (see Section 14.2).
In this case, we say that E is modular. This is a fairly rigid condition and
can be interpreted as saying that the numbers a, have some coherence as p
varies. For example, it is likely that if we change one coefficient a,, then
the modularity will be lost. Therefore, modularity is a tool for keeping the
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numbers a, under control. Frey predicted the following, which Ribet proved
in 1986:

THEOREM 15.1
FE¥yey cannot be modular. Therefore, the conjecture of Taniyama-Shimura-
Weil implies Fermat’s Last Theorem.

This result finally gave a theoretical reason for believing Fermat’s Last
Theorem. Then in 1994, Wiles proved

THEOREM 15.2
All semistable elliptic curves over Q are modular.

This result was subsequently extended to include all elliptic curves over Q.
See Theorem 14.4. Since the Frey curve is semistable, the theorems of Wiles
and Ribet combine to show that Fppe, cannot exist, hence

THEOREM 15.3
Fermat’s Last Theorem is true.

In the following three sections, we sketch some of the ideas that go into the
proofs of Ribet’s and Wiles’s theorems.

15.2 (Galois Representations

Let E be an elliptic curve over Q and let m be an integer. From Theo-
rem 3.2, we know that
Elm]| ~Z,, ® Zy,.

Let {B1, B2} be a basis of E[m] and let o € G, where

G =Gal(Q/Q).

Since o; € E[m], we can write

ofbi =apr+cBz, of2=0b01+db>
with a,b,c,d € Z,,. We thus obtain a homomorphism

Pm: G — GL3(Zy,)

I—>ab
g cdl-

© 2008 by Taylor & Francis Group, LLC



SECTION 15.2 GALOIS REPRESENTATIONS 449

If m = £ is a prime, we call p, the mod ¢ Galois representation attached to
E. We can also take m = ¢ for n = 1,2,3,.... By choosing an appropriate
sequence of bases, we obtain representations pg» such that

Pen = Ppn+1 (mod gn)
for all n. These may be combined to obtain
Proo t G — GLQ(O[),

where O, denotes any ring containing the ¢-adic integers (see Appendix A).
This is called the ¢-adic Galois representation attached to E. An advantage of
working with py is that the f-adic integers have characteristic 0, so instead
of congruences mod powers of ¢, we can work with equalities.

Notation: Throughout this chapter, we will need rings that are finite ex-
tensions of the f-adic integers. We’'ll denote such rings by O,. For many
purposes, we can take Oy to equal the f-adic integers, but sometimes we need
slightly larger rings. Since we do not want to discuss the technical issues that
arise in this regard, we simply use O, to denote a varying ring that is large
enough for whatever is required. The reader will not lose much by pretending
that Oy is always the ring of /-adic integers.

Suppose r is a prime of good reduction for E. There exists an element

Frob, € G such that the action of Frob, on E(Q) yields the action of the

Frobenius ¢, on E(F,) when E is reduced mod r (the element Frob, is not
unique, but this will not affect us). In particular, when ¢ # r, the matrices
describing the actions of Frob, and ¢, on the ¢-power torsion are the same
(use a basis and its reduction to compute the matrices). Let

ar =7+1—#E(F,).
From Proposition 4.11, we obtain that
Trace(pen (Frob,.)) = a, (mod £"), det(pen (Frob,)) =7 (mod £7),
and therefore
Trace(pg< (Frob,)) = a,, det(pg (Frob,.)) =r.

Recall that the numbers a,. are used to produce the modular form fg attached
to E (see Section 14.2).
Suppose now that
p: G— GL3(0y)

is a representation of G. Under certain technical conditions (namely, p is
unramified at all but finitely many primes; see the end of this section), we
may choose elements Frob, (for the unramified primes) and define

a, = Trace(p(Frob,.)).
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This allows us to define a formal series

o0
g = Z anqn'
n=1

We refer to g as the potential modular form attached to p. Of course,
some conditions must be imposed on the a, in order for this to represent a
complex function (for example, the numbers a,, € Op must be identified with
complex numbers), but we will not discuss this general problem here.

Let N be a positive integer. Recall that a modular form f of weight 2 and
level N is a function analytic in the upper half plane satisfying

f (Zig) — (er + d)2f(7) (15.5)

for all

(where To(NV) is the group of integral matrices of determinant 1 such that
¢ =0 (mod N)). There are also technical conditions that we won’t discuss
for the behavior of f at the cusps. The cusp forms of weight 2 and level N,
which we’ll denote by S(NN), are those modular forms that take the value 0 at
all the cusps. S(N) is a finite dimensional vector space over C. We represent
cusp forms by their Fourier expansions:

F) = bag",
n=1

where ¢ = ™7

If M|N, then T'o(N) C I'o(M), so a modular form of level M can be re-
garded as a modular form of level N. More generally, if d|(N/M) and f(7)
is a cusp form of level M, then it can be shown that f(d7) is a cusp form of
level N. The subspace of S(N) generated by such f, where M ranges through
proper divisors of N and d ranges through divisors of N/M, is called the
subspace of oldforms. There is a naturally defined inner product on S(N),
called the Petersson inner product. The space of newforms of level N is the
perpendicular complement of the space of oldforms. Intuitively, the newforms
are those that do not come from levels lower than V.

We now need to introduce the Hecke operators. Let r be a prime. Define

Yot ben@™ 30 rbpg™, i N

T, (j;ibnq"> = (15.6)

S beng”,  if | N

It can be shown that 7, maps S(N) into S(N) and that the T,.’s commute
with each other. Define the Hecke algebra

T = Ty C End(S(N))
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to be the image of Z[T5,T3,T5,...] in the endomorphism ring of S(N) (the
endomorphism ring of S(N) is the ring of linear transformations from the
vector space S(N) to itself).

A normalized eigenform of level N is a newform

f:anqn GS(N)
n=1

of level N with b; = 1 and such that
T.(f) =b.f forallr.

It can be shown that the space of newforms in S(V) has a basis of normalized
eigenforms. Henceforth, essentially all of the modular forms that we encounter
will be normalized eigenforms of level N. Often, we shall refer to them simply
as modular forms.

Let f be a normalized eigenform and suppose the coefficients b,, of f are
rational integers. In this case, Eichler and Shimura showed that f determines
an elliptic curve E; over Q, and Ey has the property that

b, = a,

for all r (where a, = r + 1 — #E(F,) for the primes of good reduction).
In particular, the potential modular form fg, for E is the modular form f.
Moreover, Ef has good reduction at the primes not dividing N. This result
is, in a sense, a converse of the conjecture of Taniyama-Shimura-Weil. The
conjecture can be restated as claiming that every elliptic curve E over Q
arises from this construction. Actually, we have to modify this statement a
little. Two elliptic curves Fy and E5 are called isogenous over Q if there is
a nonconstant homomorphism E;(Q) — F(Q) that is described by rational
functions over Q (see Chapter 12). It can be shown that, in this case, fg, =
fE,.- Conversely, Faltings showed that if fg, = fg, then E; and Ej are
isogenous. Since only one of F, Ey can be the curve F¢, we must ask whether
an elliptic curve E over Q is isogenous to one produced by the result of Eichler
and Shimura. Theorem 14.4 says that the answer is yes.

If we have an elliptic curve E, how can we predict what N should be? The
smallest possible IV is called the conductor of E. For E = Ef, the primes
dividing the conductor N are exactly the primes of bad reduction of E; (these
are also the primes of bad reduction of any curve isogenous to Ey over Q).
Moreover, p|N and p? { N if and only if ¥ + has multiplicative reduction at p.
Therefore, if Ef is semistable, then

N = Hp, (15.7)
plA

namely, the product of the primes dividing the minimal discriminant A. We
see that IV is squarefree if and only if E is semistable. Therefore, if E is an
arbitrary modular semistable elliptic curve over Q, then N is given by (15.7).
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Combining the result of Eichler and Shimura with the Galois representations
discussed above, we obtain the following. If f = Y b,¢" is a normalized
newform with rational integer coefficients, then there is a Galois representation

pf: G — GLa(Oy)
such that
Trace(ps(Frob,)) = b,, det(p;(Frob,)) =r (15.8)

for all r 1 ¢N.

More generally, Eichler and Shimura showed that if f = Y b,¢" is any
normalized newform (with no assumptions on its coefficients), then there is a
Galois representation

pr: G — GLa2(Op)

satisfying (15.8).
Returning to the situation where the coefficients b,, are in Z, we let M be
the kernel of the ring homomorphism

T — Fy
T, — b, (mod ).

Since the homomorphism is surjective (because 1 maps to 1) and Fy is a field,
M is a maximal ideal of T. Also, T/M = F,. Since T,. — b, € M, the mod ¢
version of (15.8) says that

Trace(ps(Frob,)) =7, mod M, det(ps(Frob,)) =r mod M
for all 4 ¢N. This has been greatly generalized by Deligne and Serre:
THEOREM 15.4

Let M be a mazximal ideal of T and let £ be the characteristic of T/M. There
exists a semisimple representation

PM : G—>GL2(T/M)
such that
Trace(pa (Frob,)) =T, mod M, det(pr(Frob,)) =r mod M

for all primes r t {N.

The semisimplicity of pas means that either py, is irreducible or it is the
sum of two one-dimensional representations.
In general, let A be either Oy or a finite field. If

p: G— GLy(A)
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is a semisimple representation, then we say that p is modular of level N if
there exists a homomorphism

m: T— A
such that
Trace(p(Frob,)) = n(T;), det(p(Frob,)) = n(r)

for all r { £N. This says that p is equivalent to a representation coming from
one of the above constructions.

When A = T/ M, the homomorphism 7 is the map T — T/ M.

When f = > b,q" is a normalized eigenform and A = Oy, recall that
T, (f) = b.f for all r. This gives a homomorphism 7 : T — O, (it is possible
to regard the coefficients b, as elements of a sufficiently large Oy).

The way to obtain maximal ideals M of T is to use a normalized eigenform
to get a map T — Oy, then map Oy to a finite field. The kernel of the map
from T to the finite field is a maximal ideal M.

When A is a finite field, the level N of the representation p is not unique.
In fact, a key result of Ribet (see Section 15.3) analyzes how the level can be
changed. Also, in the definition of modularity in this case, we should allow
modular forms of weight k > 2 (this means that the factor (cz + d)? in (15.5)
is replaced by (cz +d)*). However, this more general situation can be ignored
for the present purposes.

If p is a modular representation of some level, and ¢ € G is complex conju-
gation (regard Q as a subfield of C) then it can be shown that det(p(c)) = —1.
This says that p is an odd representation. A conjecture of Serre [105], which
was a motivating force for much of the work described in this chapter, pre-
dicts that (under certain mild hypotheses) odd representations in the finite
field case are modular (where we need to allow modular forms of weight k > 2
in the definition of modularity). Serre also predicts the level and the weight
of a modular form that yields the representation.

Finally, there is a type of representation, called finite, that plays an impor-
tant role in Ribet’s proof. Let p be a prime. We can regard the Galois group
for the p-adics as a subgroup of the Galois group for Q:

G, = Cal(Q,/Q,) € G = Gal(Q/Q).

There is a natural map from G, to Gal(F,/F,). The kernel is denoted I, and
is called the inertia subgroup of G,:

G,/I, ~ Gal(F,/F,). (15.9)

A representation B
p: G— GLy(Fy)

is said to be unramified at p if p(I,) = 1, namely, I, is contained in the
kernel of p. If p # £ and p is unramified at p, then p is said to be finite at p.
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If p = £, the definition of finite is much more technical (it involves finite flat
group schemes) and we omit it. However, for the representation py; coming
from an elliptic curve, there is the following:

PROPOSITION 15.5

Let E be an elliptic curve defined over Q and let A be the minimal discrimi-
nant of E. Let £ and p be primes (the case p = £ is allowed) and let p; be the
representation of G on E[l]. Then py is finite at p if and only if vy(A) =0
(mod ¢), where v, denotes the p-adic valuation (see Appendiz A).

For a proof, see [105].
Consider the Frey curve. The minimal discriminant is

A = 278(abe)?.

Therefore, v,(A) = 0 (mod ¢) for all p # 2, so py is finite at all odd primes.
Moreover, p, is not finite at 2.

15.3 Sketch of Ribet’s Proof
The key theorem that Ribet proved is the following.

THEOREM 15.6
Let ¢ > 3 and let

p: G — GLy(Fy)

be an irreducible representation. Assume that p is modular of squarefree level
N and that there exists a prime q|N, q # ¢, at which p is not finite. Suppose
p|N is a prime at which p is finite. Then p is modular of level N/p.

In other words, if p comes from a modular form of level N, then, under
suitable hypotheses, it also comes from a modular form of level N/p.

COROLLARY 15.7
Efyey cannot be modular.

PROOF Since there are no solutions to the Fermat equation, and hence
no Frey curves, when ¢ = 3, we may assume ¢ > 5. If Fg.y is modular, then
the associated representation p, is modular of some level N. Since Epyey is
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semistable, (15.7) says that

N=Hp.

plabe

It can be shown that p, is irreducible when ¢ > 5 (see [105], where it is
obtained as a corollary of Mazur’s theorem (Theorem 8.11)). Let ¢ = 2 in
Ribet’s theorem. As we showed at the end of Section 13.2, p, is not finite at
2 and is finite at all other primes. Therefore, Ribet’s theorem allows us to
remove the odd primes from NV one at a time. We eventually find that py is
modular of level 2. This means that there is a normalized cusp form of weight
2 for T'g(2) such that p, is the associated mod ¢ representation. But there
are no nonzero cusp forms of weight 2 for I'g(2), so we have a contradiction.

Therefore, Epye, cannot be modular.

COROLLARY 15.8

The Taniyama-Shimura- Weil conjecture (for semistable elliptic curves) im-
plies Fermat’s Last Theorem.

PROOF We may restrict to prime exponents £ > 5. If there is a nontrivial
solution to the Fermat equation for ¢, then the Frey curve exists. However,
Corollary 15.7 and the Taniyama-Shimura-Weil conjecture imply that the Frey
curve cannot exist. Therefore, there are no nontrivial solutions to the Fermat
equation.

We now give a brief sketch of the proof of Ribet’s theorem. The proof uses
the full power of Grothendieck’s algebraic geometry and is not elementary.
Therefore, we give only a sampling of some of the ideas that go into the proof.
For more details, see [90], [89], [85], [29].

We assume that p is as in Theorem 15.6 and that IV is chosen so that

1. p is modular of squarefree level IV,
2. both p and ¢ divide N,

3. p is finite at p but is not finite at q.

The goal is to show that p can be removed from N. The main ingredient
of the proof is a relation between Jacobians of modular curves and Shimura
curves. In the following, we describe modular curves and Shimura curves and
give a brief indication of how they occur in Ribet’s proof.

© 2008 by Taylor & Francis Group, LLC



456 CHAPTER 15 FERMAT’S LAST THEOREM

Modular curves

Recall that SLy(Z) acts on the upper half plane H by linear fractional

transformations:
ab at +b
T=—.
cd ct+d

The fundamental domain F for this action is described in Section 9.3. The
subgroup T'g(N) (defined by the condition that ¢ = 0 (mod N)) also acts
on H. The modular curve X,(V) is defined over C by taking the upper
half plane modulo the action of T'g(N), and then adding finitely many points,
called cusps, to make Xo(N) compact. We obtain a fundamental domain D
for T'o(V) by writing

SLQ(Z) = Ui’}/il—‘o(N)

for some coset representatives y; and letting D = U;7y; LF. Certain edges of
this fundamental domain are equivalent under the action of T'g(N). When
equivalent edges are identified, the fundamental domain gets bent around to
form a surface. There is a hole in the surface corresponding to ico, and there
are also finitely many holes corresponding to points where the fundamental
domain touches the real axis. These holes are filled in by points, called cusps,
to obtain Xo(N). It can be shown that Xo(IN) can be represented as an
algebraic curve defined over Q.

Figure 15.1 gives a fundamental domain for I'g(2). The three pieces are
obtained as «y; ! F, where

(10 _(0-1 (11
"= 01 )’ Y2 = 10 y V3= 10"

The modular curve Xy (V) has another useful description, which works over
arbitrary fields K with the characteristic of K not dividing N. Consider pairs
(E, C), where E is an elliptic curve (defined over the algebraic closure K) and
C is a cyclic subgroup of E(K) of order N. The set of such pairs is in one-
to-one correspondence with the noncuspidal points of Xo(N)(K). Of course,
it is not obvious that this collection of pairs can be given the structure of an

algebraic curve in a natural way. This takes some work.

Example 15.1
When K = C, we can see this one-to-one correspondence as follows. An
elliptic curve can be represented as

E.=C/(Zt + Z),

with 7 € H, the upper half plane. The set

1 N-1
c, =140, —, ..., =
{ N N }
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Figure 15.1
A Fundamental Domain for I'y(2)

is a cyclic subgroup of E, of order N. Let

v=(47) erow)

ar +b
cr+d

and let

VT =

Since
Zr+Z =7Z(ar +b) + Z(cT + d) = (er + d)(ZyT + Z),

there is an isomorphism
fy: C/(ZTr+Z) — C/(ZyT + Z)

given by
£1(2) = z/(cr + d).
This isomorphism between E. and E.. maps the point k/N to

k ka k£a7+b

N(er+d) N "Ner+d

=— modZnyT+Z

(we have used the fact that ¢ = 0 (mod N)). Therefore, the subgroup C.
of E; is mapped to the corresponding subgroup C, of F,;, so f, maps the
pair (E., C;) to the pair (E,., Cy;). We conclude that if 7,7 € H are
equivalent under the action of I'g(/N), then the corresponding pairs (E.,, C7,)
are isomorphic. It is not hard to show that, conversely, if the pairs are iso-
morphic then the corresponding 7;’s are equivalent under I'g(N). Moreover,

© 2008 by Taylor & Francis Group, LLC



458 CHAPTER 15 FERMAT’S LAST THEOREM

every pair (E, C) of an elliptic curve over C and a cyclic subgroup C of order
N is isomorphic to a pair (E,, C;) for some 7 € H. Therefore, the set of
isomorphism classes of these pairs is in one-to-one correspondence with the
points of H mod the action of I'g(N). These are the noncuspidal points of
Xo(N).

Of course, over arbitrary fields, we cannot work with the upper half plane
H, and it is much more difficult to show that the pairs (F, C') can be collected
together as the points on a curve Xy (V). However, when this is done, it yields
a convenient way to work with the modular curve Xo(N) and its reductions
mod primes.

For a nonsingular algebraic curve C over a field K, let J(C') be the divisors
(over K) of degree 0 modulo divisors of functions. It is possible to represent
J(C) as an algebraic variety, called the Jacobian of C. When C'is an elliptic
curve E, we showed (Corollary 11.4; see also the sequence (9.3)) that J(E)
is a group isomorphic to F(K). When K = C, we thus obtained a torus. In
general, if K = C and C is a curve of genus g, then J(C) is isomorphic to a
higher dimensional torus, namely, CY mod a lattice of rank 2g. The Jacobian
of Xo(N) is denoted Jo(N).

The Jacobian Jo (V) satisfies various functorial properties. In particular, a
nonconstant map ¢ : Xo(N) — E induces a map ¢* : E — Jo(IN) obtained
by mapping a point P of E to the divisor on X, (V) formed by the sum of
the inverse images of P minus the inverse images of co € E:

¢*:P— Y [Q- > [B]

#(Q)=P P(R)=00

Therefore, we can map E to a subgroup of Jy(N) (this map might have a
nontrivial, but finite, kernel).

An equivalent formulation of the modularity of E is to say that there is a
nonconstant map from Xo(N) to E and therefore that E is isogenous to an
elliptic curve contained in some Jy(N).

If p is a prime dividing N, there are two natural maps Xo(N) — Xo(N/p).
If (E,C) is a pair corresponding to a point in Xo(N), then there is a unique
subgroup C’ C C of order N/p. So we have a map

a: (E,C)— (E,C"). (15.10)

However, there is also a unique subgroup P C C of order p. It can be shown
that E/P is an elliptic curve and therefore (E/ P, C/P) is a pair corresponding
to a point on Xo(N/p). This gives a map

3: (E,C)— (E/P,C/P). (15.11)

These two maps can be interpreted in terms of the complex model of Xy (N).
Since T'o(N) C T'o(N/p), we can map H mod T'o(N) to H mod I'o(N/p) by
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mapping the equivalence class of 7 mod T'o(N) to the equivalence class of T
mod [o(N/p). This corresponds to the map a. The map 3 can be shown to
correspond to the map 7 — pr. Note that these two maps represent the two
methods of using modular forms for I'o(N/p) to produce oldforms for T'o(V).

The Hecke algebra T acts on Jo(N). Let P be a point on Xo(N). Recall
that P corresponds to a pair (E,C), where E is an elliptic curve and C' is
a cyclic subgroup of order N. Let p be a prime. For each subgroup D of F
of order p with D ¢ C, we can form the pair (E/D, (C' + D)/D). It can be
shown that E/D is an elliptic curve and (C' + D)/D is a cyclic subgroup of
order N. Therefore, this pair represents a point on Xo(N). Define

T,([(E,C)])) = Y_I(E/D, (C + D)/D)] € Div(Xo(N)),
D

where the sum is over those D of order p with D € C' and where Div(Xy(N))
denotes the divisors of X((IN) (see Chapter 11). It is not hard to show that
this corresponds to the formulas for T}, given in (15.6). Clearly T}, maps
divisors of degree 0 to divisors of degree 0, and it can be shown that it maps
principal divisors to principal divisors. Therefore, T}, gives a map from Jo (V)
to itself. This yields an action of T on Jy(N), and these endomorphisms are
defined over Q.

Let o € T and let Jy(N)[a] denote the kernel of & on Jo(N). More generally,
let I be an ideal of T. Define

Jo(N)[I] = m Jo(N)la].

acl

For example, when I = nT for an integer n, then Jo(N)[I] is just Jo(NV)[n],
the n-torsion on Jo(N).

Now let’s consider the representation p of Theorem 15.6. Since p is assumed
to be modular, it corresponds to a maximal ideal M of T. Let F = T/ M,
which is a finite field. Then W = Jy(N)[M] has an action of F, which means
that it is a vector space over F. Let ¢ be the characteristic of F. Since £ =0
in F, it follows that

the ¢-torsion of Jy(INV). Since G acts on W, we see that W yields a represen-
tation p’ of G over F. It can be shown that p’ is equivalent to p, so we can
regard the representation space for p as living inside the ¢-torsion of Jy(N).
This has great advantages. For example, if M|N then there are natural maps
Xo(N) — Xo(M). These yield (just as for the map Xo(N) — E above) maps
Jo(M) — Jo(N). Showing that the level can be reduced from N to M is
equivalent to showing that this representation space lives in these images of
Jo(M). Also, we are now working with a representation that lives inside a
fairly concrete object, namely the /-torsion of an abelian variety, rather than
a more abstract situation, so we have more control over p.
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Shimura curves

We now need to introduce what are known as Shimura curves. Recall that
in Section 10.2 we defined quaternion algebras as (noncommutative) rings of
the form

Q=Q+ Qa+Qpf+ Qap,
where

O‘2752 6Q7 ﬂa:—aﬁ.

We omit the requirement from Section 10.2 that a? < 0 and 32 < 0 since
we want to consider indefinite quaternion algebras as well. Let r be a prime
(possibly co) and let @, be the ring obtained by allowing r-adic coefficients
in the definition of @. As we mentioned in Section 10.2, there is a finite set
of primes r, called the ramified primes, for which Q,. has no zero divisors. On
the other hand, when r is unramified, Q,. is isomorphic to M2(Q,.), the ring
of 2 x 2 matrices with r-adic entries.

Given two distinct primes p and ¢, there is a quaternion algebra B that is
ramified exactly at p and ¢. In particular, B is unramified at oo, so

Bs = Ms(R).

Corresponding to the integer M = N/pq, there is an order O C B, called
an Eichler order of level M (an order in B is a subring of B that has rank 4
as an additive abelian group; see Section 10.2). Regarding O as a subset of
B = M3(R), define

Il =0NSLy(R).

Then I', acts on ‘H by linear fractional transformations. The Shimura curve
C is defined to be ‘H modulo I',.

There is another description of C, analogous to the one given above for
Xo(N). Let Omax be a maximal order in B. Consider pairs (A, B), where A
is a two-dimensional abelian variety (these are algebraic varieties that, over
C, can be described as C? mod a rank 4 lattice) and B is a subgroup of
A isomorphic to Zy; @ Zjy;. We restrict our attention to those pairs such
that Omax is contained in the endomorphism ring of A and such that Opax
maps B to B. When we are working over C, such pairs are in one-to-one
correspondence with the points on C. In general, over arbitrary fields, such
pairs correspond in a natural way to points on an algebraic curve, which we
again denote C.

Let J be the Jacobian of C'. The description of C in terms of pairs (A, B)
means that we can define an action of the Hecke operators on J, similarly to
what we did for the modular curves.

Let J[{] be the {-torsion of the Jacobian J of C. It can be shown that
the representation p occurs in J[M)], so there is a space V isomorphic to the
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representation space W of p with
V C JM] C J[.

We now have the representation p living in Jo(N)[¢] and in J[¢]. The rep-
resentation p can be detected using the reduction of Jo(IN) mod ¢ and also
using the reduction of J mod p, and Ribet uses a calculation with quater-
nion algebras to establish a relationship between these two reductions. This
relationship allows him to show that p can be removed from the level N.

REMARK 15.9 A correspondence between modular forms for GLy and
modular forms for the multiplicative group of a quaternion algebra plays a
major role in work of Jacquet-Langlands. This indicates a relation between
Jo(N) and J. In fact, there is a surjection from Jo(N) to J. However, this
map is not being used in the present case since such a map would relate the
reduction of Jo(N) mod ¢ to the reduction of J mod q. Instead, Ribet works
with the reduction of Jo(NN) mod ¢ and the reduction of J mod p. This switch
between p and ¢ is a major step in the proof of Ribet’s theorem. |

15.4 Sketch of Wiles’s Proof

In this section, we outline the proof that all semistable elliptic curves over
Q are modular. For more details, see [29], [32], [118], [133]. Let E be a
semistable elliptic curve and let

fE = Zanqn

n>1

be the associated potential modular form. We want to prove that fg is a
modular form (for some I'g(V)).
Suppose we have two potential modular forms

F=Y g,  g=> cq"

n>1 n>1

arising from Galois representations G — GL2(O,) (where O, is some ring
containing the p-adic integers. We assume that all of the coefficients ¢y, ),
are embedded in O,). Let p be the prime above p in O,. (If O, is the ring of
p-adic integers, then p = p.) If ¢, = ¢} (mod p) for almost all primes ¢ (that
is, we allow finitely many exceptions), then we write

f=g (modp).
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This means that the Galois representations mod p associated to f and g are
equivalent.
The following result of Langlands and Tunnell gives us a place to start.

THEOREM 15.10
Let E be an elliptic curve defined over Q and let fp =Y, <, anq" be the
associated potential modular form. There exists a modular form

go = Z bnq"

n>1

such that ~
ag =bpy (mod 3)

for almost all primes £ (that is, with possibly finitely many exceptions), and
where 3 denotes a prime of Os.

Recall that O3 denotes an unspecified ring containing the 3-adic integers.
If Os is sufficiently large, the coefficients by, which are algebraic integers, can
be regarded as lying in Os.

The reason that 3 is used is that the group GLy(F3) has order 48, hence
is solvable. The representation ps of G on E[3] therefore has its image in
a solvable group. The techniques of base change developed in the Langlands
program apply to cyclic groups, hence to solvable groups, and these techniques
are the key to proving the result. The groups GLs(F,) for p > 5 are not
solvable, so the base change techniques do not apply. On the other hand, the
representation ps for the Galois action on E[2] is trivial for the Frey curves
since the 2-torsion is rational for these curves. Therefore, it is not expected
that po should yield any information.

Note that the modular form gy does not necessarily have rational coeffi-
cients. Therefore, gy is not necessarily the modular form associated to an
elliptic curve. Throughout Wiles’s proof, Galois representations associated to
arbitrary modular forms are used.

The result of Langlands and Tunnell leads us to consider the following.

GENERAL PROBLEM

Fiz a prime p. Let g =), anq"™ be a potential modular form (associated
to a 2-dimensional Galois representation). Suppose there is a modular form
go = D> bnq™ such that g = go (mod )p. Can we prove that g is a modular
form?

The work of Wiles shows that the answer to the general problem is often
ves. Let A be the set of all potential modular forms g with g = gg (mod )p
(subject to certain restrictions). Let M C A be the set of modular ¢’s in A.
We are assuming that gy € M. The basic idea is the following. Let T4 be the
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tangent space to A at go and let Th; be the tangent space to M at gg. The
goal is to show that Ty = T);. Wiles shows that the spaces A and M are nice
enough that the equality of tangent spaces suffices to imply that A = M.

Ta

9o \M

=
//’—\

Figure 15.2
Tangent Spaces

Example 15.2
Let F be given by

v 4oy +y=a®—z® — 171z + 1904.

This curve has multiplicative reduction at 17 and 37 and good reduction at
all other primes. Therefore, E is semistable. The minimal discriminant of F
is A = —17 - 37°. Since E is semistable, the conductor of E is N = 17 - 37.
Therefore, we expect that gg is a modular form for T'g(17 - 37). Counting

points on E mod ¢ for various ¢ yields the following values for a, (we ignore
the bad prime 17):

¢ 2 3 5 7 11 13 17 19 23
ay -10 3 -1 -5 -2 —-— 1 -6

Therefore,
9E=4-¢"+0-¢" —¢" +3¢° +---.

There is a modular form

Go= bud"=q¢—a"+0-¢*—¢" —2¢° +---
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for Ty(17). The first few values of b, are as follows:

1 2 3 5 7 11 13 17 19 23
be -1 0 -2 4 0 -2 — -4 4

It can be shown that a; = by (mod 5) for all £ # 17,37 (we ignore these
bad primes), so
gg =¢go (mod b).

Can we prove that gg is a modular form?

Let A be the set of all potential modular forms g with g = go (mod 5) and
where the level N for g is allowed to contain only the primes 5,17,37 in its
factorization. There is also a technical condition, which we omit, on the ring
generated by the coefficients of g. The subspace M of true modular forms
contains gg. Here are pictures of A and M:

A: ° °
go Je
M : ° or ° °
g0 go JE

Therefore, our intuitive picture given in Figure 15.2 is not quite accurate.
In particular, the sets A and M are finite. However, by reinterpreting the
geometric picture algebraically, we can still discuss tangent spaces.

Since the sets A and M are finite, why not count the elements in both sets
and compare? First of all, this seems to be hard to do. Secondly, the tangent
spaces yield enough information. Consider the following situation. Suppose
you arrive at a train station in a small town. There are no signs telling you
which town it is, but you know it must be either I or II. You have the maps
given in Figure 15.3, where the large dot in the center indicates the station.

Figure 15.3
Two Small Towns
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By counting the streets emanating from the station, you can immediately
determine which town you are in. The reason is that you have a base point. If
you didn’t, then you might be on any of the vertices of I or II. You would not
be able to count streets and identify the town. The configuration of streets at
the station is the analogue of the tangent space at the base point. Of course,
it is possible that two towns could have the same tangent spaces, but Wiles
shows that this does not happen in his situation.

Tangent spaces

We now want to translate the notion of a tangent space into a useful alge-
braic formulation. Let R[xz, y] be the ring of polynomials in two variables and
let f(z,y) € R[z,y]. We can regard f as a function from the zy-plane to R.
Restricting f to the parabola y = 2 — 6x, we obtain a function

f: parabola — R.

If g(z,y) € Rlz,y], then f and g give the same function on the parabola if
and only if f — ¢ is a multiple of y + 62 — 22. For example, let f = 23 —y and
g = 6x + zy + 522. Then

f-g=—(@+1)(y+6x—a?).
If we choose a point (a,b) on the parabola, then b+ 6a — a? = 0, so
f(a,b) = g(a,b) — (a+1)(b+ 6a — a*) = g(a,b).
Therefore, there is a one-to-one correspondence
polynomial functions on the parabola «—  Rlz,%|/(y + 6z — ).

The ring on the right consists of congruence classes of polynomials, where
we say that two polynomials are congruent if their difference is a multiple of
y+6x—22. In this way, we have represented a geometric object, the parabola,
by an algebraic object, the ring Rlx,y]/(y + 6z — 2?).

Now let’s consider the tangent line y + 6z = 0 at (0,0). It is obtained by
taking the degree 1 terms in y + 6z — 22. We can represent it by the set

{ax +by|a,b € R} mod (y + 6z),

where we are taking all linear functions and regarding two of them as congru-
ent if they differ by a multiple of y+ 6x. Of course, we could have represented
the tangent line by the ring Rz, y]/(y + 6z), but, since we already know that
the tangent line is defined by a linear equation, we do not lose any information
by replacing Rz, y] by the linear polynomials ax + by.
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Now consider the surface
y—x?4+rz+6x+2=0.

This surface contains the parabola y = 22 — 6z, 2 = 0. The inclusion of the
parabola in the surface corresponds to a surjective ring homomorphism

Riz,y,2]/(y —2* + 2z +6x+2) — Rlz,y]/(y + 6z —2?)
f(x’ y7 z) L — f(x’ y’ 0)

We also have a surjective map on the algebraic objects representing the tan-
gent spaces

{ax +by+cz} mod (y+6x+2) — {ax+by} mod (y+ 6x)

corresponding to the inclusion of the tangent line to the parabola in the tan-
gent plane for the surface at (0,0,0). In this way, we can study relations
between geometric objects by looking at the corresponding algebraic objects.

Wiles works with rings such as O,[[z]]/(z® — pz), where for simplicity we
henceforth assume that O, is the p-adic integers and where O,[[x]] denotes
power series with p-adic coefficients. The zeros of £2 — pz are 0 and p, so this
ring corresponds to the geometric object

Si: ° .
0 P
The tangent space is represented by the set obtained by looking only at the
linear terms, namely {ax|a € Op} mod (px). Since

a1x =asx mod pr < a3 =as (mod p),

the tangent space can be identified with Z,.
As another example, consider the ring O,|[z]]/(z(z — p)(z — p*)), which
corresponds to the geometric object

Ss : ° ° .
O p p
The tangent space is Zps.

There is an inclusion S; C Se, which corresponds to the natural ring ho-
momorphism

Opllz])/(x(z = p)(z = p*)) — Opllz]}/(&* — pa).

The map on tangent spaces is the map from Z,: to Z, that takes a number
mod p* and reduces it mod p.

Now consider the ring O,[[z, y]]/(z* —px, y*> —py). In this case, we are look-
ing at power series in two variables, and two power series are congruent if their
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difference is a linear combination of the form A(z,y)(2%—pz)+B(z,y)(y> —py)
with A, B € Op[[z,y]]. The corresponding geometric object is

(0,p) (p;p)
53 :

(0,0) (p,0)

It can be shown that two power series give the same function on this set of
four points if they differ by a linear combination of z2 — px and y? — py. The
tangent space is represented by

{ax +byla,b e Oy} mod (pz,py),

which means we are considering two linear polynomials to be congruent if
their difference is a linear combination of px and py. It is easy to see that

a1 + b1y = asx + boy mod (pz,py) <= a1 =az, by =by (mod p).

Therefore, the tangent space is isomorphic to Z, © Z,.
The inclusion S7 C S3 corresponds to the ring homomorphism

Oplla, y)l/ (2* = p, y* — py) — Oplla]]/(a? — pu).

The map on tangent spaces is the map Z, ®© Z, — Z, given by projection
onto the first factor.

In all three examples above, the rings are given by power series over O,.
The number of variables equals the number of relations and the resulting
ring is a finitely generated O,-module (this is easily verified in the three
examples). Such rings are called local complete intersections. For such
rings, it is possible to recognize when a map is an isomorphism by looking at
the tangent spaces.

Before proceeding, let’s look at an example that is not a local complete
intersection. Consider the ring

Opllz, yll/(=* = pz, y* — py, zy).
The corresponding geometric object is

(0,p)
S4 :

(0,0) (p,0)

© 2008 by Taylor & Francis Group, LLC



468 CHAPTER 15 FERMAT’S LAST THEOREM

There are two variables and three relations, so we do not have a complete
intersection. The tangent space is Z,®Z,. The inclusion S4 C S5 corresponds
to the ring homomorphism

Oplla, Y11/ (2* — p,y* — py) — Opllz, yll/(a® - pz, y* — py, zy)

and the map on tangent spaces is an isomorphism. However, S3 # S;. The
problem is that the tangent space calculation does not notice the relation xy,
which removed the point (p,p) from Ss to get S4. Therefore, the tangent
space thinks this point is still there and incorrectly predicts an isomorphism
between the three point space and the four point space.

The general fact we need is that if we have a surjective homomorphism of
rings that are local complete intersections, and if the induced map on tangent
spaces is an isomorphism, then the ring homomorphism is an isomorphism.

Deformations of Galois representations

Now let’s return to our sets A and M. Corresponding to these two sets are
rings R4 and Rp;. We have g € M C A. Let T4 and T)s be the tangent
spaces at go. In the examples above, the base point gy would correspond to
x=0orto (z,y) = (0,0). Corresponding to the inclusion M C A, there are
surjective maps

RA — RM, TA —_— TM.

Therefore,
#T < #Ta.
The ring Rj; can be constructed using the Hecke algebra and the ring R4
is constructed using results about representability of functors. In fact, it was
shown that there is a representation

Puniversal © G — GLa(Ra)
with the following property. Let
p: G— GLy(0O,)

be a representation and let g be the potential modular form attached to p.
Assume that p is unramified outside a fixed finite set of primes. If g = go
(mod p), then there exists a unique ring homomorphism

d) : RA — Op
such that the diagram

G Puniversal GL, (RA)

T |

GL3(0,)
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commutes.

The representations p such that g = go (mod p) are examples of what are
known as deformations of the Galois representation for gy. The representa-
tion pyuniversal 1S called a universal deformation.

Example 15.3
We continue with Example 13.2. Let p = 5 and take the fixed set of primes
to be {5, 17, 37}. Then it can be shown that

R ~ Os][z]]/(2? — bx),

where b/5 is a 5-adic unit and Oj is the ring of 5-adic integers. This implies
that T4 = Zs. The set A has two points, gg and g, corresponding to z = 0
and x = b. [

There exists an integer n, defined below, such that
n < #1In < #Ta.

Moreover, a result of Flach shows that n-T4 = 0. If it can be shown that
n = #T4, then Ty =Th,.

In our example, n = 5. Since we know that T4 = Zs, we have n = #T4.
Therefore, Ty = Th;. It can be shown that R4 and Rj; are local complete
intersections. This yields R4 = Ry and A = M. This implies that g is a
modular form.

In general, recall that we started with a semistable elliptic curve E. Associ-
ated to F is the 3-adic Galois representation pz~. The theorem of Langlands-
Tunnell yields a modular form gy, and therefore a Galois representation

Po - G — GLQ(Og)

We have 3
p3= = po (mod 3),

so the base point pg is modular and semistable mod 3 (the notion of semistabil-
ity can be defined for general Galois representations). Under the additional
assumption that p3 restricted to Gal(Q/Q(yv/—3)) is absolutely irreducible,
Wiles showed that if Ry, is a local complete intersection then n = #7T4 and
the map R4 — R); is an isomorphism of local complete intersections. Finally,
in 1994, Wiles and Taylor used an ingenious argument to show that Rj; is a
local complete intersection, and therefore A = M.

What happens if ps does not satisfy the irreducibility assumption? Wiles
showed that there is a semistable elliptic curve E’ with the same mod 5
representation as F but whose mod 3 representation is irreducible. Therefore,
E’ is modular, so the mod 5 representation of E’ is modular. This means
that the mod 5 representation of E is modular. If the mod 5 representation,
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restricted to Gal(Q/Q(v/5)), is absolutely irreducible, then the above result
of Wiles, with 5 in place of 3, shows that E is modular.

There are only finitely many elliptic curves over Q for which both the mod 3
representation (restricted to Gal(Q/Q(v/—3))) and the mod 5 representation
(restricted to Gal(Q/Q(+/5))) are not absolutely irreducible. These finitely
many exceptions can be proved to be modular individually.

Therefore, semistable elliptic curves over Q are modular. Eventually, the
argument was extended by Breuil, Conrad, Diamond, and Taylor to include
all elliptic curves over Q (Theorem 14.4).

The integer n is defined as follows. Let go = > b,,¢™ and let

L(go,s) = Z bpym ™% = H (1 — bl _~_£1—23)*1 7
m=1

primes £ZS
where S is a finite set of bad primes (in our example, S = {5, 17, 37}). Write
1—beX +4X% = (1 — arX)(1 — B X).

The symmetric square L-function is defined to be

L(Sym?go, s) = [ (1 — a26*)(1 — B20°)(1 — aeBet™)) " .
¢S

There exists a naturally defined transcendental number  (similar to the pe-
riods considered in Section 9.4), defined by a double integral, such that

L(Sym2907 2)

Q = r = a rational number.

The number n is defined to be the p-part of r (that is, n is a power of p such
that r equals n times a rational number with numerator and denominator
prime to p).

The formula that Wiles proved is therefore that L(Sym2 90,2)/Q equals #Ty
times a rational number prime to p. This means that the order of an algebraic
object, namely T, is expressed in terms of the value of an analytic function,
in this case the symmetric square L-function. This formula is therefore of
a nature similar to the analytic class number of algebraic number theory,
which expresses the class number in terms of an L-series, and the conjecture
of Birch and Swinnerton-Dyer (see Section 14.2), which expresses the order
of the Shafarevich-Tate group of an elliptic curve in terms of the value of its
L-series.
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Number Theory

Basic results

Let n be a positive integer and let Z,, be the set of integers mod n. It is a
group with respect to addition. We can represent the elements of Z,, by the
numbers 0,1,2,...,n— 1. Let

ZX ={a|l <a<n,ged(a,n)=1}.

Then Z is a group with respect to multiplication mod n.

Let a € Z. The order of a mod n is the smallest integer k& > 0 such that
a* =1 (mod n). The order of a mod n divides ¢(n), where ¢ is the Euler
¢-function.

Let p be a prime and let a € Z;. The order of a mod p divides p — 1. A
primitive root mod p is an integer g such that the order of ¢ mod p equals
p— 1. If g is a primitive root mod p, then every integer is congruent mod p
to 0 or to a power of g. For example, 3 is a primitive root mod 7 and

{1,3,9,27,81,243} = {1,3,2,6,4,5} (mod 7).

There are ¢(p — 1) primitive roots mod p. In particular, a primitive root mod
p always exists, so Z, is a cyclic group.

There is an easy criterion for deciding whether ¢ is a primitive root mod
p, assuming we know the factorization of p — 1: If g»=1/9 £ 1 (mod p) for
all primes ¢|p — 1, then g is a primitive root mod p. This can be proved by
noting that if g is not a primitive root, then its order is a proper divisor of
p — 1, hence divides (p — 1)/q¢ for some prime gq.

One way to find a primitive root for p, assuming the factorization of p — 1
is known, is simply to test the numbers 2, 3, 5, 6, ... successively until a
primitive root is found. Since there are many primitive roots, one should be
found fairly quickly in most cases.

A very useful result in number theory is the following.

471
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THEOREM A.1 (Chinese Remainder Theorem)
Let ny,na,...,n, be positive integers such that ged(n;,n;) = 1 when i # j.
Let ay,as,...,a, be integers. Then there exists an x such that

x=a; (modn;) for alli.

The integer x is uniquely determined mod ning -« - n,.

For example, let ny =4, no = 3, n3 =5 and let a1 = 1, as = 2, a3 = 3.
Then = = 53 is a solution to the simultaneous congruences

z=1 (mod4), z=2 (mod3), =3 (mod}H),

and any solution z satisfies x = 53 (mod 60).
Another way to state the Chinese Remainder Theorem is to say that if
ged(ng,nj) =1 for ¢ # j, then

anng-unr = an S---D an

(see Appendix B for the definition of @). This is an isomorphism of additive
groups. It is also an isomorphism of rings.

p-adic numbers

Let p be a prime number and let  be a nonzero rational number. Write

ra

r=p 57

where a, b are integers such that p { ab. Then r is called the p-adic valuation
of x and is denoted by
r = vp(x).

Define v, (0) = co. (The p-adic valuation is discussed in more detail in Sections
5.4 and 8.1.) The p-adic absolute value of x is defined to be

|z, =p~".

Define |0], = 0.
For example,

12
35

1 11

, 47 250

1

1
=125, |- —41| = —.
s 81

e

The last example says that 1/2 and 41 are close 3-adically. Note that two
integers are close p-adically if and only if they are congruent mod a large
power of p.
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The p-adic integers are most easily regarded as sums of the form
o0
Zanp", a, € {0,1,2,...,p—1}.
n=0

Such infinite sums do not converge in the real numbers, but they do make
sense with the p-adic absolute value since |a,p"|, — 0 as n — oo.

Arithmetic operations are carried out just as with finite sums. For example,
in the 3-adic integers,

(1+2-340-3°+--)+(1+2-3+1-3%2+---)=2+4-3+1-3>+-..
=9241-34+2.324...

(where we wrote 4 = 1 + 3 and regrouped, or “carried,” to obtain the last
expression). If

v = app’ + apr "t + -

with a # 0, then
—z=p-a)p’ + (P —-1—a)p"™ + (p—1—arp2)p" 7 +--- (A1)

(use the fact that p*+1 + (p — 1)p**1 + (p — 1)p**+2 +--- = 0 because the sum
telescopes, so all the terms cancel). Therefore, p-adic integers have additive
inverses. It is not hard to show that the p-adic integers form a ring.
Any rational number with denominator not divisible by p is a p-adic integer.
For example, in the 3-adics,
L =—(1+3+3"+-)=2+3+3"+--.
2 1-3 ’
where we used (A.1) for the last equality. In fact, it can be shown that if
r =737, a,p" is a p-adic integer with ag # 0, then 1/x is a p-adic integer.
The p-adic rationals, which we denote by Q,,, are sums of the form

y= Z anp”, (A.2)

with m positive or negative or zero and with a, € {0,1,...,p—1}. If y € Q,,
then pFy is a p-adic integer for some integer k. The p-adic rationals form a
field, and every rational number lies in Q,. If a,,, # 0 in (A.2), then we define
U:D(y) =m, |y|p =p "

This agrees with the definitions of the p-adic valuation and absolute value
defined above when y is a rational number.

Another way to look at p-adic integers is the following. Consider sequences
of integers x1,2,... such that

Tm = Tm41 (mOd pm) (A3)
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for all m > 1. Since z,, = x (mod p™) for all k& > m, the base p expansions
for all z;, with k& > m must agree through the p™~! term. Therefore, the
sequence of integers x,,, determines an expression of the form

o0
> anp™,
n=0
where
m—1
Tm = Y anp”  (mod p™)
n=0

for all m. In other words, the sequence of integers determines a p-adic inte-
ger. Conversely, the partial sums of a p-adic integer determine a sequence of
integers satisfying (A.3).
Let’s use these ideas to show that —1 is a square in the 5-adic integers. Let
T = 2, so
z2=—-1 (mod 5).

Suppose we have defined x,, such that

2 = -1 (mod 5™).

b=——" (mod5).

Note that 22, = —1 (mod 5™) implies that the right side of this last congru-
ence is defined mod 5. A quick calculation shows that

22,1 =-1 (mod5™").

Since (A.3) is satisfied, there is a 5-adic integer z with = x,,, (mod 5™) for
all m. Moreover,
r2=—-1 (mod 5™)

for all m. This implies that 2 = —1.
In general, this procedure leads to the following very useful result.

THEOREM A.2 (Hensel’s Lemma)
Let f(X) be a polynomial with coefficients that are p-adic integers and suppose
x1 18 an integer such that

f(z1) =0 (mod p).

If
f(@1) £0  (mod p),
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then there exists a p-adic integer x with x = x1 (mod p) and

flx)=0.

COROLLARY A.3
Let p be an odd prime and suppose b is a p-adic integer that is a nonzero
square mod p. Then b is the square of a p-adic integer.

The corollary can be proved by exactly the same method that was used to
prove that —1 is a square in the 5-adic integers. The corollary can also be
deduced from the theorem as follows. Define f(X) = X? —b and let 23 = b
(mod p). Then f(z1) =0 (mod p) and

f(x1) =221 20 (mod p)

since p is odd and z; # 0 by assumption. Hensel’s Lemma shows that there
is a p-adic integer » with f(x) = 0. This means that 22 = b, as desired.

When p = 2, the corollary is not true. For example, 5 is a square mod 2 but
is not a square mod 8, hence is not a 2-adic square. However, the inductive
procedure used above yields the following:

PROPOSITION A.4
If b is a 2-adic integer such that b =1 (mod 8) then b is the square of a 2-adic
nteger.
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Groups

Basic definitions

Since most of the groups in this book are additive abelian groups, we’ll
use additive notation for the group operations in this appendix. Therefore, a
group G has a binary operation + that is associative. There is an additive
identity that we’ll call 0 satisfying

O+g=9g+0=g
for all g € G. Each g € G is assumed to have an additive inverse —g satisfying
(—9)+g9=g+(-g)=0.
If n is a positive integer, we let
ng=g+g+---+g (nsummands).

If n <0, welet ng=—(|nlg) =—(g+--+9).

Almost all of the groups in this book are abelian, which means that g+ h =
h+ g for all g,h € G.

If G is a finite group, the order of GG is the number of elements in G. The
order of an element g € G is the smallest integer k£ > 0 such that kg = 0.
If k£ is the order of g, then

ig=jg < i=j (mod k).

The basic result about orders is the following.

THEOREM B.1 (Lagrange’s Theorem)
Let G be a finite group.

1. Let H be a subgroup of G. Then the order of H divides the order of G.
2. Let g € G. Then the order of g divides the order of G.

477
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The ratio #G/#H is called the index of H in G. More generally, the index
of a (possibly infinite) subgroup H in a group G is the smallest number n of
elements such that we can write G as a union of translates of G by elements
gi € G:

G=Ul (9 + H).
For example, Z = (04 3Z) U (1 +3Z) U (2 + 3Z), so the index of 3Z in Z is 3.

A cyclic group is a group isomorphic to either Z or Z,, for some n. These
groups have the property that they can be generated by one element. For
example, Z, is generated by 1, and it is also generated by 3 since {0, 3, 3 +
3,34+ 3+ 3} is all of Zy. The following result says that the converse of
Lagrange’s theorem holds for finite cyclic groups.

THEOREM B.2
Let G be a finite cyclic group of order n. Let d > 0 divide n.

1. G has a unique subgroup of order d.

2. G has d elements of order dividing d, and G has ¢(d) elements of order
exactly d (where ¢(d) is Fuler’s ¢-function).

For example, Zg contains the subgroup {0,2,4} of order 3. The elements
2,4 € Zg have order 3.

The direct sum of two groups GG; and Gs is defined to be the set of ordered
pairs formed from elements of Gy and Go:

G1® G2 ={(91,92) |91 € G1, g2 € G2}

Ordered pairs can be added componentwise:

(91,92) + (h1,h2) = (g1 + h1, 92 + h2).

This makes G1 @ G5 into a group with (0, 0) as the identity element. A similar
definition holds for the direct sum of more than two groups. We write G" for
the direct sum of r copies of G. In particular, Z" denotes the set of r-tuples
of integers, which is a group under addition.

Structure theorems

Two groups, G and G, are said to be isomorphic if there exists a bijection
¥ : G1 — Gao such that ¥(gh) = ¥(g)¥(h) for all g,h € G1 (note that the
multiplication gh is in G; while the multiplication ¥(g)i(h) takes place in
Ga).
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THEOREM B.3
A finite abelian group is isomorphic to a group of the form

an@znz@"'@zns

with n;niv1 for i =1,2,...,8 — 1. The integers n; are uniquely determined

by G.

An abelian group G is called finitely generated if there is a finite set
{91,92,-..,9r} contained in G such that every element of G can be written
(not necessarily uniquely) in the form

mig1 + -+ Mmigk

with m; € Z.

THEOREM B.4
A finitely generated abelian group is isomorphic to a group of the form

Zr @ an @an @ ®ZTLS

with v > 0 and with n;|n;4q fori=1,2,...,s — 1. The integers r and n; are
uniquely determined by G.

The subgroup of G isomorphic to
Lo, @ Ly @ ® Ly,

is called the torsion subgroup of G. The integer r is called the rank of G.
This theorem can be used to prove the following.

THEOREM B.5

Let G1 C G2 C G3 be groups and assume that, for some integer r, both G
and Gy are isomorphic to Z". Then Gy is isomorphic to Z".

For example, G; = 12Z, Gy = 6Z, and G3 = Z, each of which is isomorphic
as a group to Z, satisfy the theorem. This theorem is used in the text when
G1 and G5 are lattices in C. Then G; and G3 are isomorphic to Z2. If
G1 C Gy C G5, then Gy ~ Z2, so there exist w1, wo such that Go = Zw, +Zws.
Since G is a lattice, it contains two vectors that are linearly independent over
R. Since G; C G, this implies that w; and ws are linearly independent over
R. Therefore, G is a lattice.
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Homomorphisms

Let Gy, G2 be groups. A homomorphism from G; to G5 is a map ) :
G1 — G4 such that ¥(g + h) = ¥(g) + ¥(h) for all g,h € G;. In other words,
the map takes sums in GG; to the corresponding sums in G3. The kernel of
1 is

Ker ¢ = {g € G1 | ¢(g) = 0}.

The image of 1 is denoted ¥ (G1), which is a subgroup of G5. The main result
we need is the following.

THEOREM B.6
Assume G is a finite group and ¢ : Gy — Ga is a homomorphism. Then

#G1 = (#Ker ¥) (#(G1)) -

In fact, in terms of quotient groups, Gy /Ker ¥ ~ 1(G1).
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Fields

Let K be a field. There is a ring homomorphism ¢ : Z — K that sends
1leZtole K. If ¢ is injective, then we say that K has characteristic 0.
Otherwise, there is a smallest positive integer p such that 1(p) = 0. In this
case, we say that K has characteristic p. If p factors as ab with 1 < a <
b < p, then ¥ (a)(b) = ¥(p) = 0, so ¥(a) = 0 or 1(b) = 0, contradicting the
minimality of p. Therefore, p is prime.

When K has characteristic 0, the field Q of rational numbers is contained
in K. When K has characteristic p, the field F), of integers mod p is contained
in K.

Let K and L be fields with K C L. If o« € L, we say that « is algebraic
over K if there exists a nonconstant polynomial

FX) = X" 4 aua X g

with ag,...,a,—1 € K such that f(a) = 0. We say that L is an algebraic
over K, or that L is an algebraic extension of K, if every element of L is
algebraic over K. An algebraic closure of a field K is a field K containing
K such that

1. K is algebraic over K.

2. Every nonconstant polynomial g(X) with coefficients in K has a root in
K (this means that K is algebraically closed).

If g(X) has degree n and has a root o € K, then we can write g(X) =
(X — a)g1(X) with ¢g1(X) of degree n — 1. By induction, we see that g(X)
has exactly n roots (counting multiplicity) in K.

It can be shown that every field K has an algebraic closure, and that any two
algebraic closures of K are isomorphic. Throughout the book, we implicitly
assume that a particular algebraic closure of a field K has been chosen, and
we refer to it as the algebraic closure of K.

When K = Q, the algebraic closure Q is the set of complex numbers that
are algebraic over Q. When K = C, the algebraic closure is C itself, since
the fundamental theorem of algebra states that C is algebraically closed.

481
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Finite fields

Let p be a prime. The integers mod p form a field F;, with p elements. It can
be shown that the number of elements in a finite field is a power of a prime,
and for each power p™ of a prime p, there is a unique (up to isomorphism) field
with p™ elements. (Note: The ring Z,» is not a field when n > 2 since p does
not have a multiplicative inverse; in fact, p is a zero divisor since p-p"~ ' =0
(mod p™).) In this book, the field with p™ elements is denoted F,n». Another
notation that appears often in the literature is GF(p™). It can be shown that

Fpm g Fpn < m|n
The algebraic closure of F,, can be shown to be

F,=JFp.

n>1

THEOREM C.1
Let Fp be the algebraic closure of F), and let ¢ = p™. Then

F,={ae€F,|a?=a}.

PROOF  The group F of nonzero elements of Fy forms a group of order
q—1,s50 a97! =1 when 0 # o € F,. Therefore, a? = a for all a € F,.

Recall that a polynomial g(X) has multiple roots if and only if g(X) and
¢'(X) have a common root. Since

d

ﬁ()(q—X):qu—l—1:—1

(since ¢ = p™ = 0 in F,,), the polynomial X7 — X has no multiple roots.
Therefore, there are ¢ distinct o € Fp such that a? = «.

Since both sets in the statement of the theorem have ¢ elements and one is
contained in the other, they are equal.

Define the ¢g-th power Frobenius automorphism ¢, of F, by the formula

pg(z) =27 forall x € F,.

PROPOSITION C.2
Let g be a power of the prime p.

1. F,=F,.
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2. @q s an automorphism of Fq. In particular,

Gq(T +y) = dg() + dq(y), bq(zy) = dq(2)dg(y)
for all x,y € Fq.
3. Let a € Fy. Then

a€Fp =  ¢j(a)=a.

PROOF Part (1) is a special case of a more general fact: If K C L and
every element of L is algebraic over K, then L = K. This can be proved
as follows. If « is algebraic over L and L is algebraic over K, then a basic
property of algebraicity is that « is then algebraic over K. Therefore, L is
algebraic over K and is algebraically closed. Therefore, it is an algebraic
closure of K.

Part (3) is just a restatement of Theorem C.1, with ¢™ in place of g.

We now prove part (2). If 1 < j <p— 1, the binomial coefficient (;’) has a
factor of p in its numerator that is not canceled by the denominator, so

<§) =0 (mod p).

(x+y) =a”+ @xmy + @xmyz oty

Therefore,

= P + yp
since we are working in characteristic p. An easy induction yields that
(+ y)pn -

for all z,y € F,. This implies that ¢,(z + y) = ¢4(x) + ¢4(y). The fact
that ¢4(zy) = ¢q(x)Pq(y) is clear. This proves that ¢, is a homomorphism
of fields. Since a homomorphism of fields is automatically injective (see the
discussion preceding Proposition C.5), it remains to prove that ¢, is surjective.
If a € F,, then a € Fyn for some n, so ¢y (o) = a. Therefore, o is in the

image of ¢4, so ¢4 is surjective. Therefore, ¢, is an automorphism. |

In Appendix A, it was pointed out that F\ = Z is a cyclic group, gener-
ated by a primitive root. More generally, it can be shown that F is a cyclic
group. A useful consequence is the following.

PROPOSITION C.3
Let m be a positive integer with pt m and let p,, be the group of mth roots of
unity. Then
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PROOF By Lagrange’s theorem (see Appendix B), if y, C F), then
m|qg — 1. Conversely, suppose m|q — 1. Since F is cyclic of order ¢ — 1, it
has a subgroup of order m (see Appendix B). By Lagrange’s theorem, the
elements of this subgroup must satisfy ™ = 1, hence they must be the m
elements of fi,. ﬁ

Let F, C Fg» be finite fields. We can regard F,» as a vector space of
dimension n over F,. This means that there is a basis {f1, ..., 8y} of elements
of Fg» such that every element of Fy» has a unique expression of the form

a1+ -+ anfBn

with a1, ...,a, € F;. The next result says that it is possible to choose a basis
of a particularly nice form, sometimes called a normal basis.

PROPOSITION C.4
There exists 3 € Fgn such that

{/37¢q(ﬂ)a c 7¢271(ﬂ)}

is a basis of Fyn as a vector space over F.

An advantage of a normal basis is that the ¢th power map becomes a shift
operator on the coordinates: Let

r=a1f+ a2¢q(ﬁ) +ot anﬁﬁgil(ﬂ):

with a; € Fg. Then af = a; and ¢} (3) = 3, so

2l = a187 + azdy(67) + -+ + andy (6
= an¢g(ﬁ) + a1¢q(ﬁ) +ot an—l¢2_1(ﬁ)
= anfB+a1¢g(8) + -+ + an-10} " (B).
Therefore, if 2 has coordinates (aq,. .., a,) with respect to the normal basis,
then z? has coordinates (an,a1,...,an,—1). Therefore, the computation of

gth powers is very fast and requires no calculation in Fy». This has great
computational advantages.

Embeddings and automorphisms

Let K be a field of characteristic 0, so Q € K. An element o € K is
called transcendental if it is not the root of any nonzero polynomial with
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rational coefficients, that is, if it is not algebraic over Q. A set of elements S =
{a;} C K (with ¢ running through some (possibly infinite) index set I) is called
algebraically dependent if there are n distinct elements ay, ..., a, of S, for
some n > 1, and a nonzero polynomial f(Xi,..., X, ) with rational coefficients
such that f(aq,...,a,) = 0. The set S is called algebraically independent
if it is not algebraically dependent. This means that there is no polynomial
relation among the elements of S. A maximal algebraically independent subset
of K is called a transcendence basis of K. The transcendence degree
of K over Q is the cardinality of a transcendence basis (the cardinality is
independent of the choice of transcendence basis). If every element of K
is algebraic over Q, then the transcendence degree is 0. The transcendence
degree of C over Q is infinite, in fact, uncountably infinite.

Let K be a field of characteristic 0, and choose a transcendence basis S. Let
F be the field generated by Q and the elements of S. The maximality of S
implies that every element of K is algebraic over F. Therefore, K can be ob-
tained by starting with Q, adjoining algebraically independent transcendental
elements, then making an algebraic extension.

Let K and L be fields and let f : K — L be a homomorphism of fields. We
always assume f maps 1 € K to 1 € L. Then f is injective. One way to see
this is to note that if 0 # z € K, then 1 = f(x)f(x~1) = f(z)f(z)"?; since
f(z) has a multiplicative inverse, it cannot be 0.

The following result is very useful. It is proved using Zorn’s Lemma (see

[71]).

PROPOSITION C.5
Let K and L be fields. Assume that L is algebraically closed and that there

is a field homomorphism
f: K— L.

Then there is a homomorphism f: K — L such that f restricted to K is f.

Proposition C.5 has the following nice consequence.

COROLLARY C.6

Let K be a field of characteristic 0. Assume that K has finite transcendence
degree over Q. Then there is a homomorphism K — C. Therefore, K can be
regarded as a subfield of C.

PROOF  Choose a transcendence basis S = {a1,...,a,} of K and let F' be
the field generated by Q and S. Since C has uncountable transcendence degree
over Q, we can choose n algebraically independent elements 7,...,7, € C.
Define f : F' — C by making f the identity map on Q and setting f(«o;) = 75
for all j. The proposition says that f can be extended to f : F~—> C. Since
K is an algebraic extension of F', we have K C F. Restricting f to K yields
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the desired homomorphism from K — C. Since a homomorphism of fields is
injective, K is isomorphic to its image under this homomorphism. Therefore,
K is isomorphic to a subfield of C.

The proposition also holds, with a similar proof, if the transcendence degree
of K is at most the cardinality of the real numbers, which is the cardinality
of a transcendence basis of C.

If a € C is algebraic over Q, then f(a) = 0 for some nonzero polynomial
with rational coefficients. Let Aut(C) be the set of field automorphisms of
C and let 0 € Aut(C). Then o(1) = 1, from which it follows that o is the
identity on Q. Therefore,

so o(«) is one of the finitely many roots of f(X). The next result gives a
converse to this fact.

PROPOSITION C.7
Let o € C. If the set
[o(a)] o € Aut(C)},

where o runs through all automorphisms of C, is finite, then « is algebraic
over Q.

PROOF Suppose «a is transcendental. There is a transcendence basis S of
C with a € S. Then C is algebraic over the field F' generated by Q and S.
The map

c: F— F
ar— a+1

B— 3 when3€S,8+#a

defines an automorphism of F. By Proposition C.5, o can be extended to
amap o : C — C. We want to show that ¢ is an automorphism, which
means that we must show that & is surjective. Let y € C. Since y is algebraic
over F, there is a nonzero polynomial g(X) with coeflicients in F' such that
g(y) = 0. Let g‘f1 denote the result of applying ! to all of the coefficients
of g (note that we know o~ exists on F because we already know that o is
an automorphism of F'). For any root r of g"fl, we have

0=5 (57" (1) = 9(5(r)).

Therefore, ¢ maps the roots of g‘f1 to roots of g. Since the two polynomials
have the same number of roots, ¢ gives a bijection between the two sets of
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roots. In particular, &(r) = y for some r. Therefore, y is in the image of &.
This proves that & is surjective, so ¢ is an automorphism of C.
Since
/() = a+j,
the set of images of « under automorphisms of C is infinite, in contradiction
to our assumption. Therefore, o cannot be transcendental, hence must be
algebraic.

REMARK C.8 In Proposition C.7, the assumption that the set is finite
can be changed to assuming that the set is countable, with essentially the
same proof. Namely, if « is transcendental, then, for any v € S, there is an
automorphism o satisfying o(a) = a + . The fact that S is uncountable

yields the result.
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Appendix D

Computer Packages

There are several computer algebra packages available that do calculations
on elliptic curves. In this appendix, we give a brief introduction to three of
the major packages. Rather than give explanations of the structure of these
packages, we simply include some examples of some computations that can
be performed with them. The reader should consult the documentation that
is available online or with the packages to see numerous other possibilities.

D.1 Pari

Pari/GP is a free computer algebra system for number theory calculations.
It can be downloaded from http://pari.math.u-bordeaux.fr/.
Here is a transcript of a session, with commentary.

GP/PARI CALCULATOR Version 2.3.0 (released)

1686 running linux (ix86 kernel) 32-bit version
compiled: Aug 16 2007, gcc-3.4.4 20050721 (Red Hat 3.4.4-2)
(readline v4.3 enabled [was v5.0 in Configure], extended help

available)
Copyright (C) 2000-2006 The PARI Group

PARI/GP is free software, covered by the GNU General Public
License, and comes WITHOUT ANY WARRANTY WHATSOEVER.

Type ? for help, \q to quit. Type 712 for how to get moral
(and possibly technical) support.

parisize = 4000000, primelimit = 500000

First, we need to enter and initialize an elliptic curve. Let [a1, az, a3, a4, ag]
be the coefficients for the curve in generalized Weierstrass form. Start with
the curve of Example 9.3: E; : y? = 2% — 58347z + 3954150.

? el=ellinit([0,0,0,-58347,3954150])
%1 = [0, 0, O, -58347, 3954150, 0, -116694, 15816600,

489
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-3404372409, 2800656, -3416385600, 5958184124547072,
10091699281/2737152, [195.1547871847901607239497645,
75.00000000000000000000000000, -270.1547871847901607239497645] ,
0.1986024692687475355260042188, 0.1567132675477145982613047883*I,
-6.855899811988574944063544705, -21.22835194662770142565252843*1,
0.03112364190214999895971387115]

The output contains several parameters for the curve (type 7ellinit to

see an explanation). For example, the periods wy = i0.156713... and we =
0.198602... are entries. The j-invariant is the 13th entry:
7 el[13]

%2 = 10091699281/2737152

Here is the curve o : y? = 23 4 73:

? e2=ellinit([0,0,0,0,73])

%3 = [0, 0, O, O, 73, 0, 0, 292, 0, 0, -63072, -2302128, 0,
[-4.179339196381231892056376349, 2.089669598190615946028188174

+ 3.619413915098187674530455654+1, 2.089669598190615946028188174
-3.619413915098187674530455654%1], 2.057651708004923756251055780,
-1.028825854002461878125527890+0.5939928837575679811100134634%*1,
-2.644469941892436553395125300, 1.322234970946218276697562650
-2.290178149223208371431388983*I, 1.222230471806529890431614914]

We can add the points (2,9) and (3, 10), which lie on the curve:

? elladd(e2,[2,9],[3,10])
%4 = [-4, -3]

We can compute the 3rd multiple of (2,9):

? ellpow(e2,[2,9],3)
%5 = [5111/625, -389016/15625]

The torsion subgroup of the Mordell-Weil group can be computed:

? elltors(el)

%6 = [10, [10], [[3, 1944]1]
? elltors(e2)

w7 = [1, [0, 0]

The first output says that the torsion subgroup of F;(Q) has order 10, it
is cyclic of order 10, and it is generated by the point (3,1944). The second
output says that the torsion subgroup of F2(Q) is trivial.

The number of points on an elliptic curve mod a prime p has the form
p+1—ap. The value of a3 for E; is computed as follows:

? ellap(el,13)
%8 = 4

Therefore, there are 13 +1 — 4 = 10 points on £; mod 13.
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We can also compute with curves mod p. Let’s consider By : 32 = 23 +
10z + 5 (mod 13) (this is the reduction of E; mod 13):
? e3=ellinit([0,0,0,Mod(10,13),Mod(5,13)])
%9 = [0, 0, 0, Mod(10, 13), Mod(5, 13), 0, Mod(7, 13),
Mod (7, 13), Mod(4, 13), Mod(1, 13), Mod(9, 13), Mod(2, 13),
Mod(7, 13), 0, 0, 0, 0, 0, O]

Multiples of points can be computed as before:
? ellpow(e3, [Mod(3,13),Mod(7,13)],10)
%10 = [0]
? ellpow(e3, [Mod(3,13),Mod(7,13)],5)
%11 = [Mod(10, 13), Mod(0, 13)]

The first output means that the 10th multiple of the point is co.

The height pairing can be computed. For example, on FEs the pairing
((2,9),(3,10)) from Example 8.11 is computed as follows:
7 ellbil(e2,[2,9],[3,10])
%12 = -0.9770434128038324411625933747

Pari works with the complex functions associated to an elliptic curve. For
example, the value of j((1+ +/—171)/2) (see the beginning of Section 10.4) is
computed as follows:

7 ellj((1+sqrt(-171))/2)
%13 = -694282057876536664.0122886865 + 0.0000000003565219231*I

We know the value should be real. To increase the precision to 60 digits,
type:
? \p 60
realprecision = 67 significant digits (60 digits displayed)

Now, retype the previous command:
7 ellj((1+sqrt(-171))/2)
%14 = -694282057876536664.0122886867083074260443674536412446626
29851 - 7.05609883 E-49%I

The imaginary part of the answer is less than 10748,

To find other functions that are available, type ?. To find the functions
that relate to elliptic curves, type ?5. To find how to use a command, for
example elladd, type

7elladd
elladd(e,z1,z2): sum of the points zl and z2 on elliptic
curve e.

To quit, type

? \q
Goodbye!
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D.2 Magma

Magma is a large computer algebra package. It requires a license to use.
It is available on some institutional computers. For general information, see
http://magma.maths.usyd.edu.au/magma/.

The following is the transcript of a session, with commentary.

The session starts:

Magma V2.11-14 Thu Nov 1 2007 15:48:04 [Seed = 3635786414]
Type ? for help. Type <Ctrl>-D to quit.

Let’s enter the elliptic curve E; : y? = 23 — 58447z + 3954150 of Example
9.3. The vector represents the coefficients [a1,aq,as,aq,ag] in generalized
Weierstrass form. Unless otherwise specified, the curve is over the rational
numbers.
> El:= EllipticCurve( [ 0, 0, O, -58347, 3954150 1);

Note that the line needs to end with a semicolon. To find out what F; is:
> E1;

Elliptic Curve defined by y 2 = x"3 - 58347*x + 3954150 over
Rational Field

Let’s also define Fy : y?> = 23 + 73. Here we use the shortened form of the
coefficient vector [ay4, ag] corresponding to (nongeneralized) Weierstrass form.
> E2:= EllipticCurve( [ 0, 73 1);

Let’s add the points (2,9) and (3,10) on F5. The notation E2! [2,9] spec-
ifies that [2,9] lives on FEs, rather than in some other set.
> E21[2,9] + E2![3, 10];

(-4 : -3: 1

Note that the answer is in projective coordinates. We could have done the
computation with one or both points in projective coordinates. For example:
> E2![2,9] + E2!'[3, 10, 1];

(-4 : -3: 1)

The identity element of E2 is
> E2!0;
o: 1: 0

We can also define a point using :=
> 8:= E2![2,9] + E2![3, 10];
To find out what S is:
> S;
(-4 : -3 : 1)
The computer remembers that S lies on Es, so we can add it to another
point on FEs:
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> S + E2![2, 9];
6 : -17 : 1)

To find the 3rd multiple of the point (2,9) on Es:

> 3%E2!1[2,9];
(5111/625 : -389016/15625 : 1)

To find the torsion subgroup of F1(Q):

> TorsionSubgroup(El);
Abelian Group isomorphic to Z/10
Defined on 1 generator
Relations:
10x$.1 = 0
Note that we obtained only an abstract group, not the points. To get the
points, we define a group G and an isomorphism f from G to the set of points:

> G, f:= TorsionSubgroup(El);
To obtain the first element of G, type:

> £(G.1);
(3 : 1944 : 1)

This is a torsion point in E;(Q).
Let’s reduce F1; mod 13. Define F to be the field with 13 elements and E5
to be F1 mod 13:

> F:= GF(13);

> E3:= ChangeRing( E1, F );

> E3; Elliptic Curve defined by y'2 = x"3 +10*x + 5 over GF(13)
The last command was not needed. It simply identified the nature of Ej3.

We also could have defined a curve over F13. The command F!10 puts 10

into F13, which forces everything else, for example 5, to be in Fi3:

> E4:= EllipticCurve( [F!'10, 5]);

> E4;

Elliptic Curve defined by y 2 = x"3 +10*x + 5 over GF(13)
> E3 eq E4;

true

The last command asked whether F35 is the same as F4. The answer was
yes.

We can find out how many points there are in E3(F13), or we can list all
the points:

> #E3;

10

> Points(E3);

{e¢0: 1: 0, @: 4: 1), Q1: 9: 1), B3: 6: 1),
@3 : 7: 1), 8: 5: 1), B: 8: 1), 10: 0: 1),
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(11 : 4 : 1), (11 : 9 : 1) @}

The @’s in the last output specifies that the entries are a set indexed by
positive integers.

Let’s compute the Weil pairing e3((0, 3), (5,1)) on the curve Es : y? = 2%+2
over F7, as in Example 11.5.
> E5:= EllipticCurve([0, GF(7)!2]);

> WeilPairing( E5![0,3], E5![5,1]1, 3);
4

The answer is 4, which is a cube root of unity in F7. Note that this is the
inverse of the Weil pairing used elsewhere in this book (cf. Remark 11.11).
We can compute the Mordell-Weil group FE5(Q):

> MordellWeilGroup(E2);
Abelian Group isomorphic to Z + Z
Defined on 2 generators (free)
> Generators(E2);
[C2: 9: 1, (-4 : 3: 1)1
To find a command that computes, for example, Mordell-Weil groups, type
?MordellWeil or ?Mordell to get an example or a list of examples.
To quit Magma, type
<Ctrl>D

For much more on Magma, go to
http://magma.maths.usyd.edu.au/magma/htmlhelp/MAGMA.htm
For elliptic curves, click on the Arithmetic Geometry link.

D.3 SAGE

Sage is an open source computer algebra package that can be downloaded
for free from www.sagemath.org/. For general information, see the web site,
which also contains a tutorial and documentation.

The following is the transcript of a session, with commentary.

The session starts:

Linux sage 2.6.17-12-386 #2 Sun Sep 23 22:54:19 UTC 2007 i686
The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in
the individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

| SAGE Version 2.8.8.1, Release Date: 2007-10-21
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| Type notebook() for the GUI, and license() for information. |

Let’s enter the elliptic curve E; : y? = 2% — 58447z + 3954150 of Example
9.3. The vector represents the coefficients [aj,aq,as3,aq,as] in generalized
Weierstrass form. Unless otherwise specified, the curve is over the rational
numbers.
sage: E1 = EllipticCurve([ O, 0, 0, -58347, 3954150 ])

To find out what F; is:
sage: E1
Elliptic Curve defined by y"2 = x"3 - 58347#x + 3954150 over
Rational Field

Let’s also define Fy : y?> = 23 + 73. Here we use the shortened form of the
coefficient vector [ay4, ag] corresponding to (nongeneralized) Weierstrass form.
sage: E2 = EllipticCurve([ 0, 73 1);

Let’s add the points (2,9) and (3,10) on Es:
sage: E2([2,9]) + E2([3, 101)

(-4 : -3: 1)

Note that the answer is in projective coordinates. We could have done the

computation with one or both points in projective coordinates. For example:

sage: E2([2,9]) + E2([3, 10, 11)

(-4 : -3: 1)

The identity element of Fs is
sage: E2(0)
o: 1: 0

We can also define a point:
sage: S = E2([2,9]) + E2([3, 10])
To find out what S is:
sage: S
-4 : -3 : 1)
The computer remembers that S lies on Es, so we can add it to another
point on Fs:

sage: S + E2([2, 9])
6 : -17 : 1

To find the 3rd multiple of the point (2,9) on Es:

sage: 3*E2([2,9])
(56111/625 : -389016/15625 : 1)

To find the torsion subgroup of F1(Q):

sage: El.torsion_subgroup()
Torsion Subgroup isomorphic to Multiplicative Abelian Group
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isomorphic to C10 associated to the Elliptic Curve defined by
y?= x3- 58347*x + 3954150 over Rational Field

C10 denotes the cyclic group of order 10. To get a generator:
sage: El.torsion_subgroup().gen()
(3 : 1944 : 1)

The number of points on an elliptic curve mod a prime p has the form
p+1—ap. The value of a3 for E; is computed as follows:
sage: El.ap(13)
4

Therefore, there are 13 +1 — 4 = 10 points on £; mod 13.
Let’s reduce F7 mod 13:

sage: E3 = E2.change ring(GF(13))

sage: E3

Elliptic Curve defined by y 2 = x"3 +10*x + 5
over Finite Field of size 13

The last command was not needed. It simply identified the nature of Fj.
We also could have defined a curve over F3.

sage: E4 = EllipticCurve(GF(13), [10, 5])
sage: E4

Elliptic Curve defined by y 2 = x"3 +10*x + 5
over Finite Field of size 13

sage: E3 is E4

True

The last command asked whether F35 is the same as F4. The answer was
yes.

We can find out how many points there are in E3(F;3), or we can list all
the points:

sage: E3.cardinality()
10

sage: E3.points()
[(0: 1: 0),
(11 : 4 : 1),
8: 5: 1),
1: 4: 1),

(10 : 0: 1),
1: 9: 1),
3: 6 : 1),
(8: 8: 1),

(11 : 9 : 1),
3: 7: DI

Consider the curve Es : y2 = 23 — 1 over Fagg, as in Example 4.10. We can
compute its group structure:
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sage: EllipticCurve(GF(229),[0,-1]).abelian_group()
(Multiplicative Abelian Group isomorphic to C42 x C6,
(62 : 25 : 1), (113 : 14 : 1))

Therefore, E5(Fagg) ~ Zyo @ Zg, and it has the listed generators.

Let’s compute the rank and generators of the Mordell-Weil group E»(Q):
sage: E2.rank()

2
sage: E2.gensQ
[(-4 : 3 : 1,2 9 : 1]

The generators are the generators of the nontorsion part. The command
does not yield generators of the torsion subgroup. For these, use the command
E.torsion_subgroup().gen() used previously.

To find the periods wy and ws of E:
sage: El.period_ lattice.O
0.1986024692687475355260042188. . .
sage: El.period lattice.l
0.1567132675477145982613047883. . .*1

The j-invariant of E is
sage: E1.j_invariant()

10091699281/2737152

To find a list of commands that start with a given string of letters, type
those letters and then press the “Tab” key:
sage: EI1 (‘Tab’)

Ellipsis EllipticCurve_ from_ c4c6
EllipticCurve EllipticCurve_ from_ cubic

To find out about the command EllipticCurve, type
sage: EllipticCurve?

The output is a description with some examples.

For more on SAGE, go to http://www.sagemath.org.
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Errata for
Elliptic Curves: Number Theory and Cryptography, 2nd ed.

by Lawrence C. Washington

page vi, line 17: Insert a period at the end of the sentence.

page xviii, line -2: the references start on page 499 (not 501)

page 92, Exercise 3.1(b): the ged equals x(z — 1)

page 109, lines 17-22: change n to m (13 times) and change m to n (once)
page 125, line 6: change page 47 to page 51

page 150, line -2, to page 151, line 4: this paragraph and the preceding
description of the lambda method do not match Pollard’s explanation of
kangaroos, which are assumed to have bounded jump length. See Pollard’s
paper [87] and his more recent paper in J. of Cryptology 13 (2000), 437-447.

page 163, line 17: msy should equal 579383/300
page 340, line 18: change u(P) =0 to up(P) =0
page 479, line -8: the first GG should be G3

(last updated 4,/15/2009)

Many thanks to Andreas Peter, Ten H Lai, John M. Pollard, Loren Olson,
John McColgan, and Yu Tsumura for pointing out some of the above errors.
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